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Executive Summary

1. This report summarises the AML/CFT measures in place in Kuwait as at the date of the on-
site visit 5-23 November 2023. It analyses the level of compliance with the FATF 40
Recommendations and the level of effectiveness of Kuwait's AML/CFT system and provides
recommendations on how the system could be strengthened.

Key Findings

1. Kuwait has a basic understanding of Money Laundering (ML) risk at a national level
and a low understanding of terrorist financing (TF) risk. Kuwait identified and
assessed its ML/TF risk through two National Risk Assessment (NRA) exercises, the
most recent covering the period of 2016 - 2020. Money Laundering threat levels
were determined largely based on prosecution and conviction data and other
significant inputs were not incorporated. Kuwait’s understanding of TF risk is less
developed and has likely led to an under assessment of the overall TF risks the
country faces. In addition, there has been no assessment of the vulnerabilities of the
abuse of legal persons, or a comprehensive assessment of the virtual asset service
providers (VASP) and non-profit organisation (NPO) sectors. The objectives and
activities of law enforcement agencies (LEAs) and supervisors are generally in line
with national anti-money laundering and countering the financing of terrorism
(AML/CFT) policies, although weaknesses in the identification of risk may mean
some predicate ML and TF offences are not being investigated.

2. Kuwait authorities have access to a wide range of financial information sources and
intelligence to assist financial investigations. The Kuwait Financial Intelligence Unit
(KwFIU) provides information to launch ML inquiries and investigations. This
information is utilised to a lesser extent during the course of investigations as LEAs
obtain information mostly through direct requests to obliged entities. Regarding the
use of financial intelligence in TF investigations, most cases are identified through
foreign intelligence. Strategic analysis is produced only to a limited extent.

3. Kuwait has increased the number of ML cases investigations over the reporting
period demonstrating enhancements in identifying and investigating ML. Competent
authorities investigate and prosecute ML related to the main crimes identified in the
NRA (corruption, fraud and forgery), but there is a lack of ML investigations and
prosecutions for other predicate offences that pose an ML threat. The authorities face
challenges in securing an ML conviction without proving the underlying predicate
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EXECUTIVE SUMMARY | 4

offence and most ML cases that led to prosecutions relate to simple cases of self-
laundering.

4. Kuwait pursues the confiscation of proceeds, instrumentalities and property of
equivalent value as a policy objective to some extent. LEAs have been able to
confiscate various types of assets of important value which were instrumentalities
or proceeds of crime, including properties and assets located abroad. However, LEAs
are not systematically pursuing the proceeds of crime when there is no ML element
and are resorting to provisional measures to a lesser extent. Despite significant
amounts of cash transiting through Kuwait, competent authorities did not identify
any cross-border movement in relation to ML or TF.

5. Kuwait detects, investigates and prosecutes TF to a limited extent, which does not
appear in line with the country’s risk profile. Prosecutorial authorities face
challenges to achieving TF convictions and this has led to several TF cases being
acquitted at trial. All TF cases identified and investigated during the reporting period
relate to individuals recognising their allegiance to a terrorist organisation who have
been collecting and who have been collecting and moving of funds to foreign terrorist
organisations. There is no identification of internal TF channels that could lead to
terrorist activities in Kuwait or conducted by Kuwaiti nationals.

6. Kuwait has a legal framework to implement TF and proliferation financing (PF)
targeted financial sanctions (TFS), but its actions to implement TFS are not based in
the legal framework, and therefore, lack a legal basis and enforceability. Despite this
lack of legal basis, TF and PF TFS are implemented in Kuwait informally and financial
institutions (FIs) and designated non-financial businesses and professions (DNFBPs)
scan relevant lists to some degree to ensure that they are not doing business with
individuals or entities that should be designated. Authorised, legal freezing and
prohibition measures are limited, but are applied informally in a more complete way
in practice, which has resulted in multi-millions of EUR of asset freezes taken without
a legal basis. The lack of complete and reliable beneficial ownership (BO)
information, low level of intelligence and information sharing between the
authorities, and uneven awareness among Fls and DNFBPs about TFS, may frustrate
the detection of assets used in or intended for TF or PF.

7. Kuwait has identified its NPO population and conducted a risk assessment based on
limited factors, focusing on the jurisdictional risk of the NPOs’ projects. The Kuwaiti
authorities have implemented licensing measures and ongoing requirements for all
NPOs that serve as a barrier to entry and discourage prospective NPOs from entering
the sector. Measures put in place on the NPO sector are not responsive to the level of
TF risk and have been shown to actually disrupt legitimate NPO activity.

8. Banks and larger FIs in Kuwait have a good understanding of their ML risks and
obligations. Understanding of ML risks and obligations are lower and variable
amongst other FIs and DNFBPs. Understanding of TF risk is low across all sectors.
Customer due diligence (CDD) measures are generally implemented but there
remain compliance deficiencies found in a large proportion of onsite inspections. All
obliged entities struggle with their obligations with respect to ascertaining and
verifying BOs. Suspicious transaction reports (STR) reporting in banks are increasing
but reporting remains low in some sectors and some sector participants
demonstrated a higher reporting threshold than ‘reasonable grounds to suspect’.
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9. Kuwait has a fairly robust licensing framework for FI and quality licensing
framework for DNFBP sectors, however, all supervisors have issues identifying BOs
as part of this process. The Central Bank of Kuwait (CBK), Capital Markets Authority
(CMA) and Insurance Regulation Unit (IRU) have a good understanding of ML,/ TF risk
and the Ministry of Commerce and Industry’s (MOCI) understanding of risk is
developing. CBK and CMA conduct risk-based supervision that features a very
significant coverage of the sectors they supervise. Risk informs frequency, but it is
not clear that intensity of supervisory coverage is driven by risk. Supervision of
DNFBPs is event driven rather than risk based.

10. Kuwait relies on the availability of basic information, fit and proper tests,
requirement to hold a bank account (and thus be subject to CDD) and restrictions on
foreign ownership and management functions to mitigate the misuse of legal
persons/arrangements. These measures, however, are not responsive to the extent
to which legal persons can be misused for ML/TF given the lack of an ML/TF
vulnerability assessment of legal persons/arrangements in Kuwait. Basic
information for legal persons in Kuwait is readily available to competent authorities.
Beneficial ownership information is available through FIs/DNFBPs, but a lack of
understanding of the concept of BO has led this information to be an unreliable
representation of BO and as a result, complete and reliable BO information is not
available in Kuwait. Kuwait has begun the creation of a BO database that was due to
be fully filled by Summer 2023. This is a positive step, but it remained <5% populated
as of the time of the onsite in November 2023. Basic and BO information is available
for legal arrangements in Kuwait in a timely manner. There are no sanctions available
for non-compliance with basic and BO information requirements for legal persons
that are not FIs or DNFBPs.

11. Kuwait has a partial legal basis for Mutual Legal Assistance (MLA) and extradition in
relation to ML/TF and associated predicate offences. This legal basis applies only to
countries with which Kuwait has bilateral or multilateral agreements. For countries
without such agreements, Kuwait relies on the principle of reciprocity for
cooperation. Kuwait generally responds to requests for MLA and extradition in a
constructive and timely manner. Feedback from FATF global network has been
mainly positive in this regard. However, Kuwait does not currently solicit feedback
on its MLA, extradition, and international cooperation processes.

Risks and General Situation

2. Kuwait is a small country but classified as a high-income country by the World Bank Group
(ranked 58t out of major economies for GDP per capita'), based on its strong, largely petroleum-
based economy. Kuwait has a relatively diversified financial sector, which includes 22 commercial
banks, which include five Islamic banks and branches of foreign banks. Kuwait is generally a safe
and law-abiding country. It has a low level of violent crime and is ranked as the 35th most peaceful
country in the world by the 2023 Global Peace Index? Nevertheless, it is exposed to a range of ML
risks. While Kuwait has some threat from domestic acts of terrorism, the country faces a distinct
risk from TF related to terrorist acts and terrorist groups operating outside of the country.

1 US 53.76 thousand per capita GDP

2 wto.org/library/events/event resources/tfp 2007202313/233 819.pdf
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3. Kuwait has produced two NRAs, the first covering the period from 2013 to 2016 and the
second from 2016 - 2020. The most recent assessment determined that Kuwait has a medium
level of residual ML risk, based on a medium ML threat exposure and medium ML vulnerabilities.
According to its NRA, the main proceeds generating predicate offences in Kuwait are forgery,
fraud and embezzlement, usury and corruption and bribery. Robbery is also stated as significant
proceeds generating crime, but there is a lack of statistics to fully verify the extent of this crime.
The assessment of these main proceeds generating predicate offences is based on a review of
convictions. The banking and securities sectors in Kuwait are rated as medium risk based on
materiality and risk. The exchange companies’ sector, real estate sector and dealers in gold,
precious metals and stones and seen as the most risky sectors (medium high risk). TF is rated as
low risk by the Kuwaiti authorities. The Assessment Team view that the risk of human trafficking
and TF are higher than stated. In addition, the real estate sector may present a lower risk, due to
some of the controls the authorities have put in place.

Overall Level of Compliance and Effectiveness

Assessment of risk, coordination and policy setting (Chapter 2;10.1,R.1, 2, 33
& 34)

4. Kuwait’s key authorities understand ML risk at a national level to some extent and TF to a
lesser extent. The most recent NRA was finalised in 2022 covering the period 2016-2020. The
exercise was well organised and involved most relevant government agencies, but supervisors
were not involved in key aspects of the process.

5. Convictions were relied on to a large extent to determine ML/TF threat levels in the NRA.
Other significant inputs such as strategic analysis, credible and reliable open-source information,
and other operational activities conducted by LEAs which did not result in convictions were not
considered. As a result, some predicate offence risks may not be properly assessed, including
human trafficking which is often cited in reports by reliable and credible sources as being a
significant issue for Kuwait®. The authorities primarily pursue cases related to corruption, fraud
and forgery.

6. The Assessment Team considers Kuwait’s understanding of TF risk to be less developed.
The limited sources used in the assessment process (convictions), has likely led to an under
assessment of the overall TF risks the country faces.

7. Kuwait’s assessment of cross border threats, NPOs and VASPs does not appear to be based
on robust analysis and there has been no assessment to date of the risk of different types of legal
persons and arrangements.

8. Kuwait has a solid institutional framework for coordinating national ML/TF policies and
strategies. The National AML/CFT Committee (NAMLC) is responsible for coordinating and
monitoring implementation of Kuwait’s AML/CFT National Strategy and Action Plan. Although the
Committee reports that many of the actions on Kuwait’s National Strategy and Action Plan are
complete, which is a positive achievement, some of the actions marked as complete are still being
implemented. When part of the National Strategy and Action Plan, the objectives and activities of

3 See for example: Criminality in Kuwait - The Organized Crime Index (ocindex.net); Report
of the Special Rapporteur on trafficking in persons, especially women and children, on her
mission to Kuwait | Refworld
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competent authorities appear risk-based, however those activities are less risk sensitive when left
to the competent authorities themselves.

Financial intelligence, ML investigations, prosecutions and confiscation
(Chapter 3;10.6, 7, 8; R.1, 3, 4, 29-32)

Financial intelligence (Immediate outcome 6)

9. Competent authorities generally access and use financial intelligence and other relevant
information in their operational activities. The sources of financial intelligence are diverse and
generally originate from the KwFIU and FIs. The KwFIU receives STRs and disseminates financial
intelligence to LEAs to some extent. However, the authorities have a limited view on the role of
the KwFIU in undertaking operational activities and the KwFIU is not used as a systematic tool to
initiate and progress financial investigations, especially with regard to TF. Based on incomplete
criteria for prioritisation of the STRs, the KwFIU reports and conducts in depth analysis on a
limited number of STRs. This impedes the use of financial intelligence in operational activities.
Furthermore, the paper-based system for receiving STRs and the internal approval process impact
the timeliness of dissemination to LEAs.

10. Competent authorities have access to a range of financial information both directly and
indirectly and make use of this in carrying out their activities. The Public Prosecutors Office (PPO)
can obtain any information it deems necessary to conduct a criminal investigation. Investigative
authorities, especially the Ministry of Interior (MOI), are authorised by the PPO to access a wide
range of intelligence, such as direct information from reporting entities and individuals. The PPO
also receives financial information directly from these sources.

11. The KwFIU creates limited strategic analysis products. Two specific reports have been
produced to date: reducing the use of cash to mitigate ML/TF and ML/TF risks related to virtual
assets. These reports appear to be based on limited analysis of STRs and are mainly developed on
information held by the supervisory authorities and reporting entities. Reporting entities
appreciate the indicators provided by the KwFIU and the feedback they receive, which contributed
to an increase of STRs over the reporting period.

ML offence (Immediate Outcome 7)

12. Kuwait has a dual investigative system. Preliminary inquiries are conducted by various
LEAs (MOI, KwFIU, Nazaha), while criminal investigations are the sole competency of the PPO for
all felonies and some misdemeanours. Nonetheless, the PPO can instruct the other LEAs to
undertake additional investigative activities. LEAs are well resourced to identify and investigate
ML cases in quick and effective manner. Thanks to the combined efforts of competent authorities,
there has been an increase in ML convictions during the reporting period.

13. Competent authorities investigate and prosecute ML related to the main crimes identified
in the NRA (corruption, fraud and forgery), to a large extent. In many cases of fraud and forgery
this occurs as it is easier to prove such predicate offences. Investigations and prosecutions of fraud
and forgery are also resorted to as a way to offset the obstacles in prosecuting other crimes such
as drug and human trafficking. This may result in ML activities not being investigated and
prosecuted fully in line with the risks identified by the assessment team.

14. Parallel financial investigations are regularly conducted by competent authorities when
there is a clear financial nexus and are designed to support ML investigations.

15. Kuwait has a legal framework that provides it with an adequate basis to prosecute ML
activities. However, the authorities face challenges in securing an ML conviction without proving
the underlying predicate offence. Most ML cases relate to self-laundering, whereas foreign
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predicate offence, third-party ML and stand-alone ML are rarely taken forward. In addition, there
is in practice, limited criminal liability of legal persons, which is not in line with the risk profile or
operational findings showing that legal persons are widely used in ML cases. Sanctions applied to
natural persons are effective, proportionate and dissuasive.

Confiscation (Immediate outcome 8)

16. Kuwait pursues seizure and confiscation as a policy objective to some extent. Seizures are
implemented through Kuwait’s PPO and are facilitated by the information provided by the MO],
KwFIU and Nazaha. The legal framework allows for the freezing, seizure and confiscation of a
range of assets, yet in practice provisional measures are resorted to in a limited extent especially
in non-ML cases. In corruption cases related to the misuse of public funds, restitution can and has
been achieved.

17. Kuwait has been able to confiscate significant amounts of funds and a wide range of assets,
including some that were located abroad in a few cases. The PPO has a basic mechanism for
managing and disposing of seized assets on a case-by-case basis. The absence of a comprehensive
system for managing those is a concern, especially in light of the potential high value of confiscated
assets.

18. Kuwait has implemented a declaration system for cash and BNIs and the GAC has applied
penalties failure to respect this requirement. Despite significant amounts of cash transiting
through Kuwait, competent authorities did not identify any cross-border movement in relation to
ML or TF which does not appear in line with the country risk profile.

Terrorist and proliferation financing (Chapter 4; 10.9, 10, 11; R. 1, 4, 5-8, 30,
31&39.)

Terrorist financing investigations (Immediate Outcome 9)

19. The classification of TF as low risk broadly aligns with the view of most competent
authorities, which highlights their limited understanding of the TF threats faced. The State
Security Department (SSD) as the competent authority specifically mandated to deal with
terrorism and TF has a solid understanding of the risks associated with TF both domestically and
abroad. However, this understanding is not disseminated across other competent authorities. TF
activities are identified and investigated by the SSD in cooperation and coordination with
international counterparts, when dealing with international terrorist suspects. Kuwait has
investigated and prosecuted a limited number of TF cases within the reporting period. Kuwait has
effective and dissuasive sanctions for TF at its disposal, when convictions are secured. However,
prosecutorial authorities face serious challenges in achieving TF convictions resulting in a low
conviction rate for TF which does not appear to be in line with the Assessment Team'’s
understanding of the country’s TF risk profile.

20. All TF cases identified relate to the collection and movement of funds to be used abroad.
There are no cases relating to use of funds or other assets within Kuwait, despite the presence of
designated persons in Kuwait and other TF risk indicators. Kuwait has a range of alternative
measures to disrupt TF activities in cases where it is not practicable to secure a TF conviction, but
it is unclear the extent to which they are employed.

Preventing terrorist from raising, moving and using funds (Immediate Outcome 10)

21. Kuwait has technical and practical deficiencies that prevent the implementation of TF TFS
without delay. Kuwait's Counter Terrorism Committee (CTC) is empowered to take all decisions
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required to implement TF TFS issued under UNSCR 1267 and successor resolutions without delay.
In practice, the CTC has never taken any such decision using its mandated decision process to
implement TF TFS in Kuwait, nor does is it proactively use TF designations as a means to deprive
terrorists of assets. Further, Kuwait’s legal framework for the implementation of TFS is not in line
with the FATF Standards. It has a limited freezing obligation and limited general prohibition.
Despite these fundamental shortcomings, Kuwait has taken measures to implement TF TFS
informally, including the freezing of assets of individuals and entities that should be designated.

22. Kuwait has a limited understanding of TF risk in the NPO sector, as its risk assessment
focused on jurisdictional risks, misclassifying the TF risk exposure of the sector, and on an NPO-
specific basis. Kuwait has implemented stringent licensing requirements that serve as a barrier to
entry and discourages entering the NPO sector. Mitigating measures put in place on the NPO
sector are not responsive to the level of TF risk and have been shown to actually disrupt legitimate
NPO activity.

23. Kuwait has deprived terrorists, terrorist organisations, and terrorist financiers of assets
and instrumentalities related to TF activities to some extent through sanctions-related freezing
measures and confiscation in some cases.

Proliferation financing (Immediate Outcome 11).

24. Kuwait has technical and practical deficiencies that prevent the implementation of PF TFS
without delay. Kuwait’s CTC is empowered to take all decisions required to implement PF TFS
issued under UNSCR 1718 without delay. In practice, the CTC does not take and has never taken
any such decision using its mandates decision process to implement PF TFS in Kuwait. Further,
Kuwait’s legal framework for the implementation of PF TFS is not in line with the FATF Standards.
It has a limited freezing obligation and no general prohibition.

25. Even though the regime is implemented informally, some FIs and DNFBPs have a good
understanding of the implementation of TFS. There are a significant number of TFS-related
compliance deficiencies found by supervisors. This has resulted in some delay in implementation
by some FIs and DNFBPs. Kuwaiti supervisors routinely inspect compliance with TFS obligations
in their supervisory activities. TFS-scoped supervisory activities cover virtually the entire
population of obliged entities. The supervisors have shown an ability to detect non-compliance
with TFS obligations.

26. Funds or other assets could be detected in Kuwait when directly owned by a listed natural
or legal person. The lack of available beneficial ownership information and poor awareness among
FIs and DNFBPs about PF (except in some larger FIs), may frustrate the detection of assets used
in or intended for PF and the pursuit of potential sanctions evasion.

Preventive measures (Chapter 5; 10.4; R.9-23)

27. Kuwait’s obliged entities have an uneven understanding of the ML/TF risks they're
exposed to. While Fls, except for currency exchange organisations, have a sound understanding of
ML risks and their AML obligations, DNFBPs have a very limited understanding. Obliged entities
have a lower understanding of their TF risks than ML risks.

28. Internal controls and procedures are somewhat understood, administered, and
implemented. Customer due diligence and record keeping measures, with the exception of
measures to ascertain beneficial ownership, are fairly well understood and applied. Knowledge
and application of these measures is better amongst the CBK and the CMA supervised entities,
while DNFBPs have a very limited understanding and uneven application.
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29. FIs generally have a good understanding of when to apply enhanced and specific
measures, although there are some issues in implementing TF TFS requirements. DNFBPs have a
limited understanding of when to apply enhanced and specific measures.

30. Only two sectors, banks and exchange companies, report material numbers of STRs and
those that do report have a high reporting threshold. Volume and quality of STRs have improved
in recent years. However, further improvements are still required, particularly relating to
detection and submission of STRs relating to terrorist financing.

Supervision (Chapter 6; 10.3; R.14, R.26-28, 34, 35)

31. Kuwait takes measures to ensure that criminals are not the owners or holding
management functions in FIs and DNFBPs. Technical shortcomings in market entry requirements
are largely remedied through more stringent operational procedures. However, there remains
issues in ascertaining and verifying beneficial owners. VASPs are prohibited, and Kuwait takes
some measures to prevent unlicensed VASPs activity within the country.

32. Understanding of ML and TF risks is uneven across Fls and DNFBPs supervisors. For CBK,
in particular, and other FIs supervisors to a lesser extent, there is a much more robust and detailed
understanding of their entity level risks than what is reflected in the NRA. Financial institutions
supervisors generally conduct risk-based supervision in line with their understanding of risks and
dedicate their significant resources to extensive coverage and intensity. The insurance sector has
not been subject to supervision for at least 3 years. A new supervisor, the Insurance Regulatory
Unit (IRU) was put in place in 2021 but is yet to implement a full supervisory programme for the
sector. The Ministry of Commerce and Industry (MOCI), the DNFBP supervisor and supervisor of
currency exchange organisations (a financial institution), is in the process of implementing risk-
based supervision.

33. Remedial actions and sanctions are frequent and have an impact on reporting entity-
specific deficiencies, but do not seem to significantly impact obliged entities’ compliance
behaviour in general. Supervisors undertake significant outreach and training efforts to assist
most Fls, and to a lesser degree DNFBPs, in understanding and complying with their obligations.

Transparency and beneficial ownership (Chapter 7; 10.5; R.24, 25)

34. Kuwait has not conducted a vulnerability assessment of the misuse of legal persons and
Wagfs, which are the only legal arrangements available in the country, in the context of a legal
persons/arrangements environment that has seen significant changes over the time considered
for the evaluation. Kuwait has strong identification, business and commercial registry
requirements that form a foundation for mitigation measures to be put in place. These measures,
even though not necessarily ML/TF risk responsive, include the availability of high-quality basic
information that is available to competent authorities in a timely manner. Beneficial ownership
information is available in a timely manner through FIs/DNFBPs, but a lack of understanding of
the concept of BO has led this information to be an unreliable representation of BO. Accordingly,
complete and reliable BO information is not available in Kuwait through FIs/DNFBPs, Kuwait's
primary method to access such information.

35. Kuwait has implemented few AML/CFT specific mitigation measures to prevent the
misuse of legal persons, but it has recently introduced a BO register. All legal persons in Kuwait
had a deadline of June 2023 to provide the BO information required. However, the register was
less than 5% populated at the time of the onsite visit in November 2023. This is a positive step
towards the goal of making such information available but could not be considered a source of BO
by the Assessment Team at this time.
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36. Regarding Waqfs, adequate, accurate and current BO information is available in a timely
manner in most cases.

37. There have been no sanctions imposed for failure to comply with information
requirements, including for businesses that failed to provide BO information within the mandated
June 2023 deadline.

International cooperation (Chapter 8; 10.2; R.36-40)

38. Kuwait provides mutual legal assistance in relation to ML, TF and associated predicate
offences to countries with which it has bilateral and/or multilateral agreements, or on the
principle of reciprocity. The assistance provided on the principle of reciprocity does not have a
legal basis, but this has not been an obstacle, generally, in providing assistance.

39. The PPO and MOI seek legal assistance in relation to domestic ML and TF cases which have
a transnational element. The MOI can also swiftly access intelligence from a range of international
sources. However, in cases where the principle of reciprocity has to be relied on, in the absence of
bilateral agreements, requests can be delayed due to need to go through diplomatic channels. The
KwFIU requests international cooperation to a limited extent and supervisory authorities engage
with foreign counterparts regularly on supervisory visits to branches of international banks.

40. PPO is responsible for formal requests and has good cooperation with some foreign
counterparts. Kuwait generally responds to requests for MLA and extradition in a timely manner
and feedback from international partners is generally positive. The MOI has good links with
international counterparts and can quickly respond to requests for law enforcement information.
Supervisory authorities generally respond to incoming requests, particularly in relation to
licensing information.

41. Kuwait has achieved positive results in some high-profile cases through MLA and
extradition.
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Priority Actions

1. Kuwait should update its risk assessment, particularly in relation to TF threats and
vulnerabilities. The updated risk assessment should includereliance on a wider range
of factors for the assessment of ML and TF threats, not limited to convictions; a
comprehensive assessment of risks relating the misuse of different types of legal
persons; proper analysis of cross border risks; and consider a wider range of ML/TF
methods and typologies and how they may be being adopted in Kuwait.

2. Kuwait should investigate and prosecute the different types of TF activities in line
with the country’s risk profile to ensure TF risks are mitigated and all terrorist
financing activities are detected. Efforts should also be increased to detect and
identify potential TF activities related from cross border movements of currency and
Bearer negotiable instruments (BNIs).

3. Kuwait should ensure the legal implementation of TFS without delay by addressing
technical deficiencies in the legal framework. Kuwait should implement and make
use of a domestic process to identify targets for designation, ensure that third party
requests are followed-up up upon in a meaningful and timely fashion, proactively
utilise TF TFS as a means to deprive terrorists of their assets and publish a full list of
those subject to TFS measures to ensure complete implementation.

4. Kuwaitshould conduct a comprehensive TF risk assessment of the NPO sector. Based
on this assessment, Kuwait should adapt accordingly the mitigating measures so that
they are proportional with the TF risks identified and targeted to mitigate those risks.
Based on the results of this updated risk assessment, Kuwait should take steps
evaluate whether other existing measures mitigate risks, and reconsider and remove
unnecessary barriers to entry that discourage NPOs and measures which disrupt the
legitimate activities of NPOs.

5. Kuwait should take steps to deepen its understanding of proceeds generating
offences for ML and implement measures to better detect and proactively investigate
ML from a wide range of predicate offences beyond fraud, corruption, forgery and
usury including foreign predicate, stand-alone and third-party ML.

6. Kuwait should ensure that both supervisory authorities and obliged entities have a
robust understanding of the concept of BO and ensure that competent authorities
have a timely access to adequate, accurate and current BO information on legal
persons, for example by ensuring the BO registry is populated as a matter of priority.
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Effectiveness & Technical Compliance Ratings

Table 1. Effectiveness Ratings
10.1 - Risk, 10.2 10.3 - 10.4 - Preventive 10.5 - Legal 10.6 - Financial

policy and co- International co- Supervision measures persons and intelligence
ordination operation arrangements

Moderate Moderate Moderate Moderate Low Moderate
[10.7 -ML 10.8 - 10.9 - TF 10.10-TF 10.11 - pF

investigation & Confiscation investigation & preventive financial
prosecution prosecution measures & sanctions
financial sanctions

Moderate Moderate Low Low Low

Note: Effectiveness ratings can be either a High- HE, Substantial- SE, Moderate- ME, or Low - LE, level of
effectiveness.

Table 2. Technical Compliance Ratings

R.1 - assessing risk R.2 - national co- R.5 - terrorist R.6 - targeted
& applying risk- operation and co- financing offence financial sanctions -
based approach ordination terrorism & terrorist
financing
LC LC
R.7- targeted R.8 -non-profit

financial sanctions - organisations
proliferation

NC PC
C C
PC C

R.25 -

Transparency & BO
of legal
arrangements

LC PC
C C

R.36 -

International
instruments

LC

LC

PC
R.24 -
Transparency & BO
of legal persons

LC

LC

LC

nI

C
R.37 - Mutual R.38 - Mutual R.39 - Extradition R.4:0 - Other

LC

legal assistance legal assistance: forms of
freezing and international co-
confiscation operation
LC PC LC LC

Note: Technical compliance ratings can be either a C - compliant, LC - largely compliant, PC - partially
compliant or NC - non compliant.
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MUTUAL EVALUATION REPORT

Preface

This report summarises the AML/CFT measures in place as at the date of the on-site visit. It analyses
the level of compliance with the FATF 40 Recommendations and the level of effectiveness of the
AML/CFT system and recommends how the system could be strengthened.

This evaluation was based on the 2012 FATF Recommendations and was prepared using the 2013
Methodology. The evaluation was based on information provided by the country, and information
obtained by the evaluation team during its on-site visit to the country from 5 - 22 November 2023.

The evaluation was conducted by an assessment team consisting of:
e Lida Tsagkaraki, Ministry of Finance, Greece (financial expert)
¢ Elina Rantakokko, Ministry of Finance, Finland (legal expert)
e Zaib Rasool, Treasury Department, United States of America (financial expert)
e Amr Sayed, Financial Intelligence Unit, Egypt (law enforcement expert)
e Andreas Pavlidis, Federal Ministry of Justice, Germany (legal expert)

with the support from the FATF Secretariat (of Mr Ben Aldersey, Mr Florent-Babacar Dieng and Mr
Michael Fowler,) and the MENAFATF Secretariat (Ms Jehan Alansari). The report was reviewed by
Mr Birgir Jonasson (Iceland), Evren Selturk (Tiirkiye) and Lesley Clayton (United Kingdom).

Kuwait previously underwent a FATF Mutual Evaluation in 2011, conducted according to the 2004
FATF Methodology. The 2011 evaluation has been published and is available at www.fatf-
gafi.org/en/publications/Mutualevaluations/Mutualevaluationofthestateofkuwait.html

That Mutual Evaluation concluded that the country was compliant with 1 Recommendation; largely
compliant with 9; partially compliant with 12; and non-compliant with 18.* Kuwait was rated
compliant or largely compliant with 6 of the 16 Core and Key Recommendations.

Kuwait exited the follow up process in June 2015 on the basis of a level of compliance equivalent to
a largely compliant in all Core and Key Recommendations.

4 Recommendation 34 (Legal arrangements - beneficial ownership) was deemed not
applicable in Kuwait’s 374 Round MER.
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Chapter 1. ML/TF RISKS AND CONTEXT

42. The State of Kuwait is located in the northeast of the Arabian Peninsula. The population at
the start of 2023 was 4,793,568 people, of whom 1,517,076 were Kuwaiti nationals. Kuwait has
one of the highest proportion of expatriates in its population (3,276,717) and workforce in the
world. Kuwait is a small state of approximately 17,820 square kilometres. It borders Iraq to the
North and Northwest and Saudi Arabia to the South and Southwest. It also shares a maritime
border with Iran. Kuwait’s territory also includes nine islands.

43. Kuwait achieved its independence in 1961. On August 2, 1990, Kuwait was invaded by Iraq
over a period of seven months and finally liberated by a coalition of international forces that
restored its sovereignty on February 26, 1991. Kuwait is a constitutional monarchy and has the
oldest directly elected parliament in the Persian Gulf region. The current head of state is the His
Highness Sheikh Mishal Al-Ahmed Al-Jaber Al-Sabah. The executive power in Kuwait consists of
the Council of Ministers, also known as cabinet ministers. The Prime Minister is appointed directly
by the Sheik and cabinet members are appointed by the Sheik upon recommendation by the Prime
Minister. Kuwait also has a fifty-member National Assembly (parliament) which is appointed by
popular vote. All cabinet ministers are answerable to the National Assembly, which has the power
to dismiss the Prime Minister or any member of cabinet through a series of constitutional
procedures.

44, Kuwait is a member of the Gulf Cooperation Council (GCC), a political and economic
alliance of six Gulf countries with likeminded economic, cultural and religious profiles. The GCC
also includes the Kingdom of Bahrain, State of Qatar, the United Arab Emirates (UAE), Sultanate
of Oman, and Kingdom of Saudi Arabia. Kuwait is also a member of the League of Arab States, the
United Nations (UN), the Organisation of the Islamic Conference (OIC), the Non-Aligned
Movement, and the World Trade Organisation (WTO), among other regional and international
organisations.

45. Kuwait is a largely petroleum-based economy with 85-90% of the country’s total public
revenues derived from the sale of petroleum products. Currently the country is undertaking
efforts to diversify and modernise its economy through national vehicles to gradually shift away
from a petroleum dependent economy. In additional to petroleum, the petrochemical and
chemical industries and steel manufacturing are also notable industries in Kuwait.

ML/TF Risks and Scoping of Higher Risk Issues

Overview of ML/TF Risks

46. Kuwait rates its domestic money laundering (ML) threat as medium considers its external
threat as medium-low. Kuwait’s main domestic ML threats relate to corruption crimes (e.g.,
bribery, embezzlement of public funds) fraud, forgery, usury, breach of trust and trafficking of
narcotics. Reports from reliable and credible sources also suggest that human trafficking is an
issue, but the authorities do not see this as a significant threat.

47. Kuwait has not carried out a comprehensive assessment of external threats but identifies
smuggling and arms trafficking and cross-border smuggling of narcotics as ML risks in Kuwait that
originate from abroad. The large proportion of foreign workers and widespread use of remittance
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and payment systems also likely contributes to cross-border risks. Kuwait assesses the ML risks
in the financial sector to be highest in relation to banking, exchange companies and securities. The
real estate sector (rated as medium high risk in the NRA) and dealers in precious metals and
stones (DPMS) sector (rated medium risk in the NRA) present the main risks in terms of
designated non-financial businesses and professions (DNFBPs).

48. Kuwait assesses its terrorist financing (TF) risk as low and there have been no terrorist
incidents in the country since 2015. There have been a small number of TF cases between 2018
and 2023 and there are currently eight individuals on the UN consolidated sanctions list that
either have Kuwait as a place of birth or a national identity document from Kuwait. In addition,
Kuwait’s border with Iraq, one of the countries in the world most affected by terrorism, increases
Kuwait’s overall TF risk.

Country’s Risk Assessment & Scoping of Higher Risk Issues

49, Kuwait’s National Committee for AML/CFT (NAMLC) is responsible for assessing and
maintaining Kuwait’s understanding of ML/TF risks, which it does through its National Risk
Assessment (NRA) process. Kuwait has assessed its ML/TF risks through two NRAs, which were
both produced by the NAMLC. The first NRA was adopted in 2018 and covered a review period of
2013-2016, and the second NRA was adopted in 2023 and covers the period from 2016 to 2020.

50. Both NRAs were carried out based on the World Bank methodology and assessed national
threats, vulnerabilities and sector risks in the financial and some DNFBP sectors. The first NRA
was limited in scope and relied heavily on qualitative information and interviews. The process
was also limited by the fact the key agencies including the MOF were not involved in the process
and certain sectors including currency exchange companies were not assessed. The main
predicate offences identified in the first NRA were drug and alcohol trafficking, forgery,
counterfeiting of goods, fraud, usury and theft.

51. The second NRA was developed based on the World Bank’s updated methodology and
followed an improved process. The process involved a significant number of meetings with public
sector stakeholders and some meetings with the private sector. Information was also gathered by
questionnaire responses from obliged entities. The main predicate offences were determined
based on a review of ML convictions and these are identified as the main national threats. The
main vulnerabilities were identified across the financial and DNFBP sectors based on an analysis
of the robustness of the legal framework and regulatory controls. A range of qualitative and
quantitative information sources were used as part of the development of second NRA. Qualitative
data included international reports, expert opinions and academic publications. However, there
were a number of limitations in terms of quantitative date, which are highlighted below.

52. Quantitative data included statistics, such as ML cases investigated and prosecuted,
suspicious transaction reports (STRs) received, supervision inspections and cross-border cash
declarations. However, the NAMLC faced several challenges with the quality of quantitative
information used, including lack of comprehensive supervisory data for DNFBP sectors, a lack of
data on proceeds of crime for archived cases and those under investigation, and timely access to
information from the relevant authorities and information held in different formats.

53. Significant inputs such as comprehensive strategic analysis, credible and reliable open-
source information, and other operational activities conducted by law enforcement agencies
(LEAs), which did not result in prosecutions, were not comprehensively considered as part of the
NRA process.

54, Mostly, the main risks ML risks identified in the NRA are reasonable and in line with
international feedback received from FATF and FATF style regional bodies (FSRB) countries.
Competent authorities investigate and prosecute ML related to the main crimes identified in the
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NRA (corruption, fraud and forgery), to a large extent, as it is easier to prove such predicate
offences. This may be at the expense of pursuing other crimes, such as drug and human trafficking.
In addition, the human trafficking risk may be under assessed and details on cross-border threats
do not seem to be fully understood or analysed. The highest risk sectors identified in the NRA are
banking, real estate securities and DPMS.

55. Kuwait’s assessment of TF follows the same methodology as for ML and is based on threats
derived from TF convictions. As with the ML analysis, both qualitative and quantitative
information were considered. The main threats relate to fundraising and movement of funds
abroad, including through informal hawala. Kuwait rated its overall TF risk as low. This appears
to be modest, given Kuwait’s geographical position, the cross-border threats it is subject to, the
known number of TF cases in Kuwait, and the number of Kuwaitis subject to international
sanctions.

56. In deciding the issues to prioritise for increased focus, the Assessment Team reviewed the
material provided by Kuwait, on their national ML/TF risks, inputs provided by FATF and FSRB
delegations and information from reliable third-party sources (e.g., reports from other
international organisations and non-governmental organisations (NGOs)). The Assessment Team
focussed on the following priority issues.

57. Corruption: There have been a number of recent high profile corruption cases in Kuwait,
including some involving politically exposed persons. Kuwait is currently 77th on Transparency
International’s Corruption Perception Index in 2022, and placement in the 53rd percentile of all
countries in the World Bank’s Control of Corruption Indicator in 2021. Kuwait’s latest NRA shows
that money laundering from corruption-related crimes has resulted in the second most
convictions of all predicate crimes over the time relevant for the NRA. A study conducted by
Kuwait’s Nazaha agency, in cooperation with the Kuwait Institute for Scientific Research,
concluded that bribery was prevalent amongst interviewed officials operating in the public sector.

58. The Assessment Team explored the degree to which, corruption undermines the
implementation of an effective AML/CFT system in Kuwait and whether there was appropriate
ability to detect the laundering of the proceeds of corruption-related offences, as well as an ability
to investigate, prosecute and recover assets in ML cases related to corruption.

59. Human trafficking: Kuwait has one of the highest levels of expatriate workers compared
to its domestic workforce in the world. The proportional presence of expatriate workers provides
potential cover for human trafficking. Kuwait’s latest NRA acknowledges the lack of statistics to
appropriately consider the ML threat level from activity. The Global Organised Crime Index
identifies Kuwait as tied for the 12th country in the world most exposed to human trafficking and
identifies human trafficking as the number one criminal risk faced by the country of the crimes
they rate. The Assessment Team considered Kuwait's ability to detect the laundering of the
proceeds of human trafficking, the degree to which Kuwait prosecutes money laundering from
human trafficking and recovers illicit gain derived from human trafficking.

60. Money transfer including Money or Value Transfer Services (MVTS) hawala and
other similar services: The Assessment Team considered the AML/CFT compliance programmes
of banks and exchange companies (the only entity types in Kuwait able to provide MVTS) as higher
risk clients may be driven to conduct financial transactions through these entities, and about 35%
of all suspicious transactions in Kuwait are submitted by banks and exchange companies. The
Assessment Team also considered the authorities’ ability to detect, investigate and mitigate
underground MVTS and hawala to launder the proceeds of crime.

61. Terrorist financing: There have been no terrorist attacks on Kuwaiti soil during the time
relevant for this evaluation, but there have been terrorist attacks in the recent past. Kuwait has a
number of TF risk factors that the Assessment Team considered:
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1. TF risk associated with neighbouring jurisdictions (i.e., cross border risk).

2. Between 2018 and mid-2023, Kuwait prosecuted 10 cases of terrorist
financing involving 41 people.

3. 8 individuals on the UN’s consolidated sanctions list have either a place of
birth of Kuwait or a national identity document from Kuwait.

4. Kuwait shares one of its two land borders with Iraq, one of the countries in the
world most affected by terrorism. Kuwait has also indicated in its NRA that
this border’s geographical features increase the risk of cash smuggling.

5. Kuwait has, informally, frozen multi-million in assets of individuals and
entities that ought to be designated.

62. The Assessment Team considered whether Kuwait’s risk rating given to terrorist financing
was appropriate, and whether appropriate mitigation measures have been putin place in line with
the level of terrorist financing in Kuwait. In addition, the Assessment Team considered whether
the measures applied to NPOs are disrupting or discouraging legitimate NPO activities.

63. Real estate: There are numerous risk issues surrounding the real estate sector in Kuwait.
The NRA acknowledges a general lack of familiarity of real estate brokers with their AML/CFT
obligations. Further, the NRA indicates that there is less than optimal AML/CFT supervision of the
sector. This has resulted in a very low amount of STRs reported by the obliged entities engaged in
real estate activity. The NRA attributes a risk rating of medium-high to the real estate sector, the
highest rating of any sector.

64. The Assessment Team considered the degree to which real estate brokers understand
their AML/CFT obligations, whether appropriate guidance and feedback is given to the sector and
how well the sector is supervised. They also considered Kuwait’s effectiveness in detecting money
laundering through real estate and their ability to confiscate real estate as proceeds of crime.

65. The Assessment Team explored whether lawyers, or other professionals, are enabling,
passively or actively, money laundering through the real estate sector. They also examined
whether banks are appropriately monitoring cash transactions by real estate brokers.

66. The banking sector: Kuwait's banking sector is its largest financial sector with
approximately 83 billion Kuwaiti Dinars (KWD) (268 billion USD) assets under management at
the end of 2022. Kuwait's banking sector is responsible for well over half of the suspicious
transaction reports reported to Kuwait’s FIU. Further, during the period considered by its latest
NRA (April 2016 to September 2020), Kuwaiti banks appeared in 150 investigations involving
potential money laundering, 101 of which were considered by the Courts, resulting in convictions
in 46 cases. Due to its importance to the Kuwait financial system, the Assessment Team considered
whether banks adequately apply AML/CFT preventive measures commensurate with their risks
and the degree to which the Central Bank of Kuwait supervises banks for compliance with their
AML/CFT requirements commensurate with their risks.

67. Laundering the proceeds of drug trafficking: the trafficking in narcotic drugs is one of
the most common offences investigated by competent authorities in Kuwait, and the NRA
indicates that there has been over 2600 people convicted of this offence in the time period covered
by the NRA. Most convictions relate to possession of the drugs rather than trafficking of the drugs
themselves. During that same time, only six individuals were convicted of laundering the proceeds
of drug trafficking. The NRA identifies that trafficking in narcotic drugs is a low-level ML threat in
Kuwait. The Assessment Team considered whether competent authorities are appropriately
investigating the laundering of the proceeds of trafficking in narcotic drugs. The Assessment Team
also considered whether financial investigations are used to potentially identify larger scale
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operations trafficking in narcotic drugs and/or laundering the proceeds of these larger scale
operations. Lastly, the Assessment Team considered the extent to which that DPMS are being used
as a method to launder the proceeds of drug trafficking and other predicate crimes.

Areas of lower ML and TF risks and focus

68. The Assessment Team considered the following areas of less risk importance and
subsequently spent less time determining effectiveness in these areas:

e Casinos AML/CFT Regimes - Casinos cannot legally operate in Kuwait.

o Notaries AML/CFT Regimes - All notaries in Kuwait are employed by the
government and exempt from AML/CFT obligations.

o Transparency of Legal Arrangements - Trusts and similar legal arrangements
cannot be established in Kuwait and trusts formed outside of Kuwait cannot be
party to financial transactions within Kuwait. Wagqfs can be created but are small
in number and are generally created for narrow use cases, which present low
ML/TF risk.

¢ Laundering the Proceeds of Domestic Tax Evasion and Tax Fraud - There is
no tax in Kuwait on corporate income, personal income, wealth, capital gains,
withholding, or inheritance.

¢ Violent Crimes and Criminality that Constitute Designated Offences - Kuwait has
a very low rate of violent crime and does not have any publicly available
information that shows any allegations of violent transnational organised crime
operating within Kuwait.

¢ Finance Companies’ and Securities companies’ AML/CFT Regimes - These
financial institutions have significantly lower materiality than other financial
institutions. They have rarely been used by suspected money launderers in
Kuwaiti ML investigations and combine to submit less than 0.4% of STRs in
Kuwait.

e Laundering the Proceeds of Environmental Crime - Open-source information
have identified this predicate crime to be of lower risk in Kuwait while the Kuwaiti
NRA did not give a rating for the risk level of this predicate crime as there were so
few instances.

Materiality

69. Kuwait is a comparatively small high-income country with a land area of 17,820 square
kilometres. The administrative, economic, financial and cultural centre is Kuwait City. Kuwait has
a GDP of 159.69 billion USD in 2023, translating to approximately 49,280 billion KWD.
Approximately 85-90% of the country’s total public revenues are derived from the sale of
petroleum products. Kuwait is undertaking efforts to diversify and modernise its economy
through national vehicles to gradually shift away from a petroleum dependent economy. Kuwait
exports to a wide number of countries, the main ones being United Arab Emirates (1.3%), Saudi
Arabia, China, India and Iraq. Kuwait's largest suppliers are China (18%), the UAE (11.9%), the
United States (8%), and Japan (with 5.8%). The main export products are crude oil and refined
petroleum products.

70. Kuwait has a diverse financial sector. There are 22 banks in Kuwait (including Islamic
banks and foreign branches). The largest bank is the National Bank of Kuwait (NBK). A feature of
the Kuwaiti financial structure is government ownership and control, at least in part. All except
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one of the Kuwaiti commercial banks are partly owned by the government. Kuwait also has
approximately 248 billion KWD ($803 billion) in assets under management by the Kuwait
Investment Authority sovereign wealth fund. Kuwait has a sizable exchange company sector (32
institutions), which conducts approximately 27.7 million transactions amounting to 7.6 billion
KWD (approximately 24.7 million USD) annually. The exchange company sector provides the only
MVTS other than banks and serves the large number of foreign nationals employed in the country.
Cash remains the dominant payment mechanism in Kuwait, although credit and charge cards have
grown in popularity in recent years.

71. Real estate agents and brokers make up a significant part of the non-financial sector
(4191) followed by DPMS (1283). All real estate purchases need to be approved by the MOSI, and
there is a strong gold market in Kuwait. There are 317 - NPOs in Kuwait. These are charities,
professional associations and foundations (also called “Mabarrah"). Kuwaitis have a history and
culture of providing charity domestically and overseas.

Structural Elements

72. Kuwait has all the key structural elements required for an effective AML/CFT system
including political and institutional stability, governmental accountability, rule of law, and a
professional and independent legal profession and judiciary.

Background and Other Contextual Factors

73. Kuwait introduced its current AML/CFT law in 2013, with the adoption of Law 106 0f 2013
Anti-Money Laundering and Combating the Financing of Terrorism. This replaced the previous
AML Law from 2002. Law 106 (2013) is accompanied by the Executive Regulation for the Anti-
Money Laundering and Combating Terrorism Financing (2013).

74. Corruption was rated as having a medium level of threat in the NRA and Kuwait is ranked
77th out of 188 countries in the Transparency International Corruption Perception Index . Kuwait
established the Anti-Corruption Authority (Nazaha) in 2016 and has investigated a number of
corruption cases since its establishment. There have recently been some high-profile cases
involving public officials and Kuwait is clearly focussed on addressing this issue.

75. Kuwait’s geographic proximity to countries destabilised by conflict or terrorism, as well
as the presence of individuals subject to recent UN sanctions, present additional inherent
vulnerabilities relating to ML/TF /PF.

AML/CFT strategy

76. The National AML/CFT Policy is articulated in the National AML/CFT Strategy 2022-2027
and is implemented through the National Action Plan that also runs through this period. The
Strategy sets out 11 strategic measures, which are part of 16 strategic procedures that are
prioritised from high to low and include items such as implementing risk-based supervision and
increasing domestic cooperation. The Strategy is designed to ensure Kuwait is “... relentlessly
seeking to consolidate the foundations and rule of law and to apply the best international practices
in the field of regulating and protecting the work of the Financial Sector against the risks it may
be exposed to”.

Legal & institutional framework

77. Kuwait is a unitary parliamentary constitutional elective monarchy. The Emir is the Head
of State (executive powers) and as such the Emir is also the Commander-in-Chief of the armed
forces and represents the country internally, externally and in all international relations. The Emir
is assisted by a Council of Ministers as prescribed in the Constitution. The executive power in
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Kuwait consists of the Council of Ministers, ministries, governmental authorities, institutions as
well as a number of other government organs. The Prime Minister presides over the sessions of
the Council of Ministers, manages its deliberations, and supervises the coordination of work
among various ministries.

78. The Kuwaiti Constitution established the judicial authority, carried out by the Courts in
the name of the Emir in accordance with the Constitution, which stipulates its independence.
There is no authority that oversees judges in the performance of their duties. The judicial system
in Kuwait operates in accordance with Emiri Decree 19 of 1959. Courts are classified by categories
and arranged in a hierarchical order with three levels: District Courts (Courts of first instance),
the Court of Appeal, and the Court of Cassation.

79. Article 2 of the Kuwait Constitution decrees that Sharia law is the main source of
legislation. Sharia law gets its main principles from the Koran, and it is a legal system instead of a
prescribed set of laws. However, most criminal and commercial matters within the State are
resolved within a civil law framework.

80. Kuwait’s main AML/CFT legislation (Law 106 (2013)) criminalises ML/TF and sets out the
main AML/CFT obligations for the FIs and DNFBPs. AML/CFT obligations for FIs and DNFBPs are
set out in more detail through circulars and instructions issued by the Kuwaiti supervisory
authorities.

81. Kuwait’ relevant criminal law framework is set out in two primary laws. Laws 16 of 1960
(the Penal Code) and Law 17 of 1960 (the Penal Proceedings and Trials Code). The Penal
Proceedings and Trials Code, sets out Kuwaiti criminal procedure, the scope of searches, seizures
and arrest powers for investigators and the jurisdiction, operation and procedure of the Courts.
The Penal Code sets out criminal offences and accompanying penalties. Felonies are those crimes
punishable by death, life imprisonment or terms of imprisonment exceeding three years.
Misdemeanors are those offences punishable by incarceration not exceeding three years and a
fine or both penalties. The law also provides for ancillary or secondary penalties, such as asset
confiscation and deportation.

82. Terrorism offences are defined under Article 1 in Law 106 (2013). There are no special
legislations for terrorist acts, but the perpetrators are rather charged with the underlying offence
in the terrorist act. For example, if the terrorist act results in the death of individuals, the
defendant would be charged with murder pursuant to Articles 149 to 151 of the Penal Code.
Multiple results of the terrorist act would lead to corresponding multiple charges to the defendant.

AML/CFT Institutions

83. Kuwait’s institutional framework for AML/CFT involves a range of authorities. There are
two main coordinating bodies.

a) Kuwait’'s AML/CFT framework is overseen by the NAMLC which is the national
AML/CFT co-ordination body for Kuwait and facilitates the establishment of
national AML/CFT policies. The NAMLC is responsible for assessing
ML/TF/PF risk, including the NRA, as well as the national strategy for ML, TF
and PF. The NAMLC is also responsible for ensuring interagency co-operation
and coordination, information exchange and policymaking at a horizontal
level. The Acting President of the KwFIU chairs the NAMLC. Participants in
NAMLC include representatives from 13 participating authorities and
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ministries.” The NAMLC is supported by a permanent Secretariat, which
comprises three full time staff.

b) The Counter Terrorism Committee (CTC) is the national body for
implementing targeted financial sanctions (TFS) and coordinates operational
tasks related to TFS. The Committee is made up of 13 representatives® and is
also responsible for overseeing and administering Kuwait's National List,
Kuwait’s domestic sanctions list.

84. Kuwait’s main institutional framework for AML/CFT also encompasses the following
ministries and institutions: budget.

c) The KwFIU is the national centre responsible for receiving and analysing
suspicious transaction reports (STRs) from FIs and DNFBPs and other
information related to ML/TF and associated predicate offences. It is also
responsible for disseminating the results of that analysis to competent
authorities. The KwFIU is an independent administrative FIU with its own
legal personality and a budget affiliated to the State’s public budget.

d) The MOI is the main public security and law enforcement body of Kuwait,
which oversees policing, the collection of evidence and gathering of
information in criminal inquiries, traffic control, issuance of passports, and
border security. Major directorates include the State Security Department
(SSD) and AML/CFT Department (responsible for collecting evidence and
gathering information in ML/TF crimes), which sits within the SSD.

e) The GAC is responsible for checking and clearing all travelers and goods that
enter or leave the country. GAC enforces Kuwait’s cross-border cash BNI and
precious metal and stones reporting regime. GAC can also collect evidence and
gather information in relation to ML/TF, but typically refers such action to
MOL.

f) The PPO undertakes judicial investigations and prosecution of crimes in
Kuwait, including ML/TF cases referred by competent authorities. The PPO is
also the lead agency for asset recovery and can seize and confiscate the
proceeds and instrumentalities of crime in coordination with Kuwait’s LEAs,
and the central authority for mutual legal assistance (MLA) and extradition.
The PPO cannot conduct police type actions when investigating a case and
relies on the MOI to carry out those activities as part of PPO’s criminal
investigations.

85. There are three major Courts in Kuwait. These are the Court of First Instance, the Court
of Appeal and the Court of Cassation. The Court of First Instance is the lowest court and is where
crimes assessed as felonies and misdemeanors are heard. There are two separate Courts in this
tier: the Misdemeanors Court and the Felonies Court. The Court of Appeal hears appeals against
verdicts from the Court of First Instance. Appeals are heard by a panel of three senior judges.
Decisions from the Court of Appeal can further be appealed to the Court of Cassation, which is the

5 KwFIU, the CBK, the MOCI, CMA, IRU PPO, MOJ, the Ministry of Finance, MOI, MOFA, MOSA,
the GAC and Nazaha.

Deputy Assistant Foreign Minister for Development and International Cooperation, MoJ,
KwFIU, CBK, MOI, Ministry of Defence, PPO, MOSA, MOCI, GAC, CMA, Directorate General
of Civil Aviation, IRU.
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highest court in the ordinary judiciary in the State of Kuwait. Cases referred to the Court of
Cassation are heard by a panel of five judges (legal advisors). This court only rules on points of
law, rather than on the relative merits of the evidence in the trial, but cases overturned by the
court of appeal can be themselves overturned by the court of cassation.

86. Kuwait has four AML/CFT supervisors. CBK, the CMA, the IRU and the MOCI, which
supervises all DNFBP obliged entities. The MOSA is responsible for approving and supervising
NPOs.

Financial sector, DNFBPs and VASPs

87. This section gives general information on the size and make-up of the FI and DNFBP
sectors in Kuwait. Not all the sectors are of equal importance, given the specific risks and context
of the Kuwaiti system. The level and types of ML/TF risks affecting individual obliged entities vary
greatly, as do the ML/TF risks facing particular sectors.

88. The assessors ranked the sectors based on their relative importance in Kuwait’s context
given their respective materiality and level of ML/TF risks. The assessors used these rankings to
inform their conclusions throughout this report, weighting positive and negative implementation
issues more heavily for important sectors than for less important sectors. This approach applies
throughout the report but is most evident in Chapter 6 on 10.3 and Chapter 5 on 10.4.

a) The banking sector is weighted the most heavily as being the most important
sector in Kuwait, based on its materiality and risk. Kuwait’s banking system is
well-connected to the global financial system and can act as a conduit for the
proceeds of foreign predicate offences or a way through which other
institutions access the global financial system. There are 22 commercial banks
operating in Kuwait. Six of these are conventional banks, five are Islamic banks
and there are 11 branches of foreign banks. Kuwait's banking sector
represents the largest part of the financial sector with approximately KWD
84,964 million assets (268 million USD) under management monthly).

b) The exchange company sector is also weighted heavily based on materiality
and risk. There are 32 exchange companies in Kuwait that administer
remittances to numerous countries in order to meet the needs of the large
number of foreign workers in Kuwait. The volume of transactions to countries
of origin of foreign labour is dominated by India, Pakistan and the Philippines.

c) The real estate sector is weighted moderately in terms of importance based
on its materiality and risk. There are currently 4191 real estate agents and
brokers in Kuwait. The NRA rates the real estate sector as medium-high risk.

d) The currency exchange organisation sector, comprised of 250 entities, is
rated medium importance based on its risk and materiality.

e) The securities sector is moderately weighted based on its materiality and
risk. There are 63 entities licensed and supervised in the securities sector,
which provide a range of investment and brokerage services. The approximate
value of assets in the sector is currently at KWD 4,392 million (approx. USD
14,2M). The securities sector was rated medium in the NRA.

f) There are currently 1283 DPMS in Kuwait. Kuwait is a major participant in the
gold trade The DPMS sector is rated moderately in terms of importance based
on its risk and materiality. The DPMS sector was rated as medium risk in the
NRA.
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g) There are two institutions that make up the finance company sector. These
institutions typically provide Sharia-compliant services to residents, including
services such as loans and individual finance. The sector is rated low in terms
of its risk and materiality. The finance company sector was not specifically
covered by the NRA.

h) There are currently 12 e-payments companies in Kuwait. The e-payments
sector is rated as low in terms of importance based on its risk and materiality.
The e-payments sector was not specifically assessed as part of the NRA.

i) The insurance sector is weighted as low in terms of importance, based on its
risk and materiality. There are currently 34 insurance companies (general and
life insurance) and brokers in Kuwait. The NRA rates the insurance sector as
low risk.

89. There are no casinos in Kuwait, notaries are civil servants and lawyers and other legal
professions, accountants and auditors do not carry out activities that would subject them to the
FATF Standards. There are no trust and company services providers in Kuwait and VASPs are
prohibited from operating within the country.

Preventive measures

90. There are no casinos in Kuwait, notaries are civil servants and lawyers and other legal
professions, accountants and auditors do not carry out activities that would subject them to the
FATF Standards. There are no trust and company services providers in Kuwait and VASPs are
prohibited from operating within the country.

Legal persons and arrangements

91. The MOCI is responsible for managing the company formation and registration in Kuwait.
In addition, the Kuwait Direct Investment Promotion Authority (KDIPA), is responsible for
approving foreign shareholders and investors, in Kuwait. Kuwaiti law permits the creation of sole
traders, one-person companies, general and limited partnerships, joint stock companies and
limited lability companies. Approximately 83% of the total of legal entities, are owned 100% by
Kuwaiti or GCC nationals.
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Table 1.1. Legal Persons and Arrangements in Kuwait

Authority Type of Legal Person or Arrangement Number

MOCI General Partnership 13454

Limited Partnership 1,272

Limited Liability Company 121 531

Joint Stock Company 4400

One-person Company 69 551

Sole Proprietorship 146 068

Total Legal Persons (November 2023) 365 276

MoJ Public/Charitable-purpose Wagfs 353

Private/Family-purpose Wagfs 573

Joint-purpose Wagfs 79

General Wagfs 426

Wagqf Authority Public/Charitable-purpose Wagfs 1071

Private/Family-purpose Waqfs 96

Joint-purpose Wagfs 65

Total Legal Arrangements (June 2023) 2663
92. A Wa(f is the only form of legal arrangement that can be created in Kuwait. It is a sharia-

compliant inalienable endowment. Law on Endowment enables the creation of Waqf. A Waqf may
be created for the purpose of (1) a charitable endowment where the benefits are dedicated to a
charitable cause, (2) a family endowment is that in which the endowment is for the endower or
another person(s), and (3) a joint endowment for both a charitable cause and a family may be
privately or publicly (by Kuwait's Waqf Authority) managed. All Waqfs must be approved by the
MO]J. There are 2,663 Wagqfs in Kuwait.

Supervisory arrangements
93. There are four AML/CFT supervisors in Kuwait.

1. CBK supervises banks and non-bank FIs in the State of Kuwait except for the
securities sector and currency exchange organisation sector. The CBK grants
initial approval for banks and non-bank FIs to operate (the MOCI issues the
formal licenses) and supervises the 68 state-based obliged entities.

2. CMA supervises the securities sector and capital markets activities in Kuwait
(63 financial service providers).

IRU supervises the insurance sector (34 insurance companies).

4. MOCI is the AML/CFT supervisor for currency exchange organisations, real
estate agents and brokers and DPMS (5724 entities). MOCI is the AML/
CFT supervisor for auditors, TCSPs and DPMSs in the State of Kuwait. TCSP
activities can also be undertaken by lawyers. In this case, there is joint
supervision between MOCI and MO].

Anti-money laundering and counter-terrorist financing measures in Kuwait |© FATF-MENAFATF 2024



26| CHAPTER 1. ML/TF RISKS AND CONTEXT
Table 1.2. Number of FIs and DNFBPs by Supervisor

Supervisor Type of Obliged Entity Number
CBK Banks 22
CBK Exchange Companies 32
CBK Finance Companies 2
CBK E-Payment Companies 12
Total CBK 68
CMA Investment Companies 42
CMA Brokerage Companies 12
CMA Other Companies 9
Total CMA 63
IRU Insurance Companies 187
Total IRU 18
MOCI Currency Exchange Organisations 250
MOCI Real Estate Agents and Brokers 4191
MOCI DPMS 1283
Total MOCI 5724

International cooperation

94. Due to the structure and materiality of its economy, Kuwait is exposed to transnational
ML/TF and PF risks. Kuwait has a sizeable expat population and is an important regional trade
and finance centre, and it is an important source of remittances for its majority (70%) foreign-
labour workforce. Kuwait’s high per-capita GDP, and the particularly high income of Kuwaiti
nationals also makes it an attractive target for foreign predicate offences or international fraud
schemes, including in real estate.

95. Kuwait conducts international cooperation on the basis of bilateral and multi-lateral
treaties and based on the principle of reciprocity. The PPO is the central coordinating authority
for formal MLA in judicial matters, including extradition.

96. Kuwait also engages in various forms of informal international cooperation, including
providing and seeking spontaneous information exchanges between relevant authorities.
Competent authorities also participate in various international AML/CFT fora and networks.

" Thirty-four insurance companies total, of which 18 offer life insurance products.
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Key Findings and Recommended Actions
Key findings

1. Overall, Kuwait has a basic understanding of ML risk and a low
understanding of TF risk at a national level. The NRA incorporates
quantitative and qualitative information. Although most relevant
government stakeholders participated in the NRA process in general,
participation by supervisors was limited to the later stages of the process
and they were not involved in the national ML threat and vulnerability
assessment and to the TF risk assessment groups. Furthermore, private
sector participation was also limited and the majority of DNFBP sectors
were not involved at all. In addition, there is no assessment of the
vulnerabilities of the abuse of legal persons, or comprehensive
assessments of the VASP and NPO sectors and there is a lack of
understanding of different threats and vulnerabilities (e.g., how ML of drug
offences differs from ML for fraud), and which sectors are most vulnerable
for abuse by different types of criminals.

2. Money laundering threat levels were determined based largely on
prosecution and conviction data; other significant inputs such as
comprehensive strategic analysis, credible and reliable open-source
information, and other operational activities conducted by law
enforcement agencies (LEAs), which did not result in prosecutions, were
not considered. As a result, certain ML risks from some predicate offences
may not have been properly assessed.

3. Kuwait’s understanding of TF risk is less developed and shortcomings in
the NRA process may have led to an under assessment of the overall TF
risks the country faces. This includes in relation to cross border threats.

4. Kuwait's National AML/CFT Strategy and Action Plan aims to address
Kuwait’s identified ML risks, particularly in relation to sector
vulnerabilities. A large number of actions have been completed and are
leading to positive changes, including increases in resources and a ban of
cash for real estate purchases. However, many of the actions are not far
reaching and some marked as complete are still being implemented.
Although not included in the National Strategy or Action Plan, the
establishment of the IRU in 2019 and the recent introduction of the
Beneficial Ownership Register are welcome examples of national policy
changes that will help to address ML/TF risk at a national level.
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5. The objectives and activities of LEAs and supervisors are generally in line
with national AML/CFT policies, although weaknesses in the identification
of risk may mean TF, ML and some predicate offences are not being
investigated. However, where the National Action Plan lacks detail, this
leads to weaker implementation at an operational level. For example, the
action plan does not address the types of cases that LEAs should prioritise,
and they are, as a result, not pursued on a risk basis.

6. Ingeneral, interagency coordination at an operational level is ad hoc and is
not effective in addressing national priorities. The NAMLC provides a good
platform for interagency coordination at the policy level and there is some
good operational bilateral coordination between authorities, such as the
MOI and PPO. While the NAMLC has the ability to initiate the establishment
of joint action teams on operational issues, it has not done so to date.

7. Kuwait has taken some limited steps to disseminate the results of the NRA
to FIs, DNFBPs and NPOs, through a series of workshops. These workshops
were limited to specific sector risk, depending on sector attendees, and did
not cover broader national risks. With the exception of larger FIs, obliged
entities are not able to demonstrate a good understanding of ML/TF risks.

Recommended Actions

1. Kuwait should develop and enhance its understanding of current and
emerging ML and, in particular TF risks, by updating its risk assessment.
This should include:

i.  collecting and utilising a wider range of data and information
on threats that goes beyond the analysis of the prosecution
and conviction of predicate offences,

ii.  involving fully all relevant stakeholders (including private
sector participants) as part of the process, including in terms
of identifying national threats and vulnerabilities,

iii.  conducting proper analysis of the cross-border ML/TF risks
it faces, including analysis on the purpose of seized cash,

iv.  carrying out a comprehensive assessment of risks relating to
the NPO sector, and the use of virtual assets and misuse of
different types of legal persons,

v.  considering a wider range of ML/TF methods and typologies
and how they may be being adopted in Kuwait.

2. The NAMLC should:

i.  update the National Action Plan to ensure that the actions
within it are commensurate with the risks identified
following the updated risk assessment, and guide authorities
to address all risks, including TF,
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ii. establish a proper oversight mechanism to ensure that
actions are being completed by competent authorities in line
with the National Strategy and Action Plan and NAMLC
expectations,

iii.  support interagency coordination mechanisms, aimed at
implementing coordinated risk-based mitigation measures,
including by establishing joint action teams on specific issues.

3. Competent authorities should put in place risk-based objectives, consistent
with the National AML/CFT Strategy and Action Plan which are subject to
demonstrable and effective monitoring.

4. Kuwait should ensure all relevant authorities and obliged entities are
aware of the overarching national ML/TF risks identified in the NRA.

97. The relevant Immediate Outcome considered and assessed in this chapter is 10.1. The
Recommendations relevant for the assessment of effectiveness under this section are R.1, 2, 33
and 34, and elements of R.15.

Immediate Outcome 1 (Risk, Policy and Coordination)

Country’s understanding of its ML/TF risks

98. Kuwait has a basic understanding of its ML risk and a low understanding of its TF risk. This
understanding is primarily derived from the two NRA exercises it has undertaken. The
Assessment Team based this conclusion on a review of the second NRA and interviews with
authorities and private sector representatives (including representatives from the non-profit
sector).

99. Kuwait completed its first NRA in 2016 and published the results of this in 2018. The first
NRA covered the period from 2013-2016 and was based on the World Bank Methodology. The
overall ML risk in Kuwait was rated as medium and drug and alcohol trafficking, forgery,
counterfeiting of goods, fraud, usury and theft were identified as the main predicate offences.
Terrorist financing risk was also rated as medium with the main risk being related to a domestic
terrorist attack in 2015 and Kuwaiti banks dealing with customers from high-risk countries, such
as Iraqg. The Assessment Team did not see a copy of the first NRA and no information was given
on the extent to which it identified common typologies or methodologies, or which quantitative
and qualitative information was considered.

100. Kuwait's second NRA covered the period from 2016 - 2020 and was finalised in 2023. The
second NRA assessed ML and TF threats and vulnerabilities based on the updated World Bank
NRA Methodology. Eight working groups were formed to cover ML/TF threats and vulnerabilities
and specific sector vulnerabilities. Four of the working groups focussed on the main financial
sectors (banking, other Fls, insurance and securities) and one group focussed on DNFBPs. These
working groups considered the abilities of relevant authorities in combatting ML through
measures such as AML policies and strategies, legal framework comprehensiveness, level of
training, employee integrity, available capabilities and resources and cooperation among
stakeholders. The three other working groups focussed on ML threats, ML vulnerabilities and TF
threats and vulnerabilities. These groups were tasked with focussing on domestic and external
threats and vulnerabilities at the national level. Although most relevant agencies were involved in
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the process, the supervisory authorities were not part of the ML threat assessment or
vulnerability assessment group at national level or the threat and vulnerabilities assessment
group for the financing of terrorism. This appears to weaken the strength of these three groups
and the NRA’s conclusions on broader ML/TF risks.

101. Kuwait’s current risk assessment incorporates both quantitative and qualitative sources.
Quantitative information largely related to data provided by the relevant competent authorities
and a limited number of surveys sent to the private sector. However, qualitative information, such
as expert opinions, and reports by local organisations and communication with the private sector,
were relied on more heavily and the authorities reported various issues in the collection of data
for the overall exercise. The Kuwaiti authorities noted data collection difficulties during the
process, particularly the absence of some required information, not being given timely access to
data requested from the various authorities, receiving data in the different formats and being
unable to finalise data work during the Covid 19 Pandemic. The authorities were not able to
explain what impact the data collection issues had on the outcome of the NRA. Incidentally, the
need to build up and improve the data retention systems in all sectors was a finding in the first
NRA and still has not been fully addressed.

102. The threat analysis in the NRA is largely based on the number of prosecutions and
convictions and therefore does not identify wider threats, which are not being prosecuted by the
authorities. Other significant inputs such as strategic analysis, credible and reliable open-source
information, and other operational activities conducted by law enforcement agencies (LEAs),
which did not result in prosecutions, were not considered in the analysis to any significant extent.
This may have led to some higher risk predicate offences not being focussed on to a significant
extent.

103. Kuwait has not carried out an assessment of the vulnerabilities, and the extent to which
legal persons created in the country can or are being misused for ML/TF. Competent authorities
were not able to identify the vulnerabilities presented by legal persons in Kuwait or identify which
type of legal person presents the greatest ML/TF vulnerability. Furthermore, there is no analysis
in the NRA on how complex structures could be used to facilitate ML and the authorities generally
see the Commercial Companies Law requiring all legal persons to have at least 51% Kuwaiti
participation as mitigating this type of risk. In addition, a comprehensive assessment of the NPO
sector hasn’t been conducted to date. This is a concern given the number of significant obligations
placed across the sector, which the Assessment Team assesses as disrupting and discouraging
legitimate NPO activity.

104. A significant weakness in the overall risk assessment, is the lack of focus on international
threats. The 187-page NRA focusses just three paragraphs of the report on cross border ML
threats. In summary, the cross-border ML risk in Kuwait is seen as relating to high-risk countries
and individuals from those countries. A list of states constituting a threat to Kuwait regarding ML
has been developed through data collection, including the number of MLA requests and number
of information exchanges with the KwFIU and its counterparts. Similarly, there is little analysis of
cross-border risks relating to TF, however, the NRA does mention issues such as geographical
borders and demographics as risk factors. Any future NRA exercise would benefit greatly from an
increased focus on domestic and cross-border TF risk, including examination of cross-border
currency declarations, other customs declarations (cash import/export), analysis of border
movements to neighbouring countries and further analysis of the riskiest border points. Although
the GAC is part of the NAMLC, and was involved in the NRA process, they were not able to provide
any details on this type of activity during the onsite.

105. In terms of monitoring ongoing risk, there is no specific process in Kuwait for this.
Members of the National Committee can table agenda items to discuss risks they see emerging.
Based on the agendas of the NAMLC, this rarely happens in practice. As there is no process for
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monitoring ongoing risk, Kuwait’s understanding of ML/TF risk is already based on data more
than three years old and that may be out of date as a result. National policies to address identified
ML/TF risks.

Money laundering

106. The key threats in the second risk assessment are identified as the main domestic
proceeds-generating predicate offences: fraud, forgery usury, and corruption (bribery, seizure,
embezzlement of public funds). Corruption was not included in the main predicates in the first
NRA butis now seen as a major profit-generating predicate offence. Alcohol trafficking is no longer
considered as a key threat as the authorities no longer see this as predicate offence generating
significant profit. Although the main proceeds-generating predicate offences identified in the NRA
are being focused on in terms of investigations, other threats, such as human trafficking, do not
appear significantly high up in the list of threats, despite credible and reliable sources identifying
this as an issue in Kuwait. The Assessment Team addressed this issue in discussions - including
with the private sector, but it was clear that it is not seen by the authorities as a risk in Kuwait.
The Kuwait authorities also report that robbery ranks amongst the most significant domestic
proceeds generating crimes in terms of absolute number of crimes recorded, but because of lack
of statistics there is no way to substantiate the level of this risk.

107. At a sectoral level, exchange companies and the real estate sector were found to have
medium high ML risk due to their vulnerabilities. These included ineffective supervision by the
MOCI for the real estate sector and lack of compliance officers and weaknesses for reporting STRs
in the real estate and exchange company sectors. Banks, the securities sector and DPMS are rated
as having a medium level of risk. Insurance, exchange institutions, lawyers and VASPs were seen
as having medium-low level of risk. Issues relating to identification and submission of STRs
appears as a vulnerability in all of these sectors.

108. Again, the Assessment Team generally agree with the vulnerabilities identified in the NRA.
However, there appears to be confusion in relation to ML through the real estate sector. Most of
the cases relating to real estate described by the authorities involve scams attracting investment
in fake property overseas and only one case where proceeds of human trafficking were directly
used to purchase a house. Furthermore, the authorities were not able to provide examples or
typologies of how money is laundered through the real estate sector in Kuwait. The NRA makes
some reference to fictitious sales, but there have been no cases of this to date.

109. More broadly, the NRA contains little detail on how money is or could potentially be
laundered and it is not clear that all authorities fully understand the different channels and
typologies that criminals could or are utilising. Overall, the authorities were not able to link the
different threats and vulnerabilities (e.g., how ML of drug offences differs from ML for fraud) or
explain what vulnerable sectors are most likely to be abused by different types of criminals.

Terrorist financing

110. Kuwait has assessed its TF risk to be low, primarily on the basis of the low number of TF
prosecutions and convictions in Kuwait. As described above, this methodology lacks the
consideration of significant information to properly inform Kuwait's assessment of TF risk.
Amongst these factors include the presence of eight individuals with Kuwaiti nationality or
identification on the UN consolidated list and sharing a large land border with Iraq, one of the
countries most affected by terrorism in the world. As a result of the limited data and information
considered, the Assessment Team is of the view that Kuwait has ascribed a lower risk rating to TF
than is actually present in the country.

Anti-money laundering and counter-terrorist financing measures in Kuwait |© FATF-MENAFATF 2024



32| CHAPTER 2. NATIONAL AML/CFT POLICIES AND CO-ORDINATION

111. The small number of TF cases identified in Kuwait and used to inform the NRA relate to
the collection and movement of funds to be used abroad. The Kuwaiti authorities deem the
domestic threat of TF to be low and cite the main threats to be associated with dealings with high-
risk countries, and extremist persons/entities. Based on the number of TF cases, the main sectors
identified by the authorities as vulnerable to TF risk are the banking sector, general trading sector,
unlicenced NPOs and exchange companies. In addition, the Assessment Team heard examples of
alternative hawala, and cash being taken across the border to large religious events as other TF
typologies which present threats given Kuwait’s geographical position. Despite the undeveloped
nature of the TF assessment, it was clear from discussions that the competent authorities
specifically mandated to deal with terrorism and TF, have a much more informed understanding
of the risks associated with TF both domestically and abroad. Although this is reassuring, it
highlights disparities between understanding of risk nationally and understanding at an
operational level and further highlights weaknesses in the overall process.

112. The latest NRA was drafted in a coordinated manner with most relevant authorities
participating in the process. The National Risk Assessment Team within the National AML/CFT
Committee Secretariat led the process and reported into the National Committee with the final
report and recommendations.

113. The private sector was not formally part of the working groups but did contribute to some
extent, particularly through a consultative role later in the process. This representation was
largely through the banking sector and some DNFBP sectors had very limited or no participation.

National policies to address identified ML/TF risks

114. In general, Kuwait has taken some measures at the national level to address identified
ML/TF risks. The Assessment Team based this conclusion on a review of the available AML/CFT
Strategy and Action Plan and discussions with relevant authorities.

115. The National AML/CFT Committee is responsible for identifying and addressing national
ML/TF risks on an ongoing basis and ensuring the implementation of policies and strategies to
address identified risks. The Committee is chaired by the head of the KwFIU and comprises 13
member agencies.

116. Kuwait’s main tools for addressing ML/TF risks at a national level are the AML/CFT
Strategy and integrated Action Plan. The Strategy covers the period of 2022-2027 and sets out
specific items for delivery by the authorities represented on the Committee.

117. The National Strategy contains sixteen “strategic procedures”, which are aimed broadly at
addressing capacity issues within the authorities (including introducing and reviewing legislation,
training, IT solutions and introducing a risk-based approach), addressing identified threats
(including limiting the use of cash and addressing the other main predicate offences identified in
the NRA, e.g, corruption), improving domestic and international cooperation and increasing
preventative = measures (including increasing awareness and guidance). The
procedures/priorities are consistent with the Assessment Team'’s views of activities, which will
contribute to improving the effectiveness of Kuwait’s AML/CFT framework. However, eleven of
the sixteen procedures are categorised as high priority and it is unclear on what basis each
procedure has been prioritised.

118. Within the Strategy is the National Action Plan. The Action Plan contains deliverables,
main procedures and implementation mechanism for the deliverables and the level of priority for
each deliverable. The actions set out in the action plan are generally specific and detailed enough
to provide tangible results. There are some clear examples of specific policies to address risk, e.g.,
a ban on purchasing real estate in cash (except for the downpayment) and providing the
authorities with more resources. However, generally the actions are modest and not far-reaching.
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Box 1. Examples of national policies to address AML/CFT issues (not part of the
National Action Plan)

Establishment of the Insurance Regulation Unit

The IRU is a new independent supervisor that was established in 2019 following a restructuring
of the Kuwait AML/CFT framework. As part of this decision, the insurance industry is now
supervised by an independent supervisory authority. Previously supervision was mandated to
the MOCI. The objective of the institutional restructuring was to enhance the supervisory
framework and align the Kuwaiti regulatory framework with the best international standards.

Introduction of the beneficial ownership register

In 2023 Kuwait created beneficial ownership register to enable competent authorities to quickly
obtain beneficial ownership information on legal entities. The register is not publicly available
but can be accessed by competent authorities also based on the provisions of the AML/CFT Law,
and by the company itself upon request. The MOCI is currently considering making the BO
Register fully available to the public. At the end of the onsite, the Register was only less than 5%
populated.

119. Furthermore, it is not clear that all actions in the Action Plan warrant being in a National
Action plan to address ML/TF. For example, one action that extends to most authorities is to
prepare for the FATF Mutual Evaluation. Other actions could benefit from greater specificity as a
way to monitor effective delivery. For example, the MOCI is tasked with: “establishing a
mechanism to detect fraud and alternative transfer practices”. There is no additional information
on what this could entail. Furthermore, the majority of the actions within the Plan appear aimed
at addressing threats and vulnerabilities relating to ML and predicate offences. There are no
specific deliverables relating to mitigating the risk of TF, which is a serious shortcoming and
probably a reflection of the misclassification of TF risk in Kuwait.

120. Both the strategic procedures and deliverables of the Action Plan were prepared by the
NRA Team of the NAMLC and approved by the National Committee. Deliverables do not appear to
have been extensively developed in consultation with the relevant competent authorities. This
may impact the level of completion and the extent to which the actions are fully achievable. The
NRA Team is responsible for monitoring the delivery of the Action Plan and updates the
Committee on progress. However, updates are done on a self-assessment basis and the authorities
reported that 70% of the Action Plan was complete at the time of the onsite. This appears to be a
significant accomplishment, given the Action Plan runs through to 2027. Nevertheless, discussions
with relevant authorities indicated that in some of the areas marked as complete were not fully
complete and, in some cases, initiation of the action was seen as actual delivery. It is notable that
many of the authorities had the same deliverable of applying a risk-based approach. In many
cases, this was marked as complete, although in practice many of the authorities are at a different
stage of implementation.

121. In terms of overall governance of the process, the National AML/CFT Committee is
responsible for developing and approving the National AML/CFT Strategy and Action Plan and
coordinating the delivery of procedures by National Committee members. The authorities
confirmed that there is no mechanism for oversight of the authorities that fail to implement
designated deliverables. This is an issue and having oversight of delivery at a higher level (i.e,,
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high level political accountability) may provide higher profile to the Strategy and Action Plan and
ensure effective and full implementation of the deliverables in a consistent manner.

122.  Although not part of the Action Plan, the establishment of the IRU in 2019 and the recent
introduction of the Beneficial Ownership Register are welcome examples of policy changes that
will help to address ML/TF risk at a national level.

Exemptions, enhanced and simplified measures

123. Kuwait does not have any exemptions for FIs or DNFBPs in their application of AML/CFT
measures.

124. FIsand DNFBPs can apply simplified due diligence (SDD) where the risk is lower and there
is no suspicion of ML /TF. However, there is no broad criteria of when this is acceptable, e.g., based
on lower risk areas identified in the NRA or the entities own risk assessment. The only narrow
qualification relates to banks, which can only apply SDD when they have assessed risk being low
through a risk assessment study, and provided that they receive the prior approval of the CBK.
The absence of any qualification likely leads to a lack of application of SDD and is therefore not in
line with the NRA or the adoption of a risk-based approach.

125.  Where higher ML/TF risks are identified, FIs and DNFBPs must perform enhanced due
diligence (EDD). Specifically, FIs and DNFBPs must also undertake EDD for customers from higher
risk countries, for politically exposed persons (PEPs) and correspondent banking relationships.
Most obliged entities consider higher risk countries to be those on the FATF black or grey lists.

Objectives and activities of competent authorities

126. The objectives and activities of competent authorities broadly align with the identified
ML/TF risks and are consistent with the National AML/CFT Strategy. Law enforcement agencies
(LEAs) demonstrated a good understanding of the NRA and agree with the results outlined.
Supervisory authorities demonstrated a good understanding of sectoral risks but were not able to
confidently articulate risks at a national level. Lack of participation by some agencies in the
process (e.g., supervisors were not involved in the ML threats and vulnerabilities working groups
or the TF risk component of the assessment) and the shortcomings identified above, may impact
some competent authorities’ ability to combat ML/TF in Kuwait. Furthermore, the weaknesses
outlined above in relation to the identification of ML/TF risk as part of the NRA process, mean
that authorities are not always pursuing the most important risks facing Kuwait.

127. The KwFIU, MOI, PPO and Nazaha demonstrated a willingness to pursue ML/TF consistent
with their respective remits. Many of the specific deliverables in the National Action Plan allocated
to these organisations have been implemented or are being implemented. These include
investment in substantive resources into improving their capability to target ML/TF, such as the
establishment of specific ML/TF units, investment in training for officers, and the development of
IT systems. For example, the MOI has significantly increased the number of investigators working
on ML and TF cases in the past few years to progress preliminary inquiries and the PPO has
created a specialised ML department with approximately 12 trained prosecutors. However, the
FIU still heavily relies on manual systems, despite having a high priority action to move to
automated systems. This limits the FIU’s ability to support investigations and prosecutions and is
alarming given it was identified as a priority area in the first NRA and has still not been addressed.
In addition, despite improvements at the investigation phase, Kuwait faces challenges in securing
convictions for ML (particularly third-party ML and standalone) and TF, which suggests that the
Kuwaiti judicial system lags behind in adopting Kuwait’s strategic approach to address ML/TF.

128. Limitations in Kuwait’s understanding of risk also appear to impact the LEAs ability to
address the range of risks the country faces. The main crimes identified in the NRA (fraud, forgery
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and corruption), are prosecuted to a large extent as it is easier to prove such predicate offences
rather than crimes such as drug and human trafficking.

129. The competent authorities generally agree with the national threats and vulnerabilities
identified in the NRA. Financial supervisors broadly agree with the NRA findings in terms of
sectors identified as the highest risk and supervisory activity generally takes place in line with the
risk profiles of these sectors. The CBK and CMA have taken efforts to ensure a risk-based approach
can be applied, including through the development of risk matrixes for entity level supervision.
However, specific sector risk assessments have not been completed and although now
operational, the IRU has not begun supervision, meaning the insurance sector hasn’t been subject
to supervision for several years. All financial supervisors are undertaking activities to ensure their
obliged entities are aware of sector risks identified in the NRA and are able to implement
preventative measures.

130. The MOCI is also committed to implementing measures to address AML/CFT risks at a
national level. In particular, it has increased its resources and is keen to add AML/CFT expertise
and continue to ensure existing staff are well trained. However, at the time of the onsite, risk-
based supervision was not being applied by the MOCI and understanding of sector specific risk is
much less developed compared to the other supervisors.

National coordination and cooperation

131. Kuwait has a good framework for cooperation and coordination at a policy level, however,
cooperation at the operational level is less effective. The NAMLC leads national AML/CFT policy
development in Kuwait and is also the main coordination and cooperation body on ML/TF issues.
Since 2021, the Committee has met ten times to discuss issues ranging from exchanging expertise
between NAMLC members through case studies, to the NRA Strategy and Action Plan. While the
NAMLC has the mandate and ability to establish joint investigation teams on particular issues,
none have been established to date. The Committee is located within the KwFIU and has a
permanent secretariat of three people. Coordination at policy level also occurs through the CTC,
which is responsible for the Implementation of Security Council resolutions under Chapter VII of
the United Nations Charter on combating terrorism and the financing of the proliferation of
weapons of mass destruction (WMD). Membership of the CTC incorporates members of the
NAMLC plus the Civil Aviation Agency. However, the committee does not represent a forum for
cooperation at the operational or strategic level and is not mandated to issue policies or create
working or joint investigation teams.

132. Cooperation at an operational level is largely underpinned by bilateral MoUs. There are
some good bilateral relationships, for example between the PPO and MOI with formal and
informal mechanisms to exchange information on specific cases and broader trends and issues.
However, this type of coordination is not universal. For example, cooperation between the KwFIU,
MOI and PPO seems more ad hoc and the extent to which the FIU is fully integrated into the
process for identifying, investigating and prosecuting cases is not clear.

133. Cooperation at the supervisory level appears generally ad hoc. Some processes for sharing
information have been put in place, but these largely relate to NPOs. There are no specific forums
or meetings for regular cooperation and coordination and the authorities were not able to give
examples of things such as supervisory strategies to set common principles of AML/CFT
supervision on common risks or practices across different sectors, despite there being obvious
areas where these could add value.

Anti-money laundering and counter-terrorist financing measures in Kuwait |© FATF-MENAFATF 2024



36| CHAPTER 2. NATIONAL AML/CFT POLICIES AND CO-ORDINATION

Box 2. Examples of domestic coordination

Cooperation between the MOSA and MOI on associations or charitable foundations.

The MOSA established an electronic link with the MOI to inquire about the criminal status of all
founding members of the association or charitable foundation as well as new members. Through
the link the MOSA can make inquiries about the criminal records of workers and employees in
the association. This is seen as one of the basic controls and conditions required ahead of
establishing an association or charitable foundation. Employees must not have been previously
convicted of a criminal penalty or a crime involving breach of honour or trust, unless they have
been rehabilitated.

Private sector’s awareness of risks

134. Kuwait has taken some limited steps to raise awareness among the private sector of the
confidential findings of the NRA. This assessment is based on information provided by the
authorities and discussions with the private sector and supervisors.

135. In total, the National Committee’s held the following seven sector meetings between July
2022 and June 2023 to raise awareness of the NRA:

a)  NRAII findings regarding the banking sector & information about the Mutual
Evaluation of Kuwait

b)  NRA II findings regarding the exchange companies’ sector & information
about the Mutual Evaluation of Kuwait

c) NRA II findings regarding the NPOs sector & information about the Mutual
Evaluation of Kuwait

d) NRA II findings regarding the insurance sector & information about the
Mutual Evaluation of Kuwait

e)  NRAII findings regarding the financial securities sector

f) NRA II findings regarding the lawyers’ sector & information about the Mutual
Evaluation of Kuwait

g) NRA II findings regarding the exchange institutions’ & DNFBPs sectors &
information about the Mutual Evaluation of Kuwait

136. These meetings were limited to focussing on sectoral risks only and did not cover
information on the wider national ML/TF risks faced by Kuwait. Furthermore, the participation
of obliged entities as a percentage of the total number of entities per sector is not known, so it is
not possible to know how sufficient these meetings have been.

137. Supervisory authorities have also taken some steps to raise awareness of ML/TF risks
within their supervised entities, through discussions and feedback during supervisory meetings.
Most larger financial institutions participated in relevant workshops, but some smaller financial
institutions and DNFBPs were not able to share their understanding of ML/TF risks related to
their sector or at a national level. Based on discussions with the private sector, it is clear that
further outreach is needed, particularly in relation to smaller DNFBPs.
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Overall conclusions on 10.1

Kuwait’s understanding of ML risk is basic and understanding of TF risk is low. This is largely
due to analysis of limited sources of information as part of the NRA (largely convictions data), a
lack of comprehensive analysis in relation to the NPO, VASP sectors and no analysis on how legal
persons are vulnerable to abuse for ML/TF purposes. It is concerning that the authorities are not
able to link the different threats and vulnerabilities (e.g., how ML of drug offences differs from
ML for fraud) or explain what vulnerable sectors are most likely to be abused by different types
of criminals. Analysis of cross-border threats is not included significantly as art of the risk
assessment process and it is likely that the risks associated with some predicate offences, such
as human trafficking are not fully understood. In addition, the assessed risk of TF in Kuwait as a
low risk does not reflect the reality of Kuwait’s risk and context.

Kuwait has a solid institutional framework for coordination at a national policy level and there
are examples of policy changes to address ML/TF risk, such as the introduction of the BO register,
which was partially complete at the time on the onsite (see chapter 7 Legal Persons and
arrangements), and establishment of the IRU. However, it is not clear that these changes were
driven by an assessment of risk.

The objectives and activities of competent authorities broadly align with the identified ML/TF
risks and are consistent with the national AML/CFT strategy. However, weaknesses in the risk
assessment process may mean that certain predicate offences are not being identified and
investigated and the judicial process does not seem to be in line with Kuwait’s overall strategy,
based on the level of convictions for all types of ML/TF.

Kuwait has undertaken some limited activity to ensure obliged entities are aware of the
outcomes of the NRA. However, activities tend to focus on sector risk and more needs to be done
to articulate national risks in all sectors. Greater participation by the private sector in the next
risk assessment will not only enhance the outcome of the exercise, but also help in raising obliged
entities awareness of national ML/TF risks.

Kuwait is rated as having a moderate level of effectiveness for 10.1.
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Key Findings and Recommended Actions

Key Findings

Immediate Outcome 6

1.

Authorities have access to a wide range of financial information sources
and intelligence to assist financial investigations. Financial intelligence and
other relevant information are accessed and used to varying degrees
among relevant LEAs to support investigations into ML/TF, and trace and
seize assets.

Regarding the use of financial intelligence in TF investigations, most cases
are identified through foreign intelligence. Once a TF case is initiated, the
SSD can request financial information from obliged entities, but financial
intelligence (while accessed) does not play a central role in TF
investigations.

KwFIU receives, to some extent, STRs that contain relevant and accurate
information that assist LEAs. STRs are almost exclusively sent by banks and
exchange companies. During the reporting period, the overall number of
STRs sent by exchange companies remained steady which is a concern
given the risks associated with this sector. The lack of reporting by other
non-bank financial institutions and DNFBPs (especially real estate and
DPMS) limits the financial intelligence available in relation to high-risk
sectors in Kuwait. The negligeable number of STRs related to TF is a
significant concern, particularly given some obliged entities operate in
high-risk jurisdictions.

The KwFIU provides information to launch ML inquiries and investigations
to some extent and replies to specific requests for information from LEAs.
However, KwFIU has an overall low rate of disseminations, mainly due to
its STR prioritisation system. LEAs resort to KwFIU for information to a
lesser extent during the course of an investigation and conduct their own
financial analysis, especially on more complex cases. They also often obtain
information through direct requests to obliged entities. Proactive
disseminations by the KwFIU are limited and strategic analysis is barely
being produced.

Overall, there is close cooperation between relevant LEAs once the ML
element of a case has been identified, but less so in the case of TF. KwFIU
and LEAs exchange information and feedback on a regular basis, but the
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paper format of some the exchanges as well as STRs raise confidentiality
concerns.

Immediate Outcome 7

1.

Kuwait has a legal framework that provides with an adequate basis to
identify, investigate and prosecute ML activities. LEAs have invested in the
development of specialised AML/CFT Department within their agencies
and are well resourced to detect ML activities.

The number of ML cases investigated in Kuwait has increased over the
reporting period. This demonstrates that there have been enhancements
in identifying and investigating ML. However, the overall low number of
parallel financial investigations and the number of ML preliminary
inquiries not taken forward, suggests there are still obstacles when it
comes to the identification and prioritisation of ML cases. Competent
authorities investigate and prosecute ML related to the main crimes
identified in the NRA (corruption, fraud and forgery), to a large extent.
Investigations and prosecutions of fraud and forgery are also resorted to
as a way to offset the obstacles in prosecuting other crimes.

There is a lack of ML investigations and prosecutions for other predicate
offences that pose an ML threat, such as drug and human trafficking, as well
as for more complex cases such as third-party ML and foreign predicate
offences. While Kuwait increased its investigations for ML overall, the only
predicate offence driving this increase is fraud while others remained
steady. Except for fraud, the number of ML investigation remains stable in
relation to most predicate offences and, as such, cases have not increased
in line with investigations for predicate offences.

The threshold to secure an ML conviction without proving the underlying
predicate offence is challenging. Most ML cases that led to prosecutions
relate to simple cases of self-laundering. Cases involving professional ML
enablers or other third parties not involved in the commission of the
predicate offence are rarely investigated.

Sanctions applied for ML against natural persons in Kuwait are effective,
proportionate and dissuasive. Despite Kuwait's legal framework providing
for the sanctions of legal persons, in practice there is a lack of criminal
liability against legal persons. This is a concern considering the number of
ML cases involving legal persons.

While Kuwait can pursue alternative criminal justice outcomes, such as
prosecution for the predicate offence and deportation of foreign criminals,
there is no evidence that this has happened in ML cases in practice.

Kuwait’s does not detect, investigate and prosecute ML activities related to
falsely and not declared cross border movements of currency.
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Immediate Outcome 8

1. Kuwait pursues the confiscation of proceeds, instrumentalities and
property of equivalent value as a policy objective to some extent, but
confiscation in all criminal cases is not prioritised at a national level.
Kuwait has enhanced its efforts regarding confiscation, especially in ML
and corruption cases while confiscation in non-ML cases remains more
limited. Kuwait seized and confiscated assets of significant values,
including assets located abroad in a few cases. Those are managed on a
case-by-case basis as Kuwait does not have a comprehensive system for
managing and disposing of such assets.

2. LEAs have been able to confiscate various types of assets which were
instrumentalities or proceeds of crime, including properties. However,
LEAs are not systematically pursuing the proceeds of crime when there is
no ML element in a case which could limit their ability to confiscate
proceeds.

3. Kuwait has implemented a declaration system for cash and BNIs and the
GAC has applied penalties failure to respect this requirement. Despite
significant amounts of cash transiting through Kuwait, competent
authorities did not identify any cross-border movement in relation to ML
or TF which is not in line with the country risk profile.

Recommended Actions

Immediate Outcome 6

1. Kuwait should ensure that financial intelligence is being developed and
used in terrorism and TF cases across all LEAs.

2. KwrFIU should improve its system for receipt and dissemination of
information in order to ensure timeliness and confidentiality. This could be
achieved through the proper use of an automated software.

3. Competent authorities should raise awareness of obliged entities to
increase both the quality and quantity of STR reporting, especially to non-
bank FIs and DNFBPs (real estate and DPMS in particular).

4. KwrFIU should increase its expertise in order to produce and disseminate
strategic analysis reports to support LEAs operational needs, especially in
relation to areas that have been identified as significant risks (e.g., informal
hawala, fraud).

5. KwrFIU should enhance its prioritisation system for receiving STRs, leading
in an increased number of STRs being analysed in-depth, and streamlining
its dissemination process.
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Immediate Outcome 7

1.

Kuwait should take steps to deepen its understanding of proceeds
generating offences for ML and implement measures to better detect and
proactively investigate ML from a wide range of predicate offences beyond
fraud, corruption, forgery and usury including foreign predicate, stand-
alone and third-party ML.

Kuwait should focus more on investigating the role of legal persons in ML
cases and ensure they are held criminally liable in cases where they are
found to have participated in the facilitation of ML. In such cases the full
range of available sanctions should be applied.

Kuwait should enhance cooperation between all competent authorities
involved in ML identification, preliminary inquiries and prosecution
(reminder: FIU, MOI, PPO, GAC, Nazaha), especially to increase the
effectiveness of investigations related to PEPs, and the ML elements of drug
and human trafficking cases.

Kuwait should strengthen the judiciary’s understanding of ML activities,
including on cases where ML can be substantiated without proving
elements of the predicate offence. This could be achieved through
outreach, training and circulars.

Kuwait should detect, investigate and prosecute ML activities related to
falsely and not declared cross border movements of currency and BNIs.

Immediate Outcome 8

1.

Kuwait should freeze and seize assets at all stages of investigations, where
warranted, including assets outside of Kuwait, and not limited to ML and
corruption investigations.

Kuwait should enhance confiscation of funds, assets and instrumentalities,
and ensure that confiscation is applied to all serious predicate offences.

Kuwait should strengthen its understanding of ML and TF risks related to
falsely and not declared cross border movements of currency and BNIs,
including by strengthening controls and monitoring at all entry points.

Kuwait should take steps to more systematically retrieve assets when
confiscation orders have been issued.

Kuwait should enhance its efforts to manage assets frozen, seized and
confiscated and preserve their value. This could be achieved by introducing
an asset management system.

138. The relevant Immediate Outcomes considered and assessed in this chapter are 10.6-8. The
Recommendations relevant for the assessment of effectiveness under this section are R.1, R. 3, R.4
and R.29-32 and elements of R.2, 8, 9, 15, 30, 31, 34, 37, 38, 39 and 40.
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Immediate Outcome 6 (Financial Intelligence ML/TF)

139. In Kuwait, the KwFIU is an administrative entity responsible for providing relevant LEAs
with analysis and information either spontaneously or upon request. Kuwait’s LEAs, which
include the MOI, GAC, Nazaha and the PPO, conduct investigations into ML and TF (and all
offences). Investigations in Kuwait are generally divided into two phases: (i) the preliminary
inquiries and collection of evidence phase, followed by (ii) the criminal judicial investigation
phase. The first phase is generally undertaken by the MOI for ML and predicate offences. Nazaha
can also conduct inquiries when there are suspicions of corruption of a public official. Although
GAC has established an AML/CFT Unit, it does not carry out ML investigations and all cases are
passed to the MOI Terrorist financing and terrorism preliminary inquiries are generally
conducted by the SSD, which is part of the MOI (see Chapter 4). Criminal investigation is the sole
competency of the PPO. Financial investigations are initiated because of ongoing inquiries or
investigations into underlying predicate offences or can be opened in response to a competent
authority dissemination or a victim complaint.

Use of financial intelligence and other information

140. In Kuwait, the LEAs can use financial intelligence and other information to support ML and
TF investigations. As the two main investigating authorities, the MOI and PPO have access to a
range of information and databases (see table 3.1) and intelligence to detect suspicious activities
and transactions, or to strengthen ongoing investigations.

141. Financial intelligence and other relevant information are accessed and used to varying
degrees among relevant LEAs to support investigations into ML/TF, and trace and seize assets.
LEAs obtain information from KwFIU analysis, either from spontaneous dissemination, or upon
request. LEAs also have their own access to several government databases and can conduct their
own queries and analysis of relevant information to develop cases and identify potential cases of
ML and TF and predicate offences. In practice, the MOI receives information from the KwFIU to
develop evidence and trace criminal assets but can also obtain intelligence through a large
number of other sources (see below table). In addition, the MOI often seeks authorisation from
the PPO to directly access financial information held by obliged entities, without asking the KwFIU
to conduct the analysis. Regarding the use of financial intelligence in TF investigations, case
studies and data show that SSD rarely uses financial intelligence and disseminations from the
KwFIU. Most TF cases investigated by the SSD result from terrorism cases identified through
foreign intelligence. Once a TF case is initiated, the SSD can request financial information from
obliged entities, but financial intelligence (while accessed) does not generally play a central role
in TF investigations.
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Table 3.1 KwFIU, MOI and PPO access to databases

Database Owner KwFIU Mol PPO
Declarations of cash GAC Indirect Indirect Indirect
Commercial registration MOCI Direct Direct Indirect
Charitable institutions MOSA Direct Indirect Indirect
Real estate properties MOJ Indirect Indirect Indirect
Ownership of shares of listed and
unlisted
companies on the Kuwait Stock KCC Indirect Indirect Indirect
Exchange
List of Politically Exposed Persons Nazaha Indirect Indirect Indirect
Persons included on the counter UNCTC Direct Direct Indirect
terrorism sanctions list
Criminal recording MOI Indirect Direct Indirect
Entry/Exit to the State of Kuwait MOI Indirect Direct Indirect
STRs KwFIU Direct Indirect Indirect
Registration of companies on the Capital Market Indirect Indirect Indirect
stock exchange Authority
Banks and Exchange Companies Central Bank Indirect Indirect Indirect
database
Insurance companies database Insurance regulatory Indirect Indirect Indirect

unit

Land and Property Ministry of Finance Indirect Indirect Indirect

Table 3.2. Access to databases to produce financial intelligence

2018 -2019 2019 -2020 2020 - 2021 2021-2022 2022 - 2023 Average

KwFIU

Total access to databases 663 635 196 849 699 608
MOl 148 186 73 219 217 169
MOJ 101 112 42 174 125 111
KCC 113 101 13 148 114 98
MOCI 184 131 46 189 143 139
GAC 117 105 22 119 100 93
Requests to obliged entities* 8 456 13 850 11829 11378
MOl

Access to databases (ML & predicate 2249 1610 1423 2348 2896 2105
offences)

Access to databases on TF 0 20 20 4 12 1
PPO

Access to databases (ML & predicate 553 457 628 371 424 487
offences)

Access to databases on TF 0 19 16 0 9 9
Requests to obliged entities* 334 225 239 174 176 230

* Note: KwFIU requests are almost exclusively sent to Banks and Exchange companies. PPO requests
have been exclusively sent to Banks.
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KwFIU

142. KwrFIU is an administrative FIU with no investigating authority. In investigations, KwFIU’s
role is to support LEAs to develop evidence and trace criminal proceeds. The KwFIU is also the
national centre for the receipt and analysis of suspicious transaction reports (see TC Annex). The
KwFIU analyses and disseminates financial intelligence and information stemming from STRs to
competent authorities either spontaneously or upon request. KWFIU is the main source for the
initiation of preliminary inquiries by the MOI and the second source for the launch of criminal
investigations by the PPO (see table 3.10).

143. KwFIU accesses information on a regular basis in order to enrich its analysis and produce
financial intelligence that would support LEAs needs. KwFIU has access to a wide range of
information in order to carry its analysis function and support investigative authorities. KwFIU
has direct and indirect access to numerous databases containing financial, administrative and law
enforcement information. KwFIU has a direct access to a set of databases, including MOCI
commercial registration, MOSA list of Charitable Institutions and Nazaha list of PEPs. KwFIU also
indirectly accesses information held by other authorities, such as the MOI, and hence cannot
directly access criminal records which can impede timeliness of its analysis. As set out below, the
KwFIU consults databases on average 600 times per year, while carrying out in depth analysis on
approximately 500 STRs a year (see table 3.8).

144. The KwFIU is also authorised by law to request information directly from obliged entities
and has been doing so extensively over the past two years, with more than 11 000 annual requests.
There is no legal requirement for obliged entities to reply to a KwFIU additional request for
information. However, case studies and exchanges with the authorities indicate that timely access
to such information is not an issue for the KwFIU.

145. In relation to TF, the access to financial intelligence is limited. The KwFIU only
disseminated one report to the PPO, which is in line with the challenges faced by competent
authorities to identify and investigate TF cases (see Chapter 4). This is a significant concern and
does not align with Kuwait’s risk profile.

Table 3.3. Investigations and prosecutions from KwFIU spontaneous disseminations

2018 -2019 2019 -2020 2020 - 2021 2021 -2022 2022 -2023 Total

ML

Reports disseminated to MOI 100 57 27 23 1 218
Of which referred to the PPO 33 29 69 54 29 214
Of which referred to the court for ML 19 8 12 3 0 42
Of which referred to court for predicate offence 0 1 0 2 0 3
Under investigation 2 2 3 8 16 31
TF

Reports disseminated to both MOl and PPO 0 0 1 0 0 1

Note: This table includes disseminations made by QFIU to MOI (ECCC and other departments) during
2016 and 2017. Starting from 2018, all dissemination were made to ECCCD only.

MOI

146. The MOI conducts preliminary inquiries into potential ML, TF and associated predicate
offences. It is also responsible for the identification and tracing of criminal proceeds. The MOI
refers cases to the PPO when sufficient evidence, intelligence and information has been gathered
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to justify the commencement of a formal criminal investigation. Following referral, cases may be
taken forward solely by the PPO or by the MOI acting under the authority of a prosecutor.

147. The MOI accesses financial intelligence and other relevant information in the course of its
inquiries and has direct and indirect access to a wide range of sources (see tables 3.1. and 3.2). On
average, the MOI has accessed databases more than 2 000 times annually, while conducting
approximately 360 ML preliminary inquiries. The MOI has consulted databases approximately 10
times per year for inquiries in TF cases, which although low, is in line with the low level of
understanding of TF risk and identification of TF cases in Kuwait. In addition, the MOI has written
procedures for investigating ML and TF, which specifically mandate officers to consult various
databases to enrich its inquiries. The MOI does not directly seek information from obliged entities,
as these requests are made exclusively by the PPO or KwFIU (albeit the request may have
originated with the MOI).

PPO

148. The PPO is the authority with the sole responsibility of launching and conducting criminal
investigations and has access to the widest range of information and financial intelligence needed
to perform its duties. The PPO only has indirect access to databases. However, it is a legal
requirement for any competent authority to provide the PPO with the information it requests. In
addition, the PPO can also obtain direct information from any obliged entity or individual in
Kuwait, as the person is legally required to provide any information deemed necessary by the PPO.

149. The PPO uses financial intelligence in the course of its criminal investigations to a large
extent. In order for the PPO to bring a case to Court, it needs to gather evidence directly from
various sources. On top of the dissemination reports received from the KwFIU and intelligence
from the MOI, the PPO may also need witness testimony in order to secure a prosecution. To this
end, during the course of its investigations the PPO will always forward requests to obliged
entities, so that they can provide information without delay. While conducting an average of 80
ML criminal investigations per year, the PPO accesses databases approximately 500 times a year
and makes 230 requests to obliged entities. In practice, all requests to obliged entities by the PPO
have been sent to banks, which provide the information rapidly, within days and in some cases
even a few hours.

150. The PPO’s indirect access to information results in a de facto enhanced cooperation with
the MOI. All criminal investigations are conducted by the PPO. The PPO gathers evidence using the
investigative powers available at its disposal, for instance collecting witness testimony, analysing
financial documents, interrogating suspects, etc. The PPO can also instruct the MOI to conduct
specific police-type activity to gather further evidence in a case.

Box 3.1. Example of financial information accessed to investigate ML and trace
proceeds.
Case Study - MOI access to information and provisional measures.

The case originated in early 2023 with information received from a confidential source that the
five suspects were involved in the purchase and resale of banned medicinal products. A
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preliminary enquiry was started by the MOl AML/CFT Department. Following the compilation
of a case strategy, the case officer then searched the following databases:

The AML/CFT department system - to establish if the suspects were already known to the MOI
and if there were any existing cases outstanding against them:

e MOTI’s internal systems (Criminal Record database, Civil ID database and
Mobile phone databases)

e The Public Institution of Social Security, to establish if the suspects were in
receipt of state benefits.

e The Ministry of Information, to identify any information in state media
about the subjects.

e Open sources and social media, to establish if the there was any
information on the profiles of the suspects indicating involvement in the
alleged offences.

Based on the results of the preliminary inquiries, the PPO opened a formal criminal investigation
and seized illegal medicines, cash counting machines, vehicles and high value watches.

Case Study - KwFIU access to information

See Box 3.4, case study 1.

STRs received and requested by competent authorities

151. KwFIU receives STRs, cross-border currencies and bearer negotiable instrument reports
(declarations) and intelligence from other LEAs and international counterparts. Despite receiving
5 577 cash declarations over the reporting period, including relating to significant amounts, no
ML related investigations or prosecutions have been launched based on this information.

152. KwrFIU is also the national centre for the receipt of STRs from FIs and DNFBPs in Kuwait.
It is a legal requirement for obliged entities to submit STRs without delay when they have
reasonable grounds to suspect that a transaction involves proceeds of crime or funds related,
linked to or to be used for ML or TF (see Recommendation 20). KwFIU has published a guide to
proper completion and submission of an STR on its website to ensure that STRs are reported in
line with requirements. This guidance includes information on the expected level of detail
required in respect to the identity of individuals, the kind of explanations required when
describing suspicion, and what action has been taken by the obliged entity following the
submission of the STR.

153. STRs are currently submitted to the KwFIU on paper, as GoAML was still being
implemented at the time of the onsite visit. The paper-based reporting of STRs in a country like
Kuwait is a major weakness that impacts the confidentiality and timeliness of the overall receipt
of intelligence and the analytical process.
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Table 3.4. Received STRs, breakdown by obliged entities (2018-2023)

2018-2019 2019 -2020 2020 - 2021 2021 - 2022 2022 - 2023 Total
Fls 1664 1059 2413 2316 2237 9 689 (99,7%)
Banks 996 713 1623 1440 1583 6 355 (65,7%)
Financing companies 1 0 0 1 0 2(0,02%)
Exchange companies 659 338 776 870 640 3283 (34%)
Insurance companies 0 0 0 0 0 0
Others 8 8 14 5 14 49
DNFBPs 23 0 0 4 4 31(0,3%)
DPMS 5 0 0 4 4 13(0,1%)
Real Estate 18 0 0 0 0 18 (0,2%)
Total 1687 1059 2413 2320 2241 9720

Lawyers, accountants and TCSPs are not included in the table as they do not conduct activities in Kuwait
that are captured by the FATF Standards.
Others include financial securities companies and electronic payment agents.

154. STRs are almost exclusively received from FIs. As table 3.4 highlights, 99,7% of the STRs
received over the reporting period are coming from FIs. This is concerning in light of the risks
associated with some other sectors, such as DPMS and real estate and highlights that the
authorities have not done enough to raise awareness of risks identified in the NRA. The absence
of any reporting by the real estate sector since 2019 is of most concern, as Kuwait provided a case
study demonstrating that real estate was purchased with criminal proceeds.

155. Overall, the number of STRs received during the reporting period increased by
approximately 33%, from 1,687 STRs in 2018/2019 to more than 2,000 in 2022/2023. This
increase is supported by a significant 60% increase in reporting from banks. However, in light of
the risks associated with the exchange companies’ sector, which is considered as higher risk than
the banking sector in the NRA, it is a concern that the level of reporting from those institutions
barely increased over the reporting period. Authorities should do much more to ensure non-bank
FIs, including insurance and financing companies, are aware of their reporting obligations given
the negligible number of STRs over the reporting period.

Table 3.5. Number of STRs broken down by predicate offences (2018-2023)

2018 -2019 2019 -2020 2020 - 2021 2021 - 2022 2022 - 2023 Total
ML 1643 1016 2152 2136 2136 9083 (93%)
Terrorism / TF 0 0 7 0 0 7(0,1%)
Fraud 6 18 102 67 64 257 (3%)
Drug Trafficking 0 0 0 0 2 2(0,02%)
Usury 28 22 141 1M 33 335 (3,5%)
Corruption 10 3 10 6 6 35 (0,4%)
Embezzlement 0 0 1 0 0 1(0,01%)
Human trafficking 0 0 0 0 0 0
Environmental crime 0 0 0 0 0 0
Total 1687 1059 2413 2320 2241 9720

156. Inthe above table, STRs are classified as they were reported by obliged entities and what
they were suspecting based on their preliminary analysis. Hence, more than 90% of the STRs
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relate to ML while the other predicate offences (fraud and usury) are identified to some extent
(3% each). Corruption and drug trafficking are identified to a lesser extent. Most obliged entities
do notidentify the underlying predicate offence at the time of reporting. Therefore, added analysis
by the KwFIU and MOI is vital for prosecution success given that identifying and determining the
underlying predicate offences is a requirement to prosecute ML cases in Kuwait (see 107).

157. In terms of TF, there were only seven STRs reported in 2020/2021 and none for the rest
of the reporting period. However, banks and exchange companies, operate transfers with high-
risk jurisdictions for terrorism and TF. The very low number of STRs related to TF is a concern
that is likely a result of insufficient understanding of TF risks by obliged entities. During
discussions at the onsite, the KwFIU explained that any STR related to TF is prioritised. However,
if STRs are not properly referred to the KwFIU initially, this impacts Kuwait’s ability to identify
potential TF cases.

158. As shown in the below table, authorities also indicated they have been receiving an
increased number of STRs related to VAs, from four in 2020/2021 to 50 in 2022/2023. Some of
these were submitted to LEAs as part of dissemination reports for further investigations. This
highlights that despite the ban on VASPs in Kuwait, VAs are being accessed and used.

Table 3.6. STRs related to Virtual Assets

2020 - 2021 2021 - 2022 2022 - 2023 Total

Number of STRs related to Virtual Assets 4 39 50 93

159. In terms of quality, STRs received are often single-layered and involve only deposits and
transfers locally and internationally with almost no reporting on other banking products and
services. The quality of STRs received also appears low as a significant percentage of STRs are not
taken forward for in-depth analysis (see table 3.8). From exchanges with the authorities, it
appears that the KwFIU initiates in-depth inquiries when several STRs have been reported on a
case, hence the quality of single STRs may not allow the KwFIU to properly identify suspicious
activities. On this basis, more needs to be done to enhance both the quantity and quality of STRs
submitted by obliged entities.

Table 3.7. Cash and BNIs declarations sent to KwFIU by GAC (2018-2023)

2018-2019 = 2019-2020 = 2020-2021 & 2021-2022 = 2022-2023 Total

Overall number of cash and BNIs declarations 293 780 159 1991 3560 6783
Number of cash and BNIs declarations sent to the KwFIU 17 105 22 119 100 | 463 (7%)

160. Competent authorities are not receiving or accessing reports on currency and BNIs to any
significant extent, despite Kuwait’s risk profile related to the use of cash and cross-border
movements. KwFIU, MOI and PPO do not have a direct access to GAC database related to
declarations of cash and BNI but can access this information after notifying GAC. In addition,
KwFIU receives some declarations reports on cash and BNIs, over the reporting period 8% were
sent to the KwFIU. It is unclear on what basis the GAC would disseminate a report to the KwFIU.
It is also unclear how these cases unfolded and whether they were sent to the PPO or used in the
financial analysis products within the FIU. This suggests that information from cash and BNIs
declarations is not used to identify and detect potential ML cases.
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161. From exchanges with the authorities during the onsite, it appears that there is no focus on
analysing further cash and BNI reports for ML and TF purposes, despite the significant amounts
of cash coming in and out of Kuwait, the predominant use of cash in the economy and the large
number of cash remittances undertaken by foreign residents. As highlighted under 107, this is
coupled with a lack of investigative efforts on the potential ML/TF elements of non/false
declarations. The low level of currency and BNI reports received and requested by LEAs is a
concern in the context of Kuwait, as case studies have shown that cash is used in both ML and TF
activities.

Operational needs supported by FIU analysis and dissemination

162. KwFIU produces financial intelligence products which are disseminated domestically and
abroad and assists the operational needs of the LEAs to some extent.

163. KwFIU was established following Kuwait’s adoption of its AML/CFT Law in 2013. KwFIU
has sufficient human and financial resources to conduct its missions. At the time of the onsite,
KwFIU had 65 full time employees and was in the process of recruiting additional staff to
strengthen the financial analysis and legal affairs departments. KwFIU staff attend training, mostly
via international workshops. However, more focused targeted, internal training for the members
of the financial analysis department would be beneficial. KwFIU’s annual budget for fiscal year
2023/2024 was KWD 4,9 million (approx. USD 16 million) which cover its operational needs. At
the time of the onsite visit, KwFIU had not fully implemented GoAML, which is necessary to
enhance its analytical capabilities.

164. KwFIU is headed by an Executive Committee, comprised of the KwFIU President, Vice-
President and Heads of the Legal Affairs, Financial Analysis, Financial and Administrative, Security
and IT departments. The President of the KwFIU is appointed by the Minister of Finance upon
approval of the Ministerial Cabinet. The Head of KwFIU is also the head of the NAMLC. Both roles
are currently occupied by the acting President of the FIU. At the time of the onsite, the position of
KwFIU Vice-President had also been vacant since December 2022 and the reason for the delayed
appointments of both the President and Vice President were not clear.

165. Due to issues relating to the prioritisation of STRs, KwFIU reports and conducts in depth
analysis on a limited number of STRs. This impedes the use of financial intelligence in operational
activities. KwFIU has recently adopted a risk-based system to prioritise STRs which is leading to
anumber of STRs not-being analysed in depth. The system is a risk matrix, based on a spreadsheet,
which allocates rating to various elements within an STRs such as: i) presence of a previous
related STR; ii) unknown source of funds; iii) total amount of suspect proceeds; iv) if the report
concerns a PEP, etc. Every STR received on-paper is entered manually into the computer system
and summarised by the FIU’s STR Receipt and Information Gathering Division, which does not
conduct in-depth analysis. Then, every STR is allocated a global score in light of the different
criteria of the risk matrix, which have their own weighting in the final score allocated. Following
their review in accordance with the risk matrix, STRs are categorised as follow:

e Low priority: 0 to 30% score.

¢ Low to Medium priority: 35-45%.

e Medium priority: 50% to 65%.

e Medium to High priority: 70% to 80%
e High priority: 85% and above.
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166. The categorisation of STRs into low/medium /high priority does not automatically affect
how an STR is then used. The below table highlights that at the beginning of the reporting period,
there were a higher number of STRs analysed in-depth than of high priority STRs. This trend has
shifted since 2020/2021 with alower number of STRs analysed in-depth than the numbers of high
priority STRs. The KwFIU was not able to explain the reason for this.

Table 3.8. Categorisation of STRs over the reporting (2018 - 2023)

2018 -2019 2019-2020 = 2020 - 2021 2021 - 2022 2022 - 2023 Total
Total number of STRs received 1687 1059 2413 2320 2241 9720
Classified as High priority 366 (22%) 257 (24%) 858 (35%) 729 (31%) 810 (36%) 3020 (31%)
Classified as Medium priority 308 186 731 610 981 2816 (29%)
Classified as Low priority 1013 (60%) 616 (58%) 824 (34%) 981 (42%) 450 (20%) 3884 (40%)
Number of STRs analysed in-depth 524 (31%) 483 (45%) 468 (19%) 556 (24%) 205 (9%) 2236 (23%)
Number of STRs not analysed in-depth 1163 (69%) 576 (54%) 1945 (81%) 1764 (76%) = 2036 (91%) 7484 (T7%)

167. Asdescribed in the table above, over the reporting period only 23% of STRs received were
subject to in-depth analysis. This figure is within the context of a relatively low number of STRs
received annually by the KwFIU (approximately 2,325 STRs annually). In 2022/2023, 90% of
STRs received were not analysed in-depth. As indicated above, these figures raise significant
concern on the quality of the STRs received. In addition, the main criteria in the risk matrix, which
accounts for 40% of the score given to an STR, is the existence of a related STR received previously
by the FIU. Hence, an STR that would be reported on a huge amount of funds, or that could
potentially be linked to TF without being identified as such by the obliged entity, is very likely not
to be analysed in-depth unless another linked STR has already been received. In light of the
relative low number of STRs received yearly, and the resources available to the KwFIU, in-depth
analysis of STRs should significantly increase in order to enhance chances of identifying criminal
activities and to better support LEAs operational needs.

168. KwFIU has a bureaucratic internal approval process for agreeing on the dissemination of
STRs. This significantly impacts the timeliness of disseminations to LEAs. Once an STR has been
analysed in-depth, it does not automatically lead to its dissemination to LEAs (see box 3.3). Every
STR analysed in-depth must be reviewed by the Executive Committee of the KwFIU8. After review,
the Executive Committee will decide either to disseminate the STR as part of a report to LEAs, ask
for further analysis from the Financial Analysis Department, or archive the STR. There is no set
frequency for the Executive Committee to meet and it was explained that it meets as necessary.
Exchanges with LEAs during the onsite indicated that the timeliness of dissemination of reports
from the KwFIU should be improved, in particular to assist in the freezing and seizing of assets.
The internal process for STR dissemination should be enhanced to avoid delays in reporting to
competent authorities.

8 KwFIU President, Vice-President and Heads of the four Departments of the KwFIU, namely

Legal Affairs, Financial Analysis, Financial and Administrative, Security and IT.
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Table 3.9. Outcome of dissemination reports

2018 -2019 2019-2020 = 2020 - 2021 2021 - 2022 2022 - 2023 Total
Overall number of STRs received 1687 1059 2413 2320 2241 9720
Number of STRs considered high priority 366 (22%) 257 (24%) 858 (35%) 729 (31%) 810 (36%) 3020 (31%)
after pre-screening
STRs analysed In-depth 524 483 468 556 205 2236 (23%)
STRs archived 199 171 15 88 48 521 (5%)
Dissemination reports referred to MOI 100 57 27 23 1 218
Dissemination reports referred to PPO 33 29 69 54 29 214 (2%)
PPO direct requests to RE (Banks and 334 225 239 174 176 1148
Exchange companies)
PPO investigations based on 28 29 59 31 20 167 (2%)
dissemination reports from KwFIU*
PPO referral to court based on 19 8 12 3 0 42
dissemination reports from KwFIU
PPO referral to court based on KwFIU 0 1 0 2 0 3(0,03%)
report for predicate offence solely
Archiving by PPO following dissemination 7 18 44 18 4 91 (1%)

reports from KwFIU

Note: the number of KWFIU dissemination reports is sometimes larger than the number of investigations
since certain dissemination reports concern the same offence and incident and are therefore merged and
integrated into one criminal investigation by the PPO.

169.  Over the reporting period, KwFIU has disseminated 218 reports to the MOI for further
information or launching preliminary inquiries. Out of those, 214 were referred to the PPO for
further investigations. In turn, the PPO has referred to Court 45 cases coming from KwFIU
dissemination while 31 cases are under investigations. While KwFIU is the second biggest source
of information for the launch of criminal investigation (see 3.2), the number of disseminations to
the PPO appears low in comparison to the overall number of STRs received (see table 3.9) and has
only resulted in a somewhat limited number of cases referred to the Courts over the reporting
period (see table 3.9).

170. As shown in table 3.9, the proportion of STRs analysed and subsequently disseminated is
low compared with the overall number of STRs. In the above table, one dissemination report can
contain several STRs. As mentioned previously, for STRs to be regarded as high risk, the main
factor is the pre-existence of a related STR. Therefore, most STRs analysed and then disseminated
are groups of STRs rather than single STR. The KwFIU has sent 218 dissemination reports to the
MOI for preliminary inquiries out of which 214 were forwarded to the PPO for criminal
investigations. Out of these disseminations, the PPO referred 42 criminal investigations to the
Courts (i.e., only 19% of disseminations resulted in a referral by the PPO to the Courts). More
concerning is the fact that PPO referral to Court on the basis of KwFIU dissemination reports has
been in sharp decline over the reporting period, while the number of PPO investigations has
remained constant.

171. Despite a relatively low proportion of dissemination to LEAs, the KwFIU remains the
primary source for MOI preliminary inquiries and the second for the launch of criminal
investigations (see 3.2). This highlights the relative importance of the KwFIU role in assisting LEAs
to detect and identify cases. In the course of investigations, KwFIU is resorted to a lesser extent
by LEAs who conduct their own financial analysis on cases and obtain information mostly through
direct requests to obliged entities. Competent authorities indicated that the level of information
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provided by KwFIU was satisfactory, yet they would encourage further in-depth analysis to help
them better identify the underlying criminal activities in cases.

172. KwFIU produces financial intelligence relating to TF to a very limited extent, which is in
line with the overall low understanding and identification of TF at a national level (see Chapter 1
ML/TF Risks and Context and Chapter 4 Terrorist Financing and Financing of Proliferation).
KwFIU has been involved in providing financial intelligence in only one TF case over the reporting
period. Ordinarily in TF cases, the SSD and the PPO gather intelligence from foreign counterparts
and access directly domestic financial intelligence needed to carry out their investigations.

173. KwFIU creates limited strategic analysis products. The department in charge of strategic
analysis within the KwFIU has been newly created and currently has three employees. Two
specific reports have been produced to date: reducing the use of cash to mitigate ML/TF and
ML/TF risks related to virtual assets. These reports appear to be based on limited analysis of STRs
and are mainly developed on information held by the supervisory authorities, obliged entities and
to a lesser extent research and open sources. The reports have to some extent raised awareness
of these issues at a national level and contribute to policy development but have not assisted LEAs
in their operational activities.

Box 3.2. KwFIU phases and departments for examining and processing STRs

Phase 1: STR Receipt & Information Gathering Division

1. Receive the STRs and enter them manually into the system.
Summarise every STRs received.
Identify if the STR has connections with previous ones.

Determine the STR level of importance through the risk matrix.

oo 09

Disseminate high priority STRs to the Technical Analysis Division. High priority STRs
can be STRs that would initially be low priority but because it is related to previous
STRs, or linked to a specific typology (TF, PEPs...) it would be disseminated.

6. Low and medium priority STRs are inserted into the database.

Phase 2: Technical Analysis Division

1. Prepare financial analysis reports with enriched information. Liaise with the Legal
Affair Department to ensure that the reports are in line with LEAs requirements.

2. Present financial analysis reports to the Executive Committee after approval of the
reports by the Financial Analysis Department Manager (who oversees the both the STR
Receipt and Technical Analysis Divisions)
Phase 3: Executive Committee
1. The Executive Committee meets regularly to discuss financial analysis reports.

i. The Executive Committee decides either to

ii.  Disseminate the financial report.
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iii.  Archive the report and the related STRs.
iv.  Send the report back to the Technical Analysis Division for further information.

Provides feedback to the Risk Management Division to update the risk matrix in accordance with
decisions taken on financial reports.

Phase 4: National & International Cooperation Division
1. Disseminate financial reports to LEAs

2. Send and receive requests for international cooperation

Example - Case study on STR classification

In 2023 a bank reported an STR to the KwFIU. The STR concerned an individual working in the
Private sector, in the position of an administrative employee, with a salary of KWD 300 per
month whose accounts showed, during the period of suspicion (May 2022 to March 2023), credit
movements of KWD 24,169 (approx. USD 78 392) and debit movement of KWD 24,172 (approx.
USD 78 402).

The STR was classified as high priority since there were 2 previous STRs on the individual and
37 STRs on associated persons.

The credit movements were in the form of incoming transfers by electronic links and incoming
transfers from several parties; there is no information on the real source of funds and the
purpose of the transactions. The speed of the turnover of money in the accountis also suspicious,
the suspect receives the incoming transfers, and then on the same day withdraws the money
through electronic payment links and outgoing transfers, indicating that the account is used as
a temporary deposit station for transferring funds.

Research and investigation conducted by the obliged entity identified that there was a complaint
from other customers about being victims of fraud, and when tracking the money, it was found
that the subject of the STR had received payments from the victims and transferred them to
other people. The case is ongoing.

Operational needs supported by FIU analysis and dissemination

174. Overall, there is cooperation between relevant LEAs on ML and predicate offences. KwFIU
and other agencies exchange and use financial intelligence on a regular basis and authorities meet
on a regular basis. KwFIU has signed MoU with several agencies (MOI, MOCI, Nazaha, CBK, CMA
and GAC) to formalise the process of information sharing, as KwFIU frequently needs to request
information from other government agencies in order to carry out its analysis and its
dissemination functions. In addition to requesting information from other public agencies within
Kuwait, KWFIU also receives requests to provide information to other agencies to assist them in
the performance of their functions. For example, KwFIU has received requests from Nazaha to
obtain information from foreign counterparts to assist them in conducting their inquiries. Despite
Kuwait's NAMLC being chaired by the KwFIU, there is no sub working group on operational
matters in Kuwait.

175. The agencies with whom KwFIU interacts and shares information most frequently are the
MOI and the PPO. Most communication between the KwFIU and these two agencies takes the form
of letters, reports, emails and meetings to discuss operational issues, to share STR material and
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its analysis and dissemination, and to discuss the progress of cases and any additional measures.
However, case studies and exchanges during the onsite demonstrated that the MOI and PPO have
a limited view on the role of the KwFIU in undertaking operational activities and that KwFIU is
used to a lesser extent to progress financial investigations than to initiate those (see 3.2.3). Once
an investigation has been launched, the MOI and PPO carry their own financial analysis to a large
extent by requesting further information directly from obliged entities rather than asking the
KwFIU for undertaking additional analysis on cases.

176. Itis unclear from exchanges with authorities and case studies if the cooperation between
authorities and exchange of information on financial intelligence in relation to TF happens in
practice. Terrorism and TF cases are dealt primarily by the SSD (see Chapter 4 Terrorist Financing
and Financing of Proliferation) which will liaise with the PPO to undertake criminal investigations.
However other authorities’ involvement and cooperation on such cases seem rather limited. Most
of the financial intelligence in those cases appear to be obtained from foreign counterparts of the
SSD.

Confidentiality of information exchanged

177. KwFIU ensures physical security of access to its premises as well as security of its
databases and IT systems. KwFIU is located in an independent section of a building equipped with
CCTV cameras 24/7, and security. Access to KwFIU’s facilities is restricted to prior authorisation
and an access pass. There are various levels of authorisation and access to different parts of the
building, and all analysis offices and workrooms have a secure pass card, which is restricted to
authorised employees. Confidentiality of information is ensured in the KwFIU through security
protocols and clear requirements on its staff (see Recommendation 29). Access to information is
strictly limited, even within KwFIU and only authorised personnel can access sensitive data as
well as storage rooms where STRs are archived.

178. The paper-based receipt of STRs is still a major concern in relation to KwFIU’s ability to
protect sensitive information. At the time of the onsite, KwFIU was developing electronic system
for the transmission of STRs in order to offset this shortcoming. Exchange of formal information
with the PPO for all authorities is undertaken through paper letters, which is also a concern.
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Overall conclusions on 10.6

Kuwait’s LEAs have access to a wide range of financial information sources and intelligence,
which are accessed and used to varying degrees to support investigations into ML, and trace and
seize assets. LEAs obtain information from KwFIU analysis, either from spontaneous
disseminations, or upon request. Once a case has been initiated, the role of the KwFIU appears
more limited as competent authorities often access financial intelligence directly and conduct
their own analysis.

Financial intelligence in TF investigations, almost exclusively emanates from foreign intelligence.
Financial intelligence is also not used to a large extent to investigate terrorism and TF cases and
the KwFIU is not resorted to in such cases.

The number of STRs has increased over the reporting period, mainly driven by further reporting
from banks. However, the lack of reporting by non-bank FIs and DNFBPs (DPMS and real estate)
raises significant concerns in light of Kuwait’s risk profile. The negligeable number of STRs
related to TF is a shortcoming, especially since several entities operate transfers with high-risk
jurisdictions for terrorism and TF.

KwFIU supports operational authorities involved in ML investigations to some extent, especially
to detect and identify ML cases. KWFIU proactive disseminations process is burdensome which
can impact the quality and timeliness of the support provided to LEAs. KWFIU produced strategic
analysis to a limited extent over the reporting period.

Kuwait is rated as having a moderate level of effectiveness for 10.6.

Immediate Outcome 7 (ML investigation and prosecution)

179. Kuwait has a comprehensive legal and institutional framework, to investigate and
prosecute ML effectively. In practice Kuwait relies on the establishment of a predicate offence to
prosecute ML.

180. Investigations in ML crimes in Kuwait are pursued through two phases:

e Phase one - Inquiries and gathering of evidence. Inquiries, also referred as
preliminary investigations, in order to detect and gather evidence related to
criminal activities, identify proceeds and instrumentalities of crime prior to
their seizure. The written records of these activities are sent to the PPO to be
considered as part of any criminal investigation that subsequently takes place.

e Phase two - Criminal investigation. The PPO performs criminal
investigations. The PPO can launch a formal criminal investigation once a case
has been reported to it. The purpose of the criminal investigation is to gather
all necessary evidence and prepare the case file for trial when there are
criminal grounds and sufficient evidence to believe that the offender has
committed the crime.

181. Preliminary investigations are conducted by the MOI which is responsible for all aspects
of internal security in Kuwait. The MOI is responsible for conducting inquiries in ML cases and
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this is done through its dedicated AML/CFT Department. Nazaha can also conduct preliminary
inquiries on corruption cases and related ML for offences related to public officials or institutions.
Unlike the MOI, once a case has been referred to the PPO, Nazaha has no further role in the criminal
investigation.

182. The PPO is responsible for criminal investigation and prosecution of ML and predicate
offences in Kuwait. The PPO cannot initiate a case itself and is only able to launch a criminal
investigation once it has received a referral from another agency or a complaint from an
individual. Once a criminal investigation is initiated, the PPO conducts the investigation, it can
instruct the MOI to gather further evidence and conduct additional inquiries when needed. The
PPO has a dedicated AML/CFT Department responsible for ML cases.

ML identification and investigation

183. Kuwait's LEAs have necessary powers and adequate financial, human, and technical
resources to identify and investigate ML. The PPO has twelve prosecutors in its AML/CFT team
which sits within the Public Funds Unit. There are a further fourteen prosecutors dealing with
financial predicate offences such as corruption, embezzlement, fraud, bribery and usury. On
average, each prosecutor of the AML Section handles eight cases at a time. Not all ML cases are
investigated by the AML/CFT department, as some can be dealt with by other prosecutors when
linked directly to a predicate offence. For example, a case could be handled by a prosecutor
specialising in drugs or fraud.

184. The PPO and the MOI have specific financial investigations procedures relating to ML
cases. Those procedures constitute clear guidelines on how each authority should cooperate and
conduct investigations on cases. The procedures also clearly highlight the wide range of
investigative techniques to be used in the course of those investigations.

185. The PPO is the sole authority that conducts criminal investigations. The PPO may utilise
information and evidence gathered by the MOI in preliminary investigations when conducting its
own criminal investigations. It also commences a criminal investigation when it receives a formal
complaint. The PPO gathers evidence using the investigative powers available at its disposal, for
instance collecting witness testimony, analysing financial documents, interrogating suspects, etc.
The PPO can resort to the MOI to conduct specific police-type activity to gather further evidence
in a case. Those elements are then documented in an intelligence report submitted by the MOI
officer who is ultimately interviewed by the PPO as a witness in the case.

Preliminary inquiries

186. ML cases are identified via a wide range of sources and preliminary inquiries are
conducted by the MOI (see table 3.10). Over the reporting period, there have been 1,835 ML
preliminary inquiries launched by MOI. The sources for these inquiries vary but are most
commonly identified through disseminations from the KwFIU, where suspicious activity has been
identified and further information is required. Identification of potential ML cases are also
achieved through parallel financial investigations and, to a lesser extent, open sources.

187.  The MOI gathers intelligence and inquiries on its own initiative, on incidents not under
investigation by the PPO, as per its mandate. During this intelligence and inquiry gathering
process, the MOI cooperates with the PPO and reviews its findings to determine whether further
intelligence, inquiries or evidence is required to refer a case to the PPO. The final decision relies
with the MOI to refer its findings to the PPO.
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Criminal investigations

188. Once a case is referred to the PPO, it will automatically launch a criminal investigation.
From exchanges with the authorities as well as case studies, the main reason for the PPO to
dismiss a case, after conducting a criminal investigation, is a lack of sufficient evidence on the
predicate offence or on the ML part of the case. The need to prove in practice a predicate offence
to secure a successful ML prosecution impedes the authorities’ ability to identify and investigate
ML activities, especially as stand-alone or third-party ML.

189. Criminal investigations are also launched from a wide range of sources (see table 3.10).
The most common sources of information for the initiation of an ML investigation are direct
complaints by victims and third parties to the PPO (more than 45% of ML criminal investigations
are launched following an individual reporting a crime him /herself to the PPO) as well as reports
from the KwFIU. The high percentage of ML criminal investigations stemming from such sources
raises questions on the ability of the competent authorities to detect ML crimes without victims’
complaints. KwFIU reports are the second source for the initiation of an ML criminal investigation
in Kuwait. These reports have often been enriched by MOI preliminary inquiries ahead of referral
to the PPO.

Box 3.3. Identification of ML through different sources

Case study 1 - ML identification from KwFIU

In 2021, the KwFIU sent a report to the PPO about suspicious activities in the bank accounts of
a company. Those were related to huge cash deposits using ATM machines and were followed
by transfers issued to the account of an exchange company, either on the day of the deposits or
the days following, indicating that the company’s accounts were being used as a carrier of funds
and to disguise their source.

After investigation led by the PPO with the assistance of the MOI, it was found that the 6
defendants worked as an organised group that forged bank documents to falsely prove that the
suspected company made financial transfers for commercial purposes. They also forged the
invoices for importing goods from abroad attributed to foreign companies, in partnership with
one of the defendants who works in an exchange company licensed to transfer funds.

Final judgement was issued in December 2022 sentencing the 6 defendants to imprisonment for
a period of fifteen years on charges of money laundering, forgery in bank documents and other
charges. The defendants and the three companies used were additionally fined for a cumulative
amount of KWD 120,686,596 (approx. USD 392M).

Case study 2 — ML identification from MOI parallel financial investigation

The case began in 2022 with an investigation by the anti-drugs department in MOI into the
activities of an individual relating to drug offences in Kuwait. The officers of the anti-drugs
department had arrested the drug dealer and referred the case to PPO. The PPO requested the
AML/CFT department of the MOI to conduct a parallel financial investigation; it was discovered
that the individual sold drugs in Kuwait and collected the proceeds in cash, after which he used
ATM machines to deposit the money into a bank account.
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Following the deposits, the subject transferred the money by using the bank’s mobile banking
application to a person who, the investigation revealed, was unaware of the real source of the
money.

The case is still pending a final ruling from the Court of Cassation.
Case study 3 - ML identification from victim complaint

This case was initiated through several victims’ complaints on fraudulent selling of fake real
estate and hotel properties in Kuwait and another jurisdiction. The KwFIU helped identify six
suspects, including a former Member of Parliament (MP) that had unexplained amounts
transiting through their accounts. The defendants are suspected of committing ML crimes using
their personal accounts as well as the account of a company for the purpose of concealing the
money obtained through fraud.

While some of the defendants were convicted for ML offence, the former MP was acquitted by
the Court of Appeal in October 2023. The PPO appealed this decision and the case is ongoing.

190. There has been an increase in the number of ML cases investigated by the PPO over the
reporting period, from 63 in 2018/2019 to 95 ML cases in 2022/2023. Overall, there have been
396 ML investigations in total during the reporting period. This highlights the enhanced efforts
made by the authorities since 2018 to identify and investigate ML. Notwithstanding this, only
approximately 20% of preliminary inquiries conducted by the MOI resulted in actual ML criminal
investigations. Authorities indicated that because the MOl is constantly inquiring about suspicious
activity it will therefore naturally result in inquiring into numerous legitimate activities, that may
have initially seemed suspicious. An absence of criminal evidence is the main reason for dropping
cases at the preliminary inquiry stage. It is unclear if there is common understanding across
competent authorities on what would represent sufficient elements to submit a case for a criminal
investigation. The low number of preliminary investigations that are converted to criminal
investigations is a concern and suggests there may be a lack of ability to gather criminal evidence
at the preliminary inquiry stage.

191. Nazaha plays a particular role in the fight against the corruption of public officials and
PEPs in Kuwait. Preliminary investigations into corruption can be initiated based on referrals
from Nazaha to LEAs. Corruption cases can also be initiated through direct reports to the PPO.
However, as seen in table 3.10, no ML inquiries or criminal investigations have been initiated
based on areport from Nazaha. This suggests that information from Nazaha is not effectively being
used to open parallel ML cases related to corruption.

192. More broadly, the overall number of parallel financial investigations resulting in an ML
investigation is low. This raises questions around cooperation between LEAs on the different
types of crimes. Due to its all-crimes approach (see Rec. 3), ML parallel financial investigations
can potentially be launched in all criminal cases in Kuwait. If ML activity is identified, a financial
investigation is launched. However, parallel financial investigations only represent 6% of the
sources for ML criminal investigations, whereas they account for 32% of the ML preliminary
inquiries. In practice, it appears that parallel investigations are only initiated for certain predicate
offences, particularly those with a financial nexus, where it is easier to prove ML as part of the
case (e.g., such as corruption, fraud or usury).

193. Through case studies and exchanges with the authorities, it appears that there is good
cooperation between the AML/CFT Departments of the MOI and PPO. However, predicate offence
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cases without a financial nexus are investigated by other departments. There is no clear evidence
that in those cases a parallel financial investigation is being systematically undertaken. For
instance, over the reporting period there were ten ML investigations related to a human
trafficking predicate offence and eight ML investigations related to a drug trafficking predicate.
Over the same period, there were respectively 103 and 1,600 investigations for these predicate
offences which were unrelated to an ML offence according to the authorities. The explanation
given by the authorities was that in most cases human trafficking and drug trafficking do not
generate significant proceeds in Kuwait. This does not align with established and recognised
typologies of this type of offence, and the low number of parallel investigations is a concern.

194. There is generally a higher focus on prosecuting ML in cases where the perpetrator of the
predicate offence is also directly involved in the money laundering activity. Despite Kuwait having
adopted an all-crimes approach, competent authorities need to specify the predicate offence from
which the proceeds were generated, in order to prosecute ML activity and bring these cases to
court (see 3.2.2).

195. The length of time for cases, from identification through investigation to prosecution,
varies considerably. This depends on factors such as the complexity of the case, the number of
subjects, the number of witnesses that need to be interviewed, the extent of the financial
intelligence that needs to be acquired and analysed, the length of time that the alleged offending
was carried out, etc. Through case studies, it appears that some ML investigations can be
expedited and completed within a couple of months, whereas more complex cases can take several
years. Based on discussions with the Kuwaiti authorities, it appears that the ability to identify and
investigate ML would be strengthened if competent authorities referred cases to the PPO more
quickly. Since the PPO cannot bring a case itself, the timeliness of the referral of the cases to the
PPO is key to ensure that it is possible to identify the ML component of the cases as well as the
assets involved that could be subject to seizing and freezing (see 3.4.2).
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Table 3.10. MOI preliminary inquiries and PPO criminal investigations by sources,
2018-2023

2018 -2019 2019 -2020 2020 - 2021 2021 - 2022 2022 - 2023 Total
Sources = = = = = = = = = = = =
S 3 S 3 S 3 S 3 S 3 S 3
2 £ g2 g 2 g g2 £ 2 g 2 g
5 38 5 & 5 33 5 33 5 %3 ;7 33
FIU* 257 28 223 29 58 59 154 3 80 20 772 160
Parallel 187 4 53 3 48 6 102 2 196 8 586 24
Financial
Investigations
Open Source 45 - 48 - 56 - 25 - 38 - 212 -
PPO Referral 60 - 39 - 35 - 61 - 67 - 262
Others - 2 - - 1 3
Notification 3 3
by foreign
authority
Complaint by 26 41 14 39 59 179
victim
Report by 5 4 4 6 5 24
other
Authorities**
Total 549 63 363 77 199 83 342 78 382 95 | 1835 396

Note: * all figures related to “FIU” in “MOIl inquiries” columns do not correspond to preliminary inquiries,
they can also be related to request for additional information sent by the KwFIU to the MOI. ** includes
reports from MOI, MOJ, MOCI, MOSA, Kuwait Municipality, Kuwait Port Authority, Zakat House, Public
Authority for Housing Welfare, Ministry of Health, Kuwait Fire Force, Kuwait Petroleum International,

Public Institute for Social Security.

Consistency of ML investigations and prosecutions with threats and risk
profile, and national AML policies

196. Kuwait investigates and prosecutes ML activities in line with the findings of its NRA. Most
of the ML investigations and prosecutions are related to fraud, corruption and usury as predicate
offences (see Table 3.11). The steady increase of ML criminal investigations over the reporting
period is mainly driven by an increase in the investigations related to fraud predicate offences
which demonstrates an enhanced focus on this area identified as high risk. This aligns with the
National AML/CFT Strategy, which tasks the LEAs to enhance combating the predicate offences
that pose an ML threat to Kuwait, including fraud.

197. However, due to weaknesses in the NRA process, namely the sole reliance on prosecutions
figures in the NRA, authorities have an incomplete overview on the types of predicate offences
representing the main proceeds generating predicate offences for ML. Authorities continue to
focus on offences where they have a high probability on securing a successful conviction in Court.
This means other important threats where prosecutions haven’t been initiated are not seen as
risks. This generates a circular approach where new risks may not be identified and prosecuted
accordingly. For example, over the reporting period, drug trafficking represents 8% of the secured
ML convictions, making it the third predicate for ML in terms of conviction while representing less
than 2% of the ML investigations and being rated as a lower risk in the NRA. While Kuwait has
steadily increased its ML investigations during the reporting period, this increase is mainly driven
by fraud related cases (see table 3.2) which is considered as one of the highest profit generating
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predicate offence in the NRA, while investigations have remained constant in relation to other
predicate offences. Overall Kuwait has enhanced its efforts to identify and investigate ML in
relation to fraud but not for the other predicate offences.

198. Kuwait mainly prosecutes cases where there is a high probability of securing a conviction,
which is a common prosecutorial strategy. From discussions with the authorities and as described
above, providing tangible elements of the predicate offence is a prerequisite in order to secure an
ML conviction in Kuwait, with the accused being in most cases the direct perpetrators of the
predicate offence. Therefore, in cases where the predicate offence has a clear financial nexus, such
as fraud, corruption and usury, competent authorities are able to secure much higher conviction
rates than for other predicate offences. In addition, despite PEPs being identified as a risk in the
NRA, there have been a limited number of ML investigations related to domestic PEPs, despite a
wider range of investigations related to corruption as an ML predicate. It does not appear that
sufficient efforts are being undertaken to identify and investigate cases related to PEPs, given the
risk attached to them.

Table 3.11. Investigations by Predicate Offences for non-ML cases

2018/2019 2019/2020 2020/2021 2021/2022 2022/2023 Total
Fraud 1580 1390 980 1444 1895 7289
Usury 19 29 12 10 7 77
Public Funds, Bribery and Forgery* 1570 1677 1691 1667 2728 9333
Private Embezzlement / Breach of Trust 2615 2529 1653 2057 2185 11039
Human Trafficking 29 33 39 2 0 103
Drug/Psychotropic Substance Trafficking* 487 326 245 268 274 1600
Theft/Burglary* 5984 6699 5699 6017 6 547 30946
Gambling 0 0 0 1 1 2
Alcohol Trafficking 1 0 1 3 2 7
Damage National Interests 0 0 0 0 0 0
Commerce Misdemeanors* 4180 4016 6632 7456 7579 29 863
Public Co-operations Offence 36 44 12 24 32 148
Capital Markets Offence 24 23 32 54 97 230
Foreign Predicate Offence 0 0 0 0 0 0

Note: The figures above represent investigations in predicate offences that were not connected to an ML
offence. For the offences marked with (*), the authorities considered that a significant sum of funds
related to the offence or the elements of an ML offence were not present, thus defendants were not
charged with an ML offence. Commerce misdemeanours are usually petty crimes that might not involve
any criminal proceeds at all.
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199. Table 3.11 provides the number of non-ML related criminal investigations launched by
predicate offences. When comparing those figures with the number of ML criminal investigations
by predicate offence, it appears that despite having conducted preliminary inquiries, in some
cases, the competent authorities considered that the elements of an ML offence were not present
and decided not to launch an ML criminal investigation. For instance, 1,600 cases of drug
trafficking, 103 cases of human trafficking and 230 capital markets offences cases did not lead to
an ML criminal investigation. According to the authorities, in such cases a significant amount of
the funds related to the offence, or the elements of an ML offence were not present, thus
defendants were not charged with an ML offence. Again, it is not credible that these types of
offence generate no or low amounts of proceeds in Kuwait. Efforts to identify the ML component
in such cases should be strengthened.

200. Kuwait mainly prosecutes ML cases with fraud, corruption and usury as the main
predicate offences which is in line with the findings of the NRA. It is also to be noted that ninety
percent or more of ML investigations in human and drug trafficking cases led to prosecutions. This
confirm that, following criminal investigations, prosecutorial authorities consider in almost all
cases that there is enough evidence that those offences can generate ML. When the authorities
identify an ML nexus in a human or drug trafficking case, they are effective to a certain extent in
progressing the case to prosecution.

201. Kuwait secures successful prosecutions for ML cases related to predicate offences
identified as presenting the highest risks in the NRA (fraud, corruption and usury) (see table 3.12).
Seventy five percent of the ML convictions in Kuwait relate to fraud, corruption and usury as
predicate offences. However, except for usury, there are only a very limited number of ML
convictions in light of the overall number of convictions for the predicate offence. For fraud, only
3% of cases had an ML conviction related to the predicate offence and only 1.45% of corruption
cases (see table 3.13). While in some cases this can be attributed to low amounts of generated
proceeds, the figures highlight the challenges faced by competent authorities in securing a
conviction for ML, even where the predicate offence is identified as high-risk in the NRA. For other
predicate offences, an ML conviction is rarely achieved. For instance, a negligeable number of ML
convictions has been secured in relation to drug trafficking and no ML conviction in human
trafficking cases despite those offences being prosecuted.
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Table 3.12. ML Investigations, Prosecutions and Convictions by type of crime

2018/2019 2019/2020 2020/2021 2021/2022 2022/2023 Total

ML Investigations

Suspicious activity (report by the FIU 7 36 45 28 30 146 (37%)
where the offence is not identified at the
time of investigation)

Fraud 19 26 12 34 43 134 (34%)
Usury 19 2 4 1 4 30 (7,6%)
Corruption 7 6 8 8 9 38 (9,6%)
Private Embezzlement and Breach of 4 4 1 4 13 (3,3%)
Trust

Human Trafficking 10 10 (2,5%)
Drug Trafficking/Psychotropic Substance 3 2 1 1 7(1,8%)
Trafficking

Alcohol Trafficking 1 1 2(0,5%)
Foreign Predicate Offence 1 1(0,3%)
Others 4 1 3 4 2 14 (3,5%)
Total 63 77 83 78 94 395 (100%)
ML Prosecutions

Fraud 15 17 8 19 14 73
Usury 18 2 4 1 3 28
Corruption 4 4 3 21
Private Embezzlement and Breach of 2 4 - - 1 7
Trust

Human Trafficking - - 9 - - 9
Drug Trafficking/Psychotropic Substance 3 2 - 1 - 6
Trafficking

Alcohol Trafficking - - - 1 - 1
Foreign Predicate Offence - - 1 - - 1
Others 1 1 - 3 - 5
Total 44 31 26 29 21 151
ML Convictions

Fraud 7 14 13 7 46 (45%)
Usury 1 1 2 1 7(7%)
Corruption 2 7 6 8 23 (22,5%)
Private Embezzlement and Breach of 2 2 6 (6%)
Trust

Human Trafficking 0
Drug Trafficking/Psychotropic Substance 2 3 2 1 8 (8%)
Trafficking

Alcohol Trafficking 2 2 (2%)
Foreign Predicate Offence 1 1(1%)
Others 1 1 1 1 5 9 (9%)
Total 8 15 26 26 27 102 (100%)

Note: the following offences are covered under the category “Others”: Theft/Burglary, Gambling, Damage
National Interests, Commerce Misdemeanours, Illegal Entry of Electronic system, Public Cooperation,
Capital Markets, Customs Offences (smuggling), Firearm Trafficking.

Figures under “ML prosecutions” correspond to the year when the case was initiated, not when the
prosecution or conviction was secured, this explains why for some years and offences the overall number
of convictions is higher than the number of prosecutions.
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Table 3.13. Convictions by Predicate Offence - ML and non-ML

2018 -2019 2019 -2020 2020 - 2021 2021 - 2022 2022 - 2023 Total
Non-ML | ML Non- = ML Non- = ML Non- = ML Non- =~ ML Non- ML
ML ML ML ML ML
Fraud 264 5 246 7 184 14 263 13 416 7 1373 46
(3,2%)
Usury 1 2 0 1 2 1 7 2 4 1 14 7 (33%)
Corruption* 312 351 2 280 7 279 6 340 8 1562 23
(1,45%)
Private Embezzlement 547 439 2 395 634 2 M1 2 2726 6(0,2%)
and Breach of Trust
Human Trafficking 0 1 1 1 1 4 0
Drug 229 328 2 295 3 251 2 229 1 1332 | 8(0,6%)
Trafficking/Psychotropic
Substance Trafficking
Theft/Burglary 761 938 1 839 1167 1554 1 5259 2
(0,03%)
Gambling 0 0 1 0 0 1 0
Alcohol Trafficking 2 4 0 2 0 2 8 2 (20%)
Damage National 1 0 0 0 0 3 1 3(75%)
Interests
Commerce 1611 2286 2906 4517 8046 19 366 0
Misdemeanors
Public Cooperation 0 4 6 1 6 5 21 1(4,5%)
Capital Markets 6 10 6 6 35 63 0
Foreign Predicate 0 0 0 0 0 1 0 1
Offence (100%)
Customs Offence 1 1 2
(Smuggling)
Firearm Trafficking 1 1
Total 3734 8 | 4607 15 | 4915 26 | 7133 26 11341 27 31730 102
(0,32 %)

Note: In the table, “Corruption” includes Public Funds offence, Bribery and Forgery.
In the table, all “Convictions” are final convictions secured not pending final ruling.
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Box 3.4. Human trafficking case study

The case was initiated in June 2020 following complaints by foreign workers. A former foreign
MP as well as two Kuwaiti high-level officials from the MOI were convicted in a first case on
charges of fraud and bribery. Between 2015 to 2020, the two Kuwaiti accepted bribes from the
foreign MP to illegally deliver entrance and working permits to foreign workers.

A second case was opened to deal with the ML elements of the first case. The two Kuwaiti
nationals are also charged with laundering the proceeds of the bribes through commercial
companies and part of the funds were used to buy real estate properties. In October 2023, the
two Kuwaiti defendants were convicted on ML charges and sentenced by the Court of Appeal to
5 years imprisonment and a fine of KWD 500,000 (approx. USD 1,6 million) for each defendant
and confiscations equivalent of KWD 860,000 (approx. USD 2,8 million). The ML case is still
pending final ruling by the Court of Cassation.

Types of ML cases pursued

202. As previously described, although Kuwait has a legal framework that provides it with an
adequate basis to prosecute all ML activities, in practice it is challenging to secure an ML
conviction without proving the underlying predicate offence is challenging. Hence, most ML cases
where prosecutions were put forward relate to self-laundering (134), and to a lesser extent third-
party ML (28) and stand-alone ML in one case. Similarly, ML convictions were achieved in 102
cases. Out of these cases 84% related to self-laundering and 15% to third-party laundering (see
table 3.14).

203. Over the reporting period there was a slight increase in the number of cases of third-party
laundering where ML convictions were secured and one conviction for a stand-alone ML was also
achieved. This reflects that Kuwait has been pursuing more ML investigations of increased
complexity over the reporting period. Kuwait has also secured more convictions, with a significant
and steady increase from eight ML convictions in 2018 to 27 in 2023. In addition, Kuwait was able
to demonstrate good results in some cases that featured sophisticated and complex fraud
schemes, as well as in some cases related to corruption (see box 3.5). This demonstrates that the
authorities are able to identify and demonstrate in a more effective manner evidence relating to
the commission of an ML offence.
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2018 -2019

2022 - 2023

Total

Cases
Self-laundering
Prosecutions 38
Convictions 8
Third-party ML
Prosecutions 8
Convictions 0
Stand-alone
Prosecutions 0
Convictions 0
Foreign Predicate Offence
Prosecutions 0
Convictions 0
Total 46
Prosecutions
Overall 8
number of
convictions
secured
during the
reporting
period
Overall
number of
convictions
secured from
cases
prosecuted
during the
reporting
period
Overall 4
number of
Acquittals

Persons

54
10

17

4l

10

10

Cases

16
20

1*

0*

21

27

38

Persons

28

47

10
1

38

63

76

Cases

134
86

28
15

163

102

56

99

Persons

306
171

58
23

369

199

217

Note: the figures mentioned above reflect the prosecutions for the criminal investigation cases that were
initiated in the corresponding year. For example, a case initiated in 2019/2020 that was prosecuted in
December 2021 will be reflected under the column (2019/2020). Convictions correspond to the number
of convictions secured within one fiscal year. The date of the conviction is not related to the date where
the prosecution was initiated. Hence, for some years, there are more conviction cases than cases
prosecuted because some of the cases where a conviction was secured within a year were prosecuted on

a previous year.
*The 2020/2021 stand-alone case is also a foreign predicate offence.

204. Notwithstanding the slight increase in the number of cases of third-party laundering, most
ML activities investigated and prosecuted in Kuwait relate to self-laundering activities. The
involvement of professional ML enablers or other third parties not involved in the commission of
the predicate offence is investigated to a lesser extent. This is confirmed by the fact that about half
of ML cases are initiated by report of victims or other agencies regarding the suspicion of a
predicate offence (see table 3.10). In such cases, ML may be added by an investigative or
prosecutorial authority as a further suspicion. Furthermore, in most third-party money
laundering cases presented by the authorities, there was a clear connection to the perpetrator of
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the predicate offence (e.g., a close family relationship). This is concerning, given that case studies
highlight that criminals are conducting complex ML activities within the jurisdiction. This includes
ML activity involving lawyers, the use of strawmen/women and shell companies, forged invoices,
bribery of foreign government officials to facilitate concealment, the use of alternative hawala
systems and bona fide third parties.

205. Kuwait has enhanced its efforts to pursue ML to some extent. Yet, those efforts are limited
by challenges in securing ML convictions. Kuwait secured 102 ML convictions, covering 369
defendants over the reporting period. Out of those, 56 relate to cases investigated and prosecuted
during the reporting period while 46 convictions were secured in relation to cases investigated
and prosecuted before the reporting period. At the time of the onsite visit, the conviction rate in
Kuwait for the 163 cases prosecuted during the reporting period is 34%. It is to be noted that
some of those cases are still pending final judgements which would impact the conviction rate. In
parallel, over the reporting period there were 99 acquittals (in separate or similar cases)
pronounced as final judgements, covering 217 defendants.

206. During discussions with the authorities and based on cases studies presented, several
challenges in securing an ML conviction in Kuwait were highlighted:

e When there is no direct link between the accused and the commitment of the
predicate offence or when there are no sufficient tangible elements proving
the predicate offence, a conviction is very unlikely.

e the Courts also have a strict approach when it comes to assessing the intent
and knowledge elements of the ML offence. In some instances, the Courts may
convict for the predicate offence but not for the ML part because of doubts
over the intent of the defendant to launder the proceed. The threshold applied
by the Courts to determine whether a defendant is aware that the funds are
proceeds of a crime is high. In parallel, Courts tend to automatically pronounce
an acquittal for the ML element of the case if the defendant is acquitted for the
predicate offence.

207. Due to some of the challenges highlighted above, Kuwait has only secured one conviction
in relation to both a stand-alone ML and a foreign predicate offence. Without improvements to
Kuwait’s international co-operation framework to address low rates of extradition or MLA
response rates (see 10.2 in Chapter 8), Kuwait will continue to face important challenges in its
ability to deter and punish ML for a wide range of offences. Those obstacles may also derive from
more limited expertise at Court level in relation to ML cases than to other criminal cases.

208. Kuwait’s legal framework allows for the conviction of legal persons, without prejudice to
the penal liability of a natural person. However, in practice there is a limited criminal liability of
legal persons, which is not in in line with the risk profile or operational findings showing that legal
persons are widely used in ML cases. Case studies presented by the authorities indicate that when
a legal person is being used to pursue ML activity, if the owner or the director, in the case of
companies, is not involved directly in the commission of the ML offence, an investigation against
the legal person is not pursued. There are numerous cases of legal persons being used for ML
activities, yet a conviction was not secured as it was considered that the legal persons and their
owner did not know about the activity and the employees were acting alone. In several of these
cases presented, it is difficult to understand how this argument could be credible defence. This
also raises questions on the overall understanding of authorities regarding the criminal liability
of legal persons for ML purposes, despite 14 ML convictions achieved towards legal persons over
the reporting period (see table 3.18).

Anti-money laundering and counter-terrorist financing measures in Kuwait |© FATF-MENAFATF 2024



CHAPTER 3 LEGAL SYSTEM AND OPERATIONAL ISSUES |69

Table 3.15. ML investigations, Referrals and Convictions from the corresponding
fiscal year

2018/2019 2019/2020 2020/2021 2021/2022 2022/2023 Total
Total cases investigated 63 77 83 78 95 396
Referred to Court 44 31 26 29 21 151
Convictions 19 16 12 6 3 56

Note: some of the cases that were referred to Court are still being examined by the Courts.

Box 3.5. Case studies for different types of ML activities

Case study 1 - Foreign Predicate offence

Significant amounts of funds were embezzled from a foreign government’s development fund
and sent to various countries. In Kuwait, the case involved both foreign predicate offences and
stand-alone money laundering as the defendants charged with ML offences in Kuwait were not
involved in the theft of the funds from the foreign government’s development fund. In this
international case, Kuwait was the first country to secure ML conviction and confiscation of the
proceeds of crime that are still to be confirmed pending final ruling. All five defendants in Kuwait
were convicted of ML, including 2 in absentia. The case has been appealed to the Court of
Cassation.

The investigations were jointly conducted in several jurisdictions, including Kuwait where the
case was initiated through a report from KwFIU to the PPO on a suspicious transaction of
KWD 343,7 million (approx. USD 1,1billion) sent by the foreign development fund to the account
one of a number of companies that was fully owned by the first defendant, allegedly for the
purpose of settling consultancy contracts and contracting works. Documents purporting to
justify the reason for the transactions had been falsified by the second and third defendants; no
such consulting contracts or works had ever been carried out.

On receipt of the funds, the first defendant transmitted the amounts to his personal account and
conducted several transfers to companies outside the State of Kuwait to disguise the illegitimate
source of the funds while also retaining KWD 15,6 million (approx. USD 50,5 million) for himself.
None of the defendants in the Kuwait case had any involvement, but all worked together with
one of the defendants to incorporate shell companies and falsify documents in an attempt to
legitimise the funds in order to satisfy the banks concerned. One of defendant was a lawyer who
used its position to forge legal documents and was also the acting director of shell companies
used to disguise the true beneficial owner of the companies receiving the funds.

Case study 2 - Third-party ML

The case was initiated in 2018 by an intelligence report from the MOI indicating that, as a
continuation of the investigations and inquiries that took place regarding the offenses of
misappropriating public funds of a government entity for which a final judgement of conviction
was already rendered. The funds subject of the predicate crime (KWD 4,5 million, approx.
USD 14,5 million) went through a number of financial transactions in several accounts and
banks inside and outside the State of Kuwait controlled by relatives of the first defendant in a
scheme to disguise and obscure the true nature of those funds.
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The investigations revealed that the first defendant had intentionally issued transfer orders
from the government entity’s account to the bank accounts of several companies. This was
followed by transfers issued by the owners of those companies into the trading account of the
first defendant’s brother in the foreign jurisdiction. This person kept a part of the sum in his
trading account and transferred a part back into his bank account in the State of Kuwait. Then,
within a short period, he redistributed that amount to the accounts of companies and individuals
with whom he has family relations, including the wife of the first defendant and who in turn
transferred most of these funds abroad to bank accounts in the European Union.

Five of the six defendants in this case were convicted of ML offence, including one in absentia,
by the Court of Appeal. The case is currently being reviewed by the Court of Cassation.

Effectiveness, proportionality and dissuasiveness of sanctions

209. Money laundering in Kuwait is a felony, which carries a minimum imprisonment sentence
of 3 years and a maximum of 10 years. The monetary penalty for both natural and legal persons
is a fine of no less than half and up to the full value of the funds that were the objects of the offence.
In cases where aggravating factors are met, the penalties can go up to 20 years imprisonment and
a fine twice the amounts of the funds. Sanctions for ML are also stronger than for several predicate
offences such as corruption, fraud, usury, private embezzlement. The below table summarises the
range of sanctions for different offences in Kuwait.

Table 3.16. Range of sanctions for different offences, including ML and TF

Offence

Prison Sanctions (aggravating
circumstances)

Fines (aggravating circumstances)

ML
TF

Fraud
Usury
Corruption Offenses (Public Funds)

Private Embezzlement and Breach of
Trust

Human Trafficking

Drug Trafficking

Theft and Burglary

Gambling

Alcohol Trafficking

Damage of National Interests
Bribery

Psychotropics Trafficking

Joining a prohibited organisation

10 years imprisonment (20 years
imprisonment)

15 years imprisonment (20 years
imprisonment)

3 years imprisonment
1 year imprisonment

5 years imprisonment (life imprisonment)
3 years imprisonment

15 years (capital punishment)
Life imprisonment (capital punishment)

2 years imprisonment (up to life imprisonment)
3 months imprisonment (2 years imprisonment)
10 years imprisonment
15 years imprisonment, not less than 3
10 years imprisonment
10 years imprisonment (15 years
imprisonment)

10 years imprisonment (15 years
imprisonment)

Not less than half the ML amount (double the
amount)

Not less than the TF amount (double the amount)

Not more than 225 KWD
75 KWD
Double the misappropriated amount
225 KWD

150 KWD (1,125 KWD)
37.500 KWD (150 KWD)

Double the amount of the bribe
10,000 KWD

210. Kuwait’s ability to successfully prosecute and apply effective, proportionate, and
dissuasive sanctions in ML cases has increased over the reporting period and is significant.
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Sanctions for ML in Kuwait against natural persons are effective, proportionate and dissuasive.
Prison sentences have been applied in 91 ML cases over the reporting period with sentences of
more than 5 years handed down in 90% of these cases. Prison sentences have increased in line
with the number of ML convictions during this period. Fines have been applied in 107 ML cases
over the reporting period, with 64% of those fines being above KWD 100 000 (approx.
USD 322 000). Similarly, the number of fines allocated during the reporting period follows a
similar trend as the increasing in the number of ML convictions. At the same time, the number of
suspended sentences remained steady over the reporting period.

Table 3.17. ML convictions - sentences imposed

ML conviction sentence 2018/2019 2019/2020 2020/2021 2021/2022 2022/2023 Total
Fines
Up to KWD 100,000 (approx. USD 322 5 6 9 6 13 39
000)
> KWD 100,000 and up to KWD 500,000 2 2 3 10 1 28
(approx. USD 1,6M)
> KWD 500,000 and up to KWD 1 3 1 6 2 13
1,500,000 (approx. USD 4,8M)
> KWD 1,500,000 (approx. USD 4,8M) 0 1 14 1 11 27
Total 8 12 27 23 37 107
Imprisonment sentences
3to 5 years 2 0 4 6 3 15
510 7 years 2 5 10 7 13 37
10 years 4 7 4 9 1 35
More than 10 years 0 1 0 3 10
Suspended sentence 1 1 2 0 2 6
Total imprisonment sentences 9 14 26 22 32 103

Note: some of the cases that were referred to Court are still being examined by the Courts.

211. When prosecutions against legal persons are secured, the sanctions are effective,
proportionate and dissuasive. As indicated in the below case (box 3.6), significant fines have been
applied against legal persons convicted for ML in addition to ordering their liquidation in some
cases.

Table 3.18. ML convictions of legal persons (2018-2023)

2018 -2019 2019 -2020 2020 - 2021 2021 - 2022 2022 - 2023 Total
Type of legal
Persons
o o e e o o
3 g 3 g 2 g 3 e 3 e 3 g
2 2 s 2 2 2 2 2 2 2 2 2
=4 =} =% =) =4 =) =4 =) =4 =) =4 =
g 8 g 8 8 S 8 g g g g S
Company 3 0 0 1 0 3 8 0 1 4 12 8
Association
Associations 6 0 0 0 0 0 0 0 0 6 6 6

Note: some of the cases that were referred to Court are still being examined by the Courts.

Anti-money laundering and counter-terrorist financing measures in Kuwait |© FATF-MENAFATF 2024



72| CHAPTER 3. LEGAL SYSTEM AND OPERATIONAL ISSUES

Box 3.6. Sanctions against legal persons convicted for ML in 2022/2023

In fiscal year 2022/2023, 10 legal persons were convicted for ML in three different cases. Below
is a summary of the sanctions imposed against those legal persons.

Case 1: The court ordered the permanent prohibition from practicing commercial activities and
office closures for all six legal persons. In addition, two of the legal persons were respectively
fined KWD 1,000,000 KWD (approx. USD 3,2 million) and KWD 1,970,911 (approx. USD 6,4
million).

Case 2: The court fined three legal persons collectively with five natural persons a total sum of
KWD 120,668,569 (approx. USD 389 million) and also order the permanent prohibition from
practicing commercial activities for the three legal persons.

Case 3: The court fined the legal person a sum of KWD 375,450 (approx. USD 1,2 million) and
ordered the liquidation of the legal person.

Use of alternative measures

212. Kuwait authorities indicated that when the accused is not a Kuwaiti national and an ML
conviction cannot be secured, alternative measure such as deportation of the offender can be
taken but are not routinely adopted.

Overall conclusions on 10.7

LEAs are well resourced to identify and investigate ML. However, identifying ML cases through
parallel financial investigations is limited and the number of parallel financial investigations is
low, possibly due to a lack of coordination among LEAs on the different types of predicate
offences. While Kuwait has overall increased its investigations for ML, the only predicate offence
driving this increase is fraud while others remained steady. Except for fraud, the number of ML
investigation remains steady in relation to most predicate offences and, as such, cases have not
increased in line with investigations for predicate offences.

Kuwait mainly prosecutes simple ML cases where there is a high probability of securing a
conviction, namely cases where the predicate offence has a clear financial nexus, such as fraud,
corruption and usury. However, due to shortcomings in relation to the assessment of risk, Kuwait
is not investigating and prosecuting ML fully in line with its risk profile.

Kuwait’s efforts to pursue ML are limited by challenges in securing ML convictions. Kuwait has
secured 56 ML convictions during the reporting period this figure is low in comparison to
convictions for other offences predicate offences and most ML cases relate to simple cases of self-
laundering. Limited cases involving professional ML enablers or other third parties not involved
in the commission of the predicate offence are not being prosecuted to an appropriate extent.

Kuwait applies dissuasive, proportionate, and effective sanctions against natural persons, but in
practice there is a lack of criminal liability against legal persons. Furthermore, Kuwait does not
apply alternative measures in a significant way when prosecutions cannot be secured.

Kuwait is rated as having a moderate level of effectiveness for 10.7.
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Immediate Outcome 8 (Confiscation)

213. The AML/CFT Law (Law 106/2013) makes confiscation of funds a mandatory penalty in
the event of a conviction for ML/TF. Confiscation extends to funds and instrumentalities that are
proceeds of crime and to proceeds and instrumentalities intended for use in ML or predicate
offences (see Recommendation 4). The law also allows for non-conviction-based confiscation
when the perpetrator of the offence is deceased.

214. In Kuwait, the PPO is the sole authority in charge of implementing confiscation orders as
well as of taking provisional measures in relation to seizing and freezing of assets. There is no
legal provision enabling other competent authorities to identify, trace and evaluate property that
is subject to confiscation. However, in practice MOI, KwFIU, Nazaha and GAC can, in the course of
their inquiries, assist the PPO in identifying funds and assets that could be subject to provisional
measures and/or confiscation. These authorities can also request that the PPO initiates freezing
action but cannot undertake freezing actions themselves. For example, in the case of a suspicious
transaction notified to KwFIU in the form of an STR, the FIU would need to ask the PPO initiate
freezing of the asset.

Confiscation of proceeds, instrumentalities and property of equivalent value
as a policy objective

215. Kuwait pursues the confiscation of proceeds, instrumentalities and property of equivalent
value as a policy objective to some extent. Confiscation is not a focus of Kuwait's AML/CFT
National Strategy and Action Plan (2022-2027) and although prioritised to some degree at a
national level, enhancing confiscation is not identified as a strategic priority in the National
Strategy and there are no actions in the Action Plan aimed at increasing confiscation, despite the
low levels of funds seized. There is one action on coordinating domestic cooperation to provide
assistance to foreign countries on recovering funds and assets related to foreign predicate
offences.

216. Competent authorities do not have a specific written policy concerning the identification,
tracing, freezing and seizure of proceeds and instrumentalities of crime. This is acknowledged as
an area requiring improvement and the authorities are currently working to address this.
However, competent authorities have guidelines on how to conduct operational activities in
relation to the identification of assets in the course of a financial investigation. The PPO’s ML
Financial Investigations Procedures, although not a policy, does set out the need to identify assets
owned by domestic suspects during a criminal investigation. This involves liaising with the MOJ
for real estate properties, the MOI for vehicles and the CMA on securities and shares ownership.
The procedures do not provide any instructions on investigating assets that could be located
abroad. In its guidelines for Combating ML/TF, the MOI has a procedure on how to deal with a
decision from the PPO on the seizing of funds.

217. LEAs pursue identification of assets to be seized and/ frozen in the course of their
investigations as a general principle. Once the PPO has issued a freezing or seizing order, this is
circulated to all stakeholders, relevant authorities and obliged entities who must freeze the funds
or assets and notify the PPO. Freezing orders are not bound by a timeline, and the PPO has the
complete discretion to rescind or amend an order at any time. Concerned parties may file an
appeal against the freezing or seizing to the competent court within one month from the date on
which the order was issued. The court must decide on the appeal promptly, either by rejecting it
or by cancelling or amending the order and establishing the necessary guarantees if necessary. An
appeal may not be made again until three months from the date of the decision on the first
complaint.
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Table 3.19. Statistics on criminal cases, judicial decisions on seizures (provisional
measures) and confiscations (2018-2023)

Year 2018/2019 = 2019/2020 2020/2021 2021/2022 | 2022/2023 | Total
Total number of criminal cases investigated 16 588 16 843 17 079 19 081 21442 | 91033
Total number of cases where conviction was secured 3751 4640 4979 7199 11424 | 31993
Number of cases issued with provisional measures 9 2 28 5 8 52
Number of confiscation orders in ML cases 1 10 1 12 19 53
Number of confiscation orders in non-ML cases 701 737 546 698 679 = 3361

218. Kuwait issued 3 414 confiscation orders over the reporting period, which represents an
average of 683 confiscation orders per year (see table 3.19). Those figures indicate that Kuwait
pursue confiscation as a policy objective to some extent. When read in conjunction with the
amounts recovered, it appears that confiscation is pursued as a policy objective in relation to ML
cases and to a lesser extent for non-ML cases. Some of those cases only generate marginal criminal
proceeds, which would not lead to confiscation measures being considered. During the reporting
period, Kuwait has been able to confiscate and recover over KWD 167 million (approx. USD 541
million) which represents a significant amount (see table 3.21). In ML cases, Kuwait issued 53
confiscation orders for an amount of more than KWD 521 million (approx. USD 1,6 billion), which
represent an average of KWD 9,8 million (approx. USD 29,5 million) per confiscation order. This
represents a significant amount and highlights that Kuwait pursues confiscation in those cases. In
non-ML cases, Kuwait issues 3 361 confiscation orders for an amount of KWD 22,3 million
(approx. USD 67,2 million), which represent and average of KWD 6 600 (approx. USD 20 000) per
confiscation order. Despite the significant number of confiscation orders issued, the amounts
involved in non-ML cases are less important but still represent an achievement. The results of
confiscation should be taken in the context of the wealth of Kuwait.

Confiscation of proceeds from foreign and domestic predicates, and proceeds
located abroad

219. Despite Kuwait having an appropriate legal framework to pursue confiscation (see
Recommendation 4), discussions with the authorities highlighted that most confiscation is
undertaken when cases relate to ML or corruption of public officials. Even though Kuwait's LEAs
have seized and confiscated funds and assets of suspects and accused persons that represent
important amounts, Kuwait’s restrictive approach to confiscation has limited the range of offences
where confiscation is applied. Furthermore, Kuwait’s challenges in securing ML convictions (see
3.3) greatly impact competent authorities’ ability to secure confiscation in all criminal cases.

Table 3.20. Value of assets seized and confiscated in cases that do not include an ML
offence (2018-2023)

Year 2018/2019 2019/2020 2020/2021 2021/2022 2022/2023 Total
Value of assets seized (KWD) 9598 845 1395 467 3241 557 1852 330 2105 231 18 193430
Value of assets confiscated (KWD) 260 497 1204 565 18 458 836 1067 076 1352 046 22 343020
Number of confiscation orders 701 737 546 698 679 3361

220. As previously highlighted, not all crimes generating significant financial proceeds are
considered to have an ML component in Kuwait. Despite Kuwait’s all-crime approach, with all
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offences considered as ML predicate offences, competent authorities are mostly limited to ML and
public corruption cases when it comes to provisional measures while confiscation has been
pursued to a wider extent in other cases.

221. Case studies indicate that when the Courts overturn an ML conviction, even if the
defendant is convicted for the predicate offence, confiscation is not likely to be pursued. On
average, Kuwait confiscated approximately KWD 1 million per year in cases that do not include
an ML offence, with the noticeable exception 0of 2020/2021 where more than KWD 18 million was
confiscated (see table 3.20). Kuwait has issued confiscation orders in ML cases for an overall
amount of approx. KWD 520 million (see table 3.21), while confiscating approximately KWD 22,3
million in non-ML cases. Hence, Kuwait has demonstrated its ability to secure confiscation in both
ML and non-ML cases. Yet, confiscation in non-ML case remains lower and Kuwait is to a lesser
extent depriving criminals of funds and assets acquired through illegal activities outside of ML

Table 3.21. Total value of funds frozen, seized, confiscated and returned (2018-
2023)

2018/2019 2019/2020 Total
2020/2021
2021/2022
2022/2023
ML cases Non-ML cases ML | Non- ML | Non- ML = Non- ML | Non- ML | Non-
cases ML cases ML | case ML | case ML cases ML
case case s | case s case case
S S s S s
Frozen and 24 361 753 9598 845 1000 1395 | 30106 | 3241 6180 1852 126 | 2105 = 60775 27
seized +6 real 467 429 + 557 508 330 236 231 926 + 739
(KWD) estates 21 real 27 real 435
estate estate
+64 +64
vehicle vehicle
s+1 s+1
boat boat
Confiscation 1800 + 260497 @ 28280 1204 114 18 6784 1067 370 1352 520 22
orders 2 vehicles 444 + 565 782 458 045 076 324 046 173 343
37 real 773 836 616 678 + 020
estate 37 real
+6 estate
vehicle +8
s vehicle
S
Actual 136 1542 47 29 167
confiscation 102 753 023 643 335
(recovered) 079 392 247
Returned to 1322975 0 18 532 0 0 19 855
defendant 374 349 +
(appeal or 16 real
acquitted) estate
+52
vehicle
s+1
boat
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222. Kuwaitissued confiscation orders for more than KWD 520 million (approx. USD 1,7billion)
and 32% of this amount (KWD 167 million, approximately USD 518 million) was actually
recovered during the reporting period. Over the reporting period, Kuwait has steadily increased
its efforts to pursue confiscation when achievable. Nineteen confiscation orders were issued in
2022/2023 against one in 2018/2019, highlighting enhanced efforts by the authorities. As
indicated under 107, the overall number of ML convictions secured during the reporting period is
102, while 53 confiscation orders were issued. This means that for ML cases where a conviction
was achieved, a confiscation order was issued in approximately half these cases. The reasons for
confiscation not being pursued post-conviction in an ML cases relates to the absence of criminal
proceeds held by the defendant or the preservation of bona fide third parties.

223. In addition to bank account assets, Kuwait confiscates a wide range of criminal property,
including cash, vehicles, real estate, and shares in companies (see table 3.21). Kuwait has also
confiscated instrumentalities of crimes, in the form of drugs, mobile phones and forged
documents. During the onsite, the authorities also mentioned that in an ongoing case they will be
seeking confiscation of virtual assets once the final judgement has been rendered.

224. Confiscation against legal persons/entities is the exception in ML cases, despite most of
the presented cases illustrating the important involvement of such entities in complex ML
schemes. In some rare cases, fines are ordered against legal persons, however, these cannot be
considered as an adequate replacement for confiscation orders themselves.

225. The PPO is responsible for managing assets that have been seized, frozen and confiscated.
Even though it has a basic mechanism for registering seized and confiscated assets on a case-by
case basis, there is no comprehensive system for managing and disposing of them, which raises
concern in light of the country’s profile and the value of such assets. From discussions with the
authorities, the PPO is working on the creation of a specific unit dedicated to the management of
seized assets. Currently, in the absence of a comprehensive system, the PPO has to safeguard the
value of the assets seized on a case-by-case basis, for both movable and immovable assets such as
cars, boats and real estate. Hence, it is challenging for the authorities to provide statistics on the
value of the immovable assets seized and confiscated which is only determined upon the sale of
the assets, as reflected in table 3.21.

Table 3.22. Number and value of reimbursement orders in public funds cases (2018-
2023)

Year 2018/2019 2019/2020 2020/2021 2021/2022 2022/2023 Total
Number of reimbursement orders 5 5 13 13 24 60
Value of reimbursement orders (KWD) 159 709 426 798 6222 391 2651030 91193576 = 100 653 504
Value of reimbursement secured (KWD) 11567 181 155 323 742193 10435579 | 27155181 50 055 457

Note: the value reimbursement secured might exceed the value of reimbursement order. The authorities
indicated that in many cases the defendants return the amount seized to the victim - the public authority
that had its funds embezzled - in public funds cases before the court renders its judgement. In such cases,
and as the full amount was reimbursed by the defendant before the judgement, the Court would not issue
a reimbursement order and would highlight that the defendant had reimbursed the sum embezzled.
Therefore, a reimbursement order was not needed.

226. The Public Funds Protection Act (Law 1/1993) in Kuwait specifically deals with the
misappropriation and misuse of public funds. Offenders under this law are subject to “restitution”
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(i.e., the recovery of embezzled funds) in addition to any fine allocated.® Although not a
confiscation measure, the practical effect of the measure is still to recover the proceeds of the
crime following an order by the court. The Public Funds Protection Act also allows a Court to order
restitution from the family of an offender, even if the offender himself cannot be prosecuted
because of the expiry of the statute of limitations of the crime. Over the reporting period, 60
reimbursement orders were issued amounting to more than KWD 100 million, with an important
increase on both the number of reimbursement orders and their value. While this is an important
measure, the significant importance of this alternative mechanism also raises questions on the
ability of Kuwait competent authorities to secure confiscation in public funds cases. In addition,
the fact that there are more reimbursement orders (60) for public fund cases than confiscation
orders (53) for all criminal cases, further emphasises the challenges faced by the authorities to
secure confiscation in non-public funds criminal cases.

Box 3.7. Case Study - Restitution case

Case Study - Hospitality Case

In 2018, the MOI reported to the PPO the findings of their budget auditing by the State Audit
Bureau. Concerns were raised on the “hospitality clause” in the MOI's budget. After
investigations, it was found that a high-level official within the MOI misappropriated the
ministry’s funds through agreements with different hotels to forge invoices stating, contrary to
the truth, that the amounts mentioned in them are payments made for accommodation and hotel
services in return for 40 % of the amounts in the invoices.

The investigation revealed that the main defendant (MOI official) used the sums allocated for
him to purchase real estate in the State of Kuwait after completing a number of transactions to
conceal and disguise the true nature of the funds.

The Court of Cassation rendered its final judgement in 2023. Sixteen of the seventeen defendants
were convicted, including nine for ML. Restitution was ordered for cumulative amounts of KWD
32,3 million (approx. USD 104,6 million).

No confiscation order was issued in this case.

Provisional measures

227. Once competent authorities have identified the predicate offence and additionally started
an ML investigation, they are able to expeditiously obtain freezing orders. They also have the
available tools to identify and trace the assets targeted for such orders, especially in domestic
cases. All assets owned by suspects can be initially frozen and seized without having to prove that
they are directly derived from their criminal acts.

228. Kuwait demonstrated that it seizes a range of assets including cash, bank account assets,
real estate, precious stones/metals, watches, vehicles (including boats), safe boxes and shares.
However, the value of assets that were returned to defendants is significant. Out of the KWD 60
million seized during the reporting period, 33% (over KWD 19 million) were returned to

By law, the fine corresponds to “twice the value of what was embezzled, seized or
facilitated”.
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defendants, in addition to 81% of the vehicles and the only boat that was seized which was also
returned. While in some cases the return of assets is justified by the fact that the individuals were
acquitted in other cases confiscation order could not be pursued, for example, because the assets
were considered not to be part of the offence.

229. Kuwait's competent authorities have resorted to provisional measures to some extent in
ML-cases but are limited in their ability to apply provisional measures in non-ML cases. Kuwait’s
law provides for the freezing or seizing of funds or instrumentalities when they are related to a
ML, TF or predicate offence. Despite Kuwait’s all crime approach, competent authorities indicated
that implementation of provisional measures prove to be more challenging in cases not directly
related to ML or TF. Funds and/or assets were seized or frozen in only 52 cases that had an ML
nexus. This figure has not increased over the reporting period despite the steady increase in the
number of ML investigations (see table 3.12). Even if provisional measures are mostly restricted
to ML cases, the 52 seizing orders appear low in comparison with the 395 ML investigations that
were launched during the evaluation period.

230. Thelower number of provisional measures (52) than confiscation orders (53) in ML cases
over the reporting period also highlights the obstacles authorities are facing when identifying
funds and assets in criminal cases. According to the authorities, although prosecutors seek to seize
or freeze funds in every case they examine, this is not always possible as in many cases criminals
will have taken steps to conceal, dissipate or dispose of assets before the offence for which they
are being prosecuted is discovered. They argue that funds may also have been transferred abroad,
in which case a process of international liaison needs to be followed before a freezing order could
have effect, something that could take many years to achieve. In addition, authorities mentioned
that the timeliness for competent authorities to refer a case to the PPO has an impact on the ability
to freeze and seize assets. It is unclear if the authorities have taken steps over the reporting period
to offset the obstacles identified.

Confiscation related to foreign predicate offences and proceeds of crime moved to
other countries

Table 3.23. Value of assets confiscated located abroad, for all crimes (2018-2023)

Year 2018/2019 2019/2020 2020/2021 2021/2022 2022/2023 Total

Value of assets confiscated (KWD) 0 0 0 968 250 | 75617020 76 585 270

231. Asoutlined by the authorities through cases studies and discussions and described above,
Kuwait faces a sizeable risk from proceeds of crime moved and dissipated to other countries. This
is a particular risk for ML cases because proceeds may be laundered using schemes involving legal
persons or individuals acquiring high-value assets such as real estate or holding accounts in
foreign jurisdictions as illustrated through case studies. To some extent, case studies also indicate
that Kuwait may be used to launder proceeds from foreign predicate offences.

232. Requests to overseas authorities to trace, freeze and recover assets are the most common
type of MLA requests sent. Sixty-four requests have been made to trace and freeze assets in the
assessment period and eight have been made to recover assets at the completion of the criminal
prosecution process. For foreign predicate offences, Kuwait is limited in its ability to rapidly
investigate and initiate confiscation due to difficulties in securing international cooperation (see
102). However, in three cases, the PPO successfully recovered assets located abroad: in July 2018,
from the UAE; in May 2021 from Switzerland (USD 3,135,394 million) and in November 2022 from
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Bahrain (an amount of KWD 30,088,646.894, approx. USD 98 million). Kuwait was able to secure
confiscation of assets located abroad in one significant case (see box 3.6 above, case study 1).
However, this case has been appealed and is at the level of the Court of Cassation. Apart from this
case, Kuwait was able to confiscate assets located abroad in 2021/2022 for an amount of KWD
968 250 (approx. USD 3,1 million).

Box 3.8. Provisional measures and confiscation Case Studies

Case study 1 - Confiscation in fraud and money laundering case

The case was initiated in 2018 by the MOI indicating that an inmate in the Central Prison serving
his sentence is using communication devices which he entered to his cell illegally to create fake
accounts on social media websites in order to falsely impersonate individuals from the ruling
family and business personalities. The accused lured victims and defrauded them of their funds
by offering investing opportunities relating to buying and selling luxury watches and jewelry
using the help of eight accomplices who, with prior knowledge of the criminal scheme, acted as
his representatives in order to acquire the victims’ funds. They acquired through that scheme a
total amount of KWD 2,593,399 (approx. USD 8,2 million) victims in cash, monetary transfers,
and luxury watches.

Final judgement was rendered by the Court of Cassation in 2021 convicting all defendants and
sentencing the first defendant to ten years in prison and his accomplices to four years and a fine
in the amount of 1,500,000 KWD (one million and five-hundred thousand Kuwaiti dinars) and
confiscating property of the equivalent value in the total amount of KWD 2,593,399.

Case study 2 - Seizure and freezing of cash related to alternative hawala.

In 2023, the KwFIU sent a report to the PPO based on an STR received from a bank indicating
that the defendant received within a single year KWD 1,6M (approx. USD 5,2 million) from
different individuals despite having a pension of KWD 1 500 (approx. USD 4 890) as his only
source of income. Most of those funds were withdrawn in cash while others were transferred to
relatives of the defendant.

The PPO issued a freezing order for all the assets in the defendant’s name except the monthly pension
he receives. The investigation is still ongoing.

Confiscation of falsely or undeclared cross-border transaction of
currency/BNI

233. Cashremains a dominant method of payment in Kuwait’s economy. Since 2022, exchange
companies in Kuwait have been importing more than KWD 1,3bn (approx. USD 4,3bn) in cash to
meet with foreign currency demands for nationals and Kuwait’s large expatriate population.
Kuwait is located close to several high-risk and unstable jurisdictions in the Middle East such as
Syria and Yemen, shares a land border with Iraq and also shares a sea border and has significant
trade links with Iran. Every year, millions of passengers and significant amounts of goods enter
and leave Kuwait which presents an elevated risk environment for cash being falsely declared and
moved into, through and out of the country.
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234. Kuwait has the necessary powers to seize falsely or non-declared cash couriers which are
required to declare the value of currency or BNIs exceeding KWD 3 000 (approx. USD 9 714), see
Recommendation 32.

Table 3.24. Currency disclosures and declarations in Kuwait (2018 - 2023)

2018 2019 2020 2021 2022 2023 Total

Arriving passengers 10720 287 10 772 566 2743 365 2426 021 8795 884 9132379 44 590 502
Arrivals declarations / 126 110 25 26 213 50 550
disclosures

Value (KWD) 669 685 560 140 661 096 1012 843 6 356 995 1122 589 10 383 348
Departing passengers 10641116 10 789 686 2897 464 2686 481 8 458 757 8975490 44 448 994
Departure 202 592 198 291 1084 335 2702
declarations/disclosures

Value (KWD) 1557 729 2634 387 975 653 4824 325 17 267 381 4986 446 32245921

Note: Figures for 2023 are until April 30

235. As noted under Chapter 2 (National AML/CFT Policies and Coordination), although the
GAC is part of the NAMLC, and was involved in the NRA process, it was not able to provide any
details on significant risks or the type of cross-border activities during the onsite. When asked,
GAC indicated that officers at the borders pro-actively monitor passengers and search for cases of
non-declaration, especially for passengers coming from high-risk jurisdictions. However, no
information was provided to the Assessment Team in relation to which jurisdiction would be
regarded as high-risks, or the types of measures that are undertaken to mitigate risks stemming
from cross-border movements. This raises significant concerns over competent authorities’
understanding of ML/TF risks in relation to cross-border movements and the capacity of the GAC
to identify ML/TF.

236. GAC'srolein detecting and investigating ML/TF in Kuwait is limited. GAC has an AML/CFT
Department comprising 98 officers spread across all entries point for the approximately 44
million travellers departing and arriving in Kuwait over the past 5 years. GAC is in charge of
overseeing and maintaining the cash declaration system, conducting searches on the GAC'’s
internal IT systems in respect of cash declarations, monitoring the travel of certain individuals
suspected of involvement in criminal offences, receiving and managing cases of non and false
declarations, and conducting preliminary inquiries in these cases. However, GAC’s role mainly
consist of determining whether or not there is a case of false or non-declaration. If subsequent
inquiries are needed, the MOI will take over the case as it also stations officers at each point of
entries in order to liaise with and assist GAC officers. There is no MoU between GAC and the MOI
which could potentially better help detect ML/TF cases stemming from cross-border movements
of cash.
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Table 3.25. Cross-border declarations of cash and BNIs by Exchange Companies
(2022 -2023)

2022 2023 Total
Incoming Outgoing Incoming Outgoing Incoming Outgoing
Number of cash declarations 1807 187 650 127 2457 314
Value of cash declarations (KWD) 1010 200 832 88091281 = 349963 631 52 481 499 1360 164 463 140 572 780
Number of non/false declarations 0 0 0 0 0 0

237. Massive amounts of cash are physically imported by exchange companies in Kuwait since
2022, as shown in the above table. GAC has measures in place to monitor those import and export
of cash by exchange companies. Authorities reported that imported and exported cash for
exchange companies is of legitimate sources and authorities never encountered a situation where
the declaration that accompanied the cash was found to be inaccurate. Case studies have shown
that exchange companies are often used in both ML and TF cases either to launder or move
proceeds. More than KWD 1,3bn (approx. USD 4,3bn) has been imported in cash by exchange
companies in Kuwait and more than KWD 140 million has been exported over the past two years.
Those significant volumes coupled with the persistent compliance deficiencies related to the
exchange company sector (see Chapters 5 Preventative Measures and 6 Supervision) raises
concern that proceeds of crime could be transferred in a large scale via cross-border movements
of cash.

Table 3.26. Non / False cash declarations

2018 2019 2020 2021 2022 2023 Average

Number of cash declarations 328 702 223 317 1,297 385 542
Value of Cash Declarations (KWD) 2227 414 3194527 1636749 5837168 = 23624376 6109035 7104878
Number of non/false declarations 9 4 2 1 4 0 3
Number of penalties for non/false 9 4 2 1 1 0 3
declarations

Value of penalties for non/false 2009 675 140 140 38470 48 763 25157 0 377034
declarations (KWD)

Number of reports to the MOI/PPO 9 5 3 2 3 1 0

Note: Figures for 2023 are until April 30.

238. Competent authorities did not identify any cross-border movement in relation to ML or
TF which is not in line with the country risk profile or provide case studies demonstrating cash
for ML/TF was seized. Despite 17 cases of non/false declaration of cash detected, they were no
ML cases in relation to those over the reporting period. GAC has reported 23 suspicious® cases to
the MOI/PPO over the reporting period, yet none had an ML or TF component. According to the
authorities, those cases related to smuggling or non-disclosure of cash with no ML element.

10 It is unclear why the number of reports sent by GAC to the MOI/PPO is higher than the

number of non/false declaration. Authorities indicated that the discrepancy could be due
to differences in the way GAC and MOI/PPO are counting those reports.
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239. Outofthe 17 cases of false/non-disclosures, 12 led to convictions and eight to confiscation.
All the convictions were only in relation to non-disclosure or false disclosure and not for ML or
other predicate offences. This raises some concerns on competent authorities’ ability to identify
and investigate cross-border movements for ML and TF purposes. In cases where a confiscation
ruling was not achieved, the judges considered that the undeclared funds were from legitimate
sources.

240. Sanctions for non/false declarations of cash are limited to a maximum prison sentence of
1 year and a penalty, which cannot be considered as an effective and dissuasive sanction to
prevent criminals from committing such offences.

Box 3.9. Failure to cash disclosing requirements case studies

Case study - False declaration at land border

In 2023, the MOI referred a GAC report to the PPO indicating that a suspect submitted a false
disclosure upon entering the country through a land border in 2022. The suspect disclosed that
they were in possession of (USD 10,000), but upon searching them by the GAC inspector they
were found to possess (USD 30,000). Despite denying the illegitimate nature of the funds, the
PPO seized the total amount of the funds. The case is pending final ruling.

Case study - Non declaration

In 2019, a non-Kuwaiti traveller going through Kuwait International Airport was stopped by a
GAC officer and asked if they had anything to declare. The individual indicated that they didn’t.
However, during a subsequent search AED!! 1,3 million (approx. USD 354 000) were found in
the passenger’s possession. The passenger was unable to provide proof regarding the source of
the funds. The defendant was convicted of non-disclosure and there was no confiscation despite
the entire amount having been seized initially.

Consistency of confiscation results with ML/TF risks and national AML/CFT
policies and priorities

241. Overall, confiscation results in Kuwait in line with the ML risks faced by the country to
some extent. Competent authorities describe Kuwait as a safe and peaceful low crime jurisdiction
where most offences are of low sophistication and do not involve large sums of money or complex
techniques. However, case studies and exchanges with LEAs during the onsite demonstrate that
there are some highly complex fraud and corruption cases, as well as significant amounts of
proceeds of crime being generated in Kuwait. The overall number and value of confiscations,
especially in ML and public corruption cases, is to some extent in line with those threats.

242. Additionally, Kuwait faces a sizeable risk from proceeds of crime moved to and dissipated
in other countries. This risk is not reflected sufficiently in the NRA or AML/CFT Strategy and
Action Plan. There is a particular risk for ML cases concerning proceeds that are laundered using
schemes involving legal persons or individuals acquiring high-value assets such as real estate or
holding accounts in foreign jurisdictions. The understanding of risk related to cross-border

11 United Arab Emirates dirhams.
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movements needs to be strengthened and further efforts should be taken to identify potential
related ML and TF activities.

Overall conclusions on 10.8

Kuwait has been able to confiscate proceeds of crime and instrumentalities, especially in ML and
corruption cases and confiscation is prioritised at a national level to some extent. Kuwait’s
challenges in securing ML convictions can impact competent authorities’ ability to secure
confiscation in other criminal cases. Kuwait has also been able to confiscate assets in non-ML or
corruption cases, yet it has a more restrictive approach in such cases. Kuwait also demonstrated
its ability to confiscate proceeds from foreign predicates in a few cases involving significant
amount. Kuwait has resorted to provisional measures to some extent and demonstrated that it
can seize and freeze a wide range of assets. However, provisional measures are resorted to a
much lesser extent especially in non-ML cases.

Confiscation has not been identified as a strategic priority in the AML/CFT National Strategy and
Action Plan. Competent authorities have written procedures concerning the identification,
tracing, freezing and seizure of proceeds and instrumentalities of crime. The has a basic
mechanism for recording frozen, seized or confiscated assets on a case-by-case basis and is still
in the process of implementing a comprehensive process for managing and disposing of these
assets.

Despite significant amounts cash passing through its borders, Kuwait did not identify any cross-
border movement in relation to ML or TF which is not in line with the country risk profile.

Kuwait is rated as having a moderate level of effectiveness for 10.8.
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Chapter 4. TERRORIST FINANCING AND FINANCING OF PROLIFERATION

Key Findings and Recommended Actions

Key Findings

TF investigation and prosecution (Immediate Outcome 9)

1.

Kuwait considers its TF risk as low, which is inconsistent with its
geographical location and does not align with some important TF cases that
were prosecuted during the reporting period. The classification of TF as
low risk broadly aligns with the view of most competent authorities, which
highlights their limited understanding of the TF threats faced.
Notwithstanding, the authority directly mandated to deal with terrorism
and TF has a more robust understanding of domestic and international TF.

Kuwait prosecutes and convicts TF to a limited extent, and largely in
relation to the collection and movement of funds by individuals to terrorist
organisation abroad. Those cases are relatively “simple” since they cover
individuals who acknowledge joining a terrorist organisation and directly
send funds to it.

Prosecutorial authorities face serious challenges in achieving TF
convictions, such as limitations on the presentation of sufficient and
conclusive evidence in accordance with the standards required in court,
demonstrating the knowledge and intent elements of the TF crime,
difficulty in converting intelligence into formal evidence and barriers
posed by the lack of effective international cooperation with certain
jurisdictions. This has led to several TF cases being acquitted at trial.

Kuwait has a counter-terrorism strategy, which has not been shared with
the assessment team as it is a classified document, and it unclear whether
CFT has been integrated and used to support counter-terrorism objectives
domestically. All TF cases identified and investigated relate to the
collection and movement of funds to foreign terrorist organisation. There
is no identification of internal TF channels that could lead to terrorist
activities in Kuwait or conducted by Kuwaiti nationals.

Kuwait has taken some measures to disrupt TF activities where a TF
conviction is not practicable or cannot be secured. These include
surveillance, placement in rehabilitation centres and deportation and
removal of residency permit in the case of foreign nationals. In a few cases,
a conviction for another offence was secured when a TF conviction could
not be achieved. When a TF conviction is achieved, sentences are
proportionate, effective and dissuasive.
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Immediate Outcome 10

1.

Kuwait has a legal framework to implement TF TFS, but its actions to do so
are not based in the framework, and therefore, the measures that are taken
lack a legal basis and enforceability. For instance, the relevant committee,
the CTC, has never officially taken necessary sanctions decisions for UN
sanctions. Despite this lack of legal basis, TF TFS are implemented in
Kuwait informally. FIs and DNFBPs, generally, scan relevant lists to ensure
that they are not doing business with designated individuals or entities.
Supervisors ensure compliance with TF TFS obligations. Kuwaiti
authorities have applied freezing measures without legal basis to
individuals and entities that ought to be designated resulting in the
freezing of multi-million USD in assets. There have been some issues in
communication from the CTC, and use of the communicated information
that delay informal implementation.

The scope of the application of TF TFS is limited in Kuwait. Furthermore,
even if freezing measures were legally implemented, they would only apply
to the funds and assets of the designated natural or legal person and the
proceeds arising from them. Those parties required to implement these
measures are meant to be defined in the decisions of the CTC, but are not,
soitis notclear if all natural and legal persons are required to freeze assets.
If legally implemented, the general prohibition would apply to any person
making funds available or providing financial or other related services to
or for a designated natural or legal person but would not prohibit persons
from dealing with persons or entities who exercise indirect control or who
act on behalf of sanctioned persons.

Operationally, Kuwait takes a passive approach to TF TFS. The Kuwaiti
authorities have never considered a domestically sourced designation for
national sanctions under UNSCR 1373, even though there appear to be
opportunities to do so. Kuwait has not proposed any names to the UN
committees. The authorities have also received and considered hundreds
of third country ‘trigger events’ and requests pursuant to UNSCR 1373 in
recent years. None of these have been positively actioned by Kuwait due to
them all either containing errors, the individual /entity not being in Kuwait
or Kuwait was not able to gain further information that would lead to a
designation.

Kuwait has identified its NPO population and conducted an NPO risk
assessment, focusing nearly exclusively on the risks related to the
jurisdiction(s) where the NPO has projects. Assessing risk based on such
limited factors has led to the misapplication of measures to address TF
risks within the NPO sector.

Kuwait has implemented licensing measures and ongoing measures for all
NPOs that serve as a barrier to entry and discourages entering the NPO
sector. These measures, and their application, do not appear to be based on
the level of TF risk and are not targeted. Kuwait has implemented some
measures responding to the only major risk factor that Kuwait assessed,
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jurisdictional risk of TF, that can, and have been shown to actually, disrupt
legitimate NPO activity.

6. Kuwait has deprived terrorists, terrorist organisations, and terrorist
financiers of assets and instrumentalities related to TF activities to some
extent through informally applied sanctions-related freezing measures and
confiscation, in some cases.

7. Kuwait is not taking measures to prevent terrorists, terrorist
organisations, and terrorist financiers from raising, moving and using
funds in line with its risk profile.

Immediate Outcome 11

1. Kuwait has the same issues (lack of legal basis, delay) identified in 10.10
with the implementation of PF TFS without delay.

2. The scope of the application of PF TFS is limited in Kuwait. Freezing
measures would only apply to the funds and assets of the designated
natural/legal person and the proceeds that arise from them if there was a
legal basis for the freezing measures. There is no general prohibition
preventing nationals or other persons within Kuwait from providing funds
or other assets to listed natural or legal persons,

3. Funds or other assets could be detected in Kuwait when directly owned by
a listed natural or legal person. No assets have been frozen in connection
with PF TFS to date. The lack of available beneficial ownership information,
low level of intelligence availability, and uneven awareness among FlIs and
DNFBPs about TFS, may frustrate the detection of assets used in or
intended for PF and the pursuit of potential sanctions evasion.

4. FIs and DNFBPs have demonstrated an uneven understanding of TFS
obligations. There is persistent non-compliance in the implementation of
TFS obligations in all sectors in Kuwait.

5. Kuwaiti supervisors routinely inspect compliance with TFS obligations in
their supervisory activities. TFS-scoped supervisory activities cover
virtually the entire population of obliged entities. The supervisors have
shown an ability to detect non-compliance with TFS obligations.

Recommended Actions

TF investigation and prosecution (Immediate Outcome 9)

1. Kuwait's competent authorities specifically mandated to deal with
terrorism and TF should ensure their more informed understanding of TF
risk is disseminated to other participants in the CFT regime.
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Kuwait should enhance cooperation between competent authorities in
charge of terrorism and TF investigations, to ensure sufficient evidence,
including financial intelligence, is collected in the course of investigations.

Kuwait should investigate and prosecute the different types of TF activities
in line with the country’s risk profile.

Kuwait should significantly enhance its efforts to detect identify and
investigate potential TF activities related cross border movements of
currency and BNIs.

Kuwait should strengthen the understanding of TF activities through the
judicial branch, which could be achieved through the dissemination of CFT
guidance and training.

Immediate Outcome 10

1.

Kuwait should re-evaluate its process to implement legal TF designations
and required TF TFS measures to ensure a legal foundation for the
implementation and enforcement of TF TFS.

Kuwait should address the technical deficiencies in its legal framework
related to TF TFS to bring its compliance in line with the FATF Standards.

Kuwait should ensure the implementation of TFS without delay by
considering an automated system for the notification of obliged entities as
to both UN-issued sanctions as well as the National List implementing
UNSCR 1373.

Kuwait should make their National List publicly available to facilitate
communication and effective implementation of TF TFS.

Kuwait should more proactively use intelligence and other information,
including by developing leads through domestic sources and those coming
from international partners, to consider making designations. This may
include examining criminal TF cases and persons residing in Kuwait with
links to TF.

Kuwait should re-evaluate its process for determining whether there are
reasonable grounds to give effect to sanctions requests from third
countries.

Kuwait should conduct a comprehensive TF risk assessment of the NPO
sector that goes beyond the primary factor of jurisdictional risk. This
assessment should include consultation with the sector.

Based on this assessment, Kuwait should adapt the mitigating measures so
that they are proportional with and targeted to the TF risks identified.
Kuwait should take steps to reconsider and remove unnecessary barriers
to entry that discourage NPOs and measures which disrupt the legitimate
activities of NPOs.

To improve efforts to trace, seize, and confiscate funds linked to TF, Kuwait
should significantly broaden the financial investigations conducted in
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terrorism cases to identify assets and TF networks, and pursue
international cooperation where appropriate.

Immediate Outcome 11

1. Kuwait should re-evaluate its process to implement legal PF designations
and required PF TFS measures to ensure a legal foundation for the
implementation and enforcement of PF TFS.

2. Kuwait should address the technical deficiencies in its legal framework
related to PF TFS to bring its compliance in line with the FATF Standards.

3. Kuwait should enhance domestic cooperation and coordination efforts to
combat PF among competent authorities, including but not limited to GAC,
KwFIU, Mol, Ministry of Health and SSD, including on dual-use goods.

4. Kuwait should implement PF TFS without delay including by conducting
further awareness raising and outreach to both authorities and private
sector entities to make them aware of their obligations with respect to PF
TFS.

5. Competent authorities should enhance obliged entities' knowledge and
vigilance on PF controls and issue specific PF TFS guidance that provides
context to Kuwait's PF exposure, including typologies and/or indicators on
sanctions evasion.

6. Supervisory authorities should separate their statistics and activities
related to TF and PF TFS and impose dissuasive and proportionate
sanctions for failure to comply with PF TFS requirements.

243. The relevant Immediate Outcomes considered and assessed in this chapter are 10.9-11.
The Recommendations relevant for the assessment of effectiveness under this section are R. 1, 4,
5-8, 30, 31 and 39, and elements of R.2, 14, 15, 16, 32, 37, 38 and 40.

Immediate Outcome 9 (TF investigation and prosecution)

Prosecution/conviction of types of TF activity consistent with the country’s
risk-profile

244. Kuwait's categorisation of the TF risk in its NRA is inconsistent with the country’s
exposure to TF. As a result, Kuwait is prosecuting and convicting TF to a limited extent. The few
TF cases that have been investigated and prosecuted relate to the collection and movement of
funds by individuals to terrorist organisation abroad are in line with the country’s risk profile but
is not reflective of the full TF risks which Kuwait is exposed to.

245. Kuwait’'s NRA assesses the risk of TF as low, based on a low level of threat and limited
vulnerabilities. In developing this assessment, the authorities heavily relied on convictions and
did not consider other substantial information such as typologies, strategic analysis or cross
border threats. As convictions are the main threat indicator and TF prosecutions and convictions
achieved during the NRA timeframe (2016 to 2020) are extremely low, it is unsurprising that the
authorities conclude the TF threat is also low. However, as pointed out in 101, such limited
analysis is likely to have led to an underassessment of TF risk. The authorities also consider that
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the terrorism and TF threat is lower now than it has been at any point over the last decade, due to
combined international efforts to reduce the regional influence of Al-Qaida (AQ) and the Islamic
State of Iraq and the Levant (ISIL). While the threat may have reduced, these groups continue to
have significant operational capabilities and have conducted terrorist operations throughout
Syria and neighbouring Iraq over the past few years.

246. Thelow vulnerability level attributed to TF is mainly based on the NRA finding that Kuwait
had a sound and robust CFT legal framework. However, Kuwait legal framework does not cover
the criminalisation of the financing of the travel of individuals for terrorist purposes (see
Recommendation 5) which is a shortcoming in light of the country’s risk profile. Despite the
absence of such a specific provision, authorities demonstrated their ability to prosecute an
individual on terrorism and terrorism financing charges for such offence on the basis that the
defendant joined a terrorist organisation. Kuwait also considered that outreach and issuance of
guidance to the private sector contributed to decrease the country’s vulnerability to TF. However,
as set out in Chapter 5 (Preventative Measures) and Chapter 6 (Supervision), obliged entities
continue to only have a basic understanding of TF and do not apply CFT mitigation measures in a
consistent manner.

247. Competent authorities widely share the understanding of a low TF risk as outlined in the
NRA. However, different case studies suggest that significant amounts of funds have been
collected in Kuwait to fund TF activities abroad, especially in Syria and Yemen. For instance, in
one TF case over 60 million KWD was involved (approximately 195 million USD), and in another
case, funds were sent to a UN designated person. Such significant TF cases could have led the
authorities to nuance their initial finding of a low TF risk based on the risk matrix used in the NRA.

248. Prior to the reporting period, Kuwait suffered one terrorist act in 2015, perpetrated by
Da’esh. The authorities also indicated that other planned terrorist acts have been thwarted during
this period, but the number or scale of planned attack were not provided. Nonetheless, the
authorities consider that the TF risks Kuwait is exposed to only relate to the funding of terrorist
activities to be perpetrated abroad, not domestically. This narrow focus may have impacted
Kuwait’s ability to detect domestic cases of TF.

249. Despite Kuwait's overall understanding of TF risk being considered as low by the
Assessment Team, the SSD, mandated to deal with terrorism and TF, has a more robust
understanding of the risks associated with TF both domestically and abroad and considers TF as
a top priority. This knowledge is shared to a limited extent with other authorities and does not
contribute to enhancing the overall understanding of TF risks in Kuwait at a national level.

250. Over the reporting period, the PPO has prosecuted five TF cases, with two additional cases
where prosecution was initiated in 2017 but with the final judgement rendered during the
reporting period. Those seven cases cover approximately thirty defendants, all of which are
related to the collection and/or movement of funds abroad. Most of the cases investigated and
prosecuted involve relatively simple acts carried out by a single or limited number of suspects.
There have not been any prosecutions to date relating to the use of TF funds in Kuwait which is
somewhat in line with the low internal terrorism threat outlined in the NRA. Out of those seven
PPO prosecutions, convictions were secured in six cases. One of the cases relates to the direct
transfer of funds and assets, including shipments of oil, electronic devices, medical supplies and
foodstuffs, to the leader of a terrorist organisation where the defendant acknowledged his
belonging to the group. Cases that are successfully prosecuted can be regarded as simple to the
extent that the defendants recognise their affiliation with a terrorist group and directly provided
funds to those entities.
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251. Securing a TF conviction in Kuwait appears challenging. During the reporting period, more
defendants were acquitted than convicted for TF at the final stage of judgement. This suggests that
prosecutorial authorities face obstacles and challenges to convince the Court that individuals are
involved in TF activities in Kuwait. Over the reporting period, Kuwait secured TF convictions in
six cases, covering twelve defendants. However, this should not be interpreted as every TF
prosecution leading to a successful conviction. Out of the six TF cases where a conviction was
secured, in five cases the investigations started before the reporting period (2016/2017) and in
two out of those five cases, the initial referral to Court was in 2017, which is before the start of the
review period. These three cases have still been taken into account since the final judgement from
the Court of Cassation was given during the reporting period.

252. In parallel, there were four cases, covering 15 defendants, where an acquittal for the TF
offence was pronounced as a final judgement. In addition, in an on-going case, the Court of First
Instance acquitted 13 defendants of TF charges, but since the case is ongoing those figures were
not taken into consideration.

253. The above figures raise concerns on the capacity of the authorities to advance cases
towards successful outcomes. The authorities explained that they face challenges when
prosecuting TF such as limitations on the presentation of sufficient and conclusive evidence in
accordance with the standards required in court, demonstrating the knowledge and intent
elements of the TF crime, the difficulty to convert intelligence into formal evidence and barriers
posed by the lack of effective international cooperation with certain jurisdictions. Hawala
transfers and cash smuggling are mostly resorted to in TF cases and hamper the tracing of the
funds. The investigative and prosecutorial authorities, therefore, have to rely mainly on the
confessions of the accused or intelligence to prove its link with terrorist groups.

254. Convictions for TF are rarely obtained at the level of the Court of First Instance and, most
cases have to be appealed to a superior Court in order to secure a conviction. In one of the case
studies provided (see case box 4.1), tangible material evidence was provided that clearly shows
that the defendants knew that the funds were being transferred to a terrorist group or would be
used for terrorist purposes. One of the defendants was also included on a “list of known terrorists”.
However, the defendants were acquitted of TF by the Court of First Instance, prior to their final
conviction by higher Courts. This demonstrates that significant challenges exist to secure TF
convictions especially at the stage of the Court of First Instance.

255. The time it takes for an investigation to be referred to court varies greatly and range from
several years to around a few months. In one case provided by the authorities, the investigation
started in 2016 and referral to court was made only in 2020. In another case investigation started
in April 2022 and referral to the court happened two months later. There is no clear correlation
between the time for the investigation to be referred to Court and the ability to secure a
conviction.

256. Inaddition to the challenges set out above, the need to further develop the knowledge and
understanding of the judiciary on how to consider TF cases is also seen as a barrier to securing
convictions. Terrorism and TF cases in Kuwait are judged by the Criminal Courts. Due to the
specificity of terrorism and TF crimes, there may be a need for further training for Criminal Court
judges specifically on TF cases. In cases where a final conviction for TF was achieved, the
individuals either acknowledged being a member of terrorist organisation, or the PPO was able to
prove their support for such organisation. Under Kuwait’s approach to prosecution of TF, any
individual committing a TF offence is considered as a terrorist, which can increase the difficulty
of obtaining a TF conviction. As shown by case studies, individuals charged for TF either
recognised or clear evidence were provided that they had joined a terrorist organization.
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257. Finally, as highlighted under 107, it appears there is in practice limited criminal liability
for legal persons in TF cases despite Kuwait's law providing for sanctions against legal persons in
such cases. In addition, the authorities indicated that the absence of criminalisation of alternative
hawala activities was also an obstacle in securing convictions, especially in light of their use in TF
cases. In the one case involving legal persons used for TF (see case box 4.1 below), no prosecution
was sought as the authorities deemed the entity to be an innocent party, abused by the terrorist
financiers.

258.  All the above elements demonstrate that Kuwait is not adequately identifying its TF risks,
which likely results in the low number of prosecutions and convictions achieved during the
reporting period. In light of Kuwait exposure to TF risk fundamental improvements are needed in
this area.

Table 4.1. Prosecutions, convictions and acquittals for TF

2018/2019 2019/2020 2020/2021 2021/2022 2022/2023 Total

Cases | Persons = Cases | Persons = Cases | Persons Cases = Persons Cases | Persons = Cases | Persons
Prosecution
Collection 1 1 1
Movement 1 4 1 4
Use
Collection 1 5 1 13 1 3 3 21
and
Movement
Total 2 9 1 13 2 4 5 26
Final judgment
Conviction 2* 4 2 3 2 5 6 12
Acquittal 2 8 2 7 4 15

Note: * those 2 cases are taken into consideration as final conviction was secured during the reporting
period, however they were prosecuted before the start of the reporting period.

Box 4. 1. Types of TF prosecutions and convictions - case studies

Case study 1: TF conviction for collection of funds

KwFIU disseminated a report in December 2016 indicating that between 2013 and 2014, three
Kuwaiti nationals were involved in TF activities. This involved:

e carrying out the activity of collecting donations without a license from the
competent administrative authority,

e circulating them between bank accounts, then withdrawing them in cash,

e transmitting them illegally across the border to Country A and then to the
conflict regions in Country B with the aim of financing the terrorist group,
knowing that these funds will be used to finance a terrorist act.

The PPO initiated the criminal investigation and on reviewing relevant documentation, including
UN Security Council resolutions, one of the individuals concerned was also found to be included
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on a list of known terrorists. Following the arrest and interviews of the defendants, the
authorities interrogated electronic devices and discovered, on a digital storage device, audio and
video clips implicating the defendants in the alleged activity. The PPO then referred them to the
Court for trials.

In 2020, the Court of First Instance acquitted all the defendants. In 2021, The Court of Appeal
overturned the judgement of the lower court and found the defendants guilty of TF. The appeal
court imprisoned the first and second accused for seven years and fined each of them a sum of
KWD 700 000 (approx. USD 2,3M), and imprisoned the third defendant for five years and fined
him a sum of KWD 30,000 (approx. USD 97 000); the court also issued an order to confiscate an
amount of KWD 668,730 (approx. USD 2,2M). This judgment was upheld by the Court of
Cassation.

Case study 2: TF conviction for transfer of embezzled funds

In 2018, one foreign resident was convicted for terrorism financing and sentenced for 10 years
imprisonment and a KWD 6 620 (approx. USD 21 400) fine. The individual was sending
embezzled funds to persons affiliated with a foreign terrorist organisation, knowing and
intending that those funds would be used in a terrorist act.

The PPO identified the case thanks to a report from a government enterprise (company A),
regarding forgery of bank papers and unofficial documents. In this case, eight foreign defendants
(including the one charged for TF), and one Kuwaiti defendant forged four cheques on company
A’s bank accounts, which resulted in the embezzlement of 23 850 KWD (approx. USD 77 200)
from company A.

All the other defendants were not charged with TF, as they only intended to transfer the
embezzled funds to their families and had no knowledge of any transactions or activities that
occurred with the terrorist organisation. All the other defendants - but one - were convicted of
fraud and sentenced to 5 years’ imprisonment and a fine equalling the amounts of the funds
embezzled. Five defendants were also charged and convicted with ML.

Case study 3: Acquittals of TF offence

In 2019, six foreign defendants were acquitted of charges of terrorism financing as the Courts
considered that the evidence provided by the PPO was limited to intelligence and the testimony
of the investigative officer of the SSD. The defendants denied the allegations of terrorism
financing and maintained that they were just transferring money to their families in Country A,
in a region controlled by ISIL.

In 2017, the SSD sent a report to the PPO indicating that the six defendants could be committing
TF offence by collecting funds in favour of ISIL. Defendants established a fictitious exchange
office in the State of Kuwait through which they carried out the activity of transferring funds
outside the country. The amounts of funds involved in that case are KWD 11M (approx. USD
35M).

These funds were then sent outside of Kuwait to people of various nationalities, in preparation
for transferring the funds to Country B and then onwards to support ISIL in Country A.

Anti-money laundering and counter-terrorist financing measures in Kuwait |© FATF-MENAFATF 2024



94 | CHAPTER 4. TERRORIST FINANCING AND PROLIFERATION FINANCING

TF identification and investigation

259.  Although Kuwait has demonstrated the capacity to identify and investigate TF to some
extent, competent authorities rely mainly on foreign intelligence to launch investigations. It is also
unclear whether competent authorities are proactively identifying and investigating TF, since
Kuwait has only investigated five TF cases over the reporting period which does not seem in line
with the country’s risk exposure to TF but would be in line with the NRA finding of an overall low
TF risk. In addition, TF investigations have been investigated in the course of terrorism
investigations.

260. The identification and investigation of TF offences in Kuwait involves coordination and
cooperation mainly between the MOI and the PPO. Within the MOI, the AML/CFT Department has
the responsibility for investigating TF. However, in practice the SSD which has a wider counter-
terrorism remit, including investigating activities linked to planning and preparation of terrorist
acts and joining and participating in terrorist organisations, is the department identifying and
launching preliminary investigations in most of the TF cases. The SSD passes on information on
TF to the MOI AML/CFT Department, which is then in charge of referring cases to the PPO to
initiate formal criminal investigation.

261. As described in Chapter 3 (Legal Systems and Operational Issues), the PPO has the sole
competency of launching criminal investigations in Kuwait. The AML/CFT Department of the PPO
is responsible for conducting criminal investigations on TF matters. However, terrorism cases are
dealt with by the Capital Prosecution of the PPO, not the AML/CFT Department. While pursuing
such investigations, the Capital Prosecution can also initiate investigations into TF and hence
coordinates with the AML/CFT Department of the PPO if further financial investigations are to be
conducted.

262. Since all TF cases investigated in Kuwait relate to the financing of terrorist organisations
by individuals who have joined those organisations, all of the TF investigations have been initiated
by the SSD before being referred to the MOI AML/CFT Department and the PPO. In practice, it is
unclear how the different authorities involved in CT and CFT cooperate and to what extent TF is
pursued when not linked to an individual having committed a terrorist act or an individual
recognising having joined a terrorist organisation.

263. Boththe MOI and the SSD have the necessary human and technical resources to effectively
fulfil their responsibilities. The SSD has access to a wide range of databases to investigate TF cases
(see 3.2.1), and it also has access to highly classified database of terrorism related information,
shared with foreign counterparts. Access to this database is direct and is limited to a small number
of specialised cleared officers both within the SSD and MOI AML/CFT Department. Out of the five
TF cases that Kuwait has prosecuted during the reporting period, four emanated from foreign
intelligence and one from the SSD/MOI.

264. When conducting preliminary inquiries, the MOI is able to detect TF cases and act
expeditiously. For example, in 2021, following a dissemination report sent by the KwFIU, the PPO
referred to the MOI a suspicion of ML activity of KWD 60 million (approx. USD 194 million)
through an alternative hawala. Through the inquiries of the MO], it was discovered that a on top
of the ML activity, part of the defendants had formed an unlicensed committee to collect funds and
send funds to a terrorist organisation through the alternative hawala transfer system. The sum
related to TF activity identified in that case was KWD 14 million (approx. USD 45 million). When
the TF elements were discovered, a separate case was opened specifically to deal with the TF
component. This has been referred to Court and is pending final judgement while the
investigations for the ML case are still ongoing. For further details please see below case box 4.2.
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265. As described under Chapter 3 (Legal Systems and Operational Issues), the role of the
KwFIU in TF cases is very limited. The SSD and the PPO use financial intelligence products from
the KwFIU to a limited extent to launch or conduct TF investigations and more broadly it is unclear
if KwFIU’s input adds substantive value to investigations. Over the reporting period, no TF
investigation emanated from a report sent by the KwFIU to the PPO. Similarly, the value added
after an investigation had been initiated to advance TF investigations and prosecutions was not
demonstrated. In case box 4.2 below, case study 1 emanated from a KwFIU dissemination report
on ML and the TF component of the case was only discovered at a later stage following MOI
inquiries. The KwFIU was not consulted to conduct financial intelligence inquiries in this case.

266. Qver the reporting period, Kuwait has not investigated TF cases from financial intelligence
reports from KwFIU or inputs from other agencies such as GAC, MOSA, CBK or MOCI. This is
despite the fact that the banking and exchange companies’ sectors, fake charity programs and the
smuggling of cash are vulnerable sectors or common typologies in TF cases. With most TF cases
emanating from foreign intelligence, the overall cooperation between the PPO/MOI and other
competent authorities appears to be limited in TF cases.

Table 4.2. TF identification and investigation (2018 - 2023)

2018/2019 2019/2020 2020/2021 2021/2022 2022/2023 Total

Identification of TF activity

State Security 2 1 2 5
Department

KwFIU

Types of PPO TF investigation

Terrorism and TF 2 1 2 5
TF only

Source of TF Investigations

Foreign 2 2 4
Domestic

Mixed 1 1

Note: Mixed source cases are those in which the primary intelligence was domestic but was supported
by information from an external source.

Box 4.2. TF Identification and Investigation case study

In 2021, a report from the KwFIU was sent to the PPO for a suspicion in ML activity between
1993 to 2021 through alternative hawala transfers. The funds that were related to the suspicious
ML activity exceeded KWD 60 million (approx. USD 194 million). While conducting the
investigation in that case, and through the inquiries of the MO], it was discovered that a group of
defendants had formed an unlicensed committee to collect funds and send them to a terrorist
organisation through a hawala transfer system. The total sum related to TF activity was
KWD 14 million (approx. USD 45 million).

The first and second defendants, who were managers of a banking institution, acted on the
instructions of the seventh defendant and illegally collected cash from others through an
exchange institution, and handed it over to the third and fourth defendants, who deposited the
money in the bank accounts of a commercial company, another Kuwait company that was
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fictitiously licensed to engage in import and export activity, and then transferred the funds to an
exchange company, with the help of the fifth accused.

The third and fourth defendants also forged invoices from fictitious companies overseas in order
to give the impression that the Kuwait company was importing goods from overseas, to justify
the overseas transfers to the bank with whom the exchange company held its account, and to
conceal the fact that the funds were being sent to a terrorist organisation. The sixth defendant
took advantage of his position in the money exchange company to complete remittances to the
beneficiaries, and to conceal and disguise their illegal source; he also provided the details of the
companies featured on the forged invoices to the third and fourth defendant.

The seventh defendant colluded with the first to the sixth defendants by giving them directions
and the mechanism through which funds were collected and transferred outside the country,
which harmed the national interests of the country.

In the TF component of the case, the PPO charged all the defendants with a variety of offences
including joining banned groups and financing them, harming the national interests of the
country and conducting alternative hawala operations. The Court of First Instance concluded
that the accused were not guilty of the TF offence but that the funds were used for charitable
purposes. The case is still pending review by higher Courts. The legal persons involved in this
case were not charged for TF.

The ML component of this case is still under investigation and has not been referred to Court.

TF investigation integrated with -and supportive of- national strategies

267. Kuwait does not have a standalone CFT strategy and the AML/CFT Strategy and Action
Plan (2022-2027) is designed to incorporate CFT measures. The Strategy and Action Plan are
based on the results of the NRA, which considers the TF risk in Kuwait as low. Kuwait analysis of
its TF threat in the NRA was based on the TF cases prosecuted during the period taken into
consideration for the NRA (2016-2020). The investigations of TF cases that resulted into
prosecutions were taken into consideration to assess Kuwait TF threat level in the NRA, hence
they were also taken into account to some extent in the Strategy and Action Plan, since both
documents were based on the outcomes of the NRA.

268. There are no strategic deliverables or actions specifically relating to increasing
capabilities around TF in the AML/CFT Strategy and Action Plan. All the actions laid out in the
document are “generic” measures relating to AML/CFT more generally. The AML/CFT Strategy &
Action Plan contains a deliverable related to the enhancing domestic cooperation on ML/TF
investigations through the set-up of investigation teams. One aim of the deliverable is to ensure
coordination among authorities, especially the PPO, KwFIU, MOI and GAC, on the quality of
investigations after the issuance of judicial rulings. This also enables the authorities to identify
any shortcomings in the investigations and discuss ways to address them in future cases.
According to Kuwait, this deliverable within the Action Plan has been achieved. However, based
on the results of the authorities in identifying and investigating TF over the reporting period, the
outcomes of this deliverable appear so far limited.

269. Authorities indicated that there is a strategic counter-terrorism policy, however this
document is classified and could not be reviewed by the assessment team. If the specific authority
mandated to combat terrorism seems to have a clear understanding of the different threats
related to terrorism and TF in Kuwait, there is no commonly shared strategy on CT with all other
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competent authorities. The lack of common approach and procedures between authorities to deal
with terrorism and TF cases was recognised by the investigative authorities as a shortcoming that
they are currently working on and should be addressed as a priority.

270. Despite several TF cases, as well as many requests from international partners, Kuwait
authorities have never proposed to add a name to their National List stemming from UNSCR 1373
(see 4.3).

271. Inlight of the above, the investigation of TF is integrated with and used to support national
counterterrorism strategies and investigations to a limited extent.

Effectiveness, proportionality and dissuasiveness of sanctions

272. In Kuwait, TF is a felony and carries a minimum penalty of 3 years imprisonment and a
maximum penalty of 15 years imprisonment, which can be increased to 20 years if aggravating
factors are met. The amount of the fine should not be less and up to twice the value of the funds
that were the objects of the offence.

273. The sanctions applied against those convicted for TF are effective, proportionate and
dissuasive. As noted above, over the reporting period Kuwait secured final TF convictions in four
cases, covering eight defendants. A minimum imprisonment sentence of 5 years and a maximum
imprisonment sentence of 10 years were handed down, as well as fines from KWD 200 (approx.
USD 650) to KWD 700 000 (approx. USD 2,3M).

274. As noted above, during the reporting period, there were four cases, covering 15
defendants, whereby an acquittal for the TF offence was pronounced as a final judgement. In
addition, three defendants were acquitted for TF in cases where TF convictions were secured for
other defendants. Hence, a total of 18 defendants were acquitted of TF charges over the reporting
period, while twelve defendants were convicted. This raises questions about the ability of the
authorities to secure a conviction when individuals are suspected of TF (see 4.2.1). In one case, an
acquittal from the TF offence was complemented by a conviction in the following offences ‘joining
a terrorist organisation” and “illegal possession of firearm”.

275. Over the reporting period, the PPO and the Judiciary attended six specific training sessions
on CFT, including a one-day CFT workshop in 2023. However, there is no specific TF training plan
for the PPO and other branches of the Judiciary. This should be considered by the authorities as a
way to strengthen the common understanding of the TF offence through the Judiciary.
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Table 4.3 TF convictions sentences

Year when final conviction was secured 2018/2019 2019/2020 2021/2022

Number of defendants referred to Count on 4 3 7
TF charges

Imprisonment sentences in Final Conviction 5 years for four defendants | 10 years for three defendants 7 years for two defendants

5 years for three defendants

Acquittals for 2 defendants

Fine in Final Conviction KWD 1,3M for 1 defendant = KWD 6 620 (approx. USD 21 KWD 700 000 (approx.
(approx. USD 4.1M) 000) for one defendant USD 2,3M) for two
USD 14 000 for three |  KWD 200 (approx. USD 650) defendants
defendants for two defendants KWD 30 000 (approx.

USD 97 000) for one

defendant

KWD 8 000 (approx.

USD 26 000) for two

defendants

Alternative measures used where TF conviction is not possible (e.g.,
disruption

276. Kuwaitdid not demonstrate that it sufficiently prioritises measures to disrupt TF activities
where a TF conviction is not possible or cannot be secured. Kuwait states that it has added names
to its National List in 2018 by way of joint designation with the Terrorist Financing Targeting
Center (TFTC).? Since that time, the TFTC has made further designations that have not been added
to the National List. The TFTC does not maintain and cannot enforce a sanctions list of its own, but
provides the press releases of TFTC members, based on their own domestic authorities. At the
time of the onsite, no designations from Kuwait appeared on the TFTC website list of designations.
Kuwait has successfully imposed temporary measures to seize and freeze assets based on
domestic TF investigations but have not done so where the assets are located abroad. This is a
concern and is likely linked to some of the international cooperation challenges (e.g., having to
rely on diplomatic channels) identified in Chapter 8.

277. Kuwait has a range of alternative measures it can resort to in the absence of a TF
conviction. However, due to the sensitivity of the information, the assessment team was not
provided with the number of individuals targeted by such alternative measures. In the absence of
a judicial conviction, the MOI has the ability to deport any foreign individual as well as stopping
the individual from re-entering the country. The MOI also applies specific surveillance procedures
and has a large number of officers dedicated to do this. Absent a conviction for TF, the Court can
decide that an individual be sent to a rehabilitation centre. In this case the process would be under
the supervision of the PPO. An individual suspected, but not convicted of TF, can also be sent to a
rehabilitation centre if it is proven that they have a link with a terrorist organisation. In this case,
the procedure would be under the supervision of the MOI.

278. In the absence of a TF conviction, the PPO will also try to secure a conviction for another
offence. If there is not enough evidence to prove that a person knew that the funds were intended
for use by a terrorist group, the PPO will focus on the source and movement of the funds that may
have been disguised in some way. Case study 4.1.2 is an example where the funds that were used

12 www.tftc-istehdaf.org/designations
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to finance a terrorist group were generated by fraud and forgery in a government agency. Even
though only one defendant was convicted of a TF offence, it was on the basis that he was
responsible for sending the funds to the terrorist organisation. The other defendants were
prosecuted and convicted of ML.

Overall conclusions on 10.9

Kuwait has not demonstrated that it is effectively prosecuting and convicting TF in line with the
country’s risk profile and its geographical location. Kuwait has investigated, prosecuted and
convicted a very limited number of TF cases, which all relate to the collection and/or movement
of funds.

The classification of the TF risk as low in the NRA, as well as an uneven understanding of the TF
threats in Kuwait hampers the authorities’ ability to detect and disrupt TF activities. Kuwait has
a counter-terrorism strategy, but it was not provided to the Assessment Team as it is a classified
document and it is unclear whether it includes CFT elements and its CFT strategy is very generic
and is integrated as part of a broader AML/CFT Strategy, with no specific TF actions.

When a TF conviction is secured, sanctions are effective, proportionate, and dissuasive. However,
there is alow conviction rate in Kuwait, and it appears difficult to secure a TF conviction without
proving that the individual has joined a terrorist organisation.

Kuwait is rated as having a low level of effectiveness for 10.9.
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Immediate Outcome 10 (TF preventive measures and financial sanctions)

Implementation of targeted financial sanctions for TF without delay

279. Kuwait has technical and practical deficiencies that prevent the legal implementation of
TFS without delay (see R.6). Its current framework to implement TFS was established in 2014 via
Ministerial Decision 1396/2013. This decision created Kuwait’s CTC. This Ministerial Decision
was re-issued in July 2023 as Ministerial Resolution 141/2023 to give the CTC more explicit
purview over PF TFS, but it did not change the mechanisms for implementing TF TFS. The
framework to implement TFS has a limited freezing obligation (Recommendation 6.5(b)) and
limited general prohibition (Recommendation 6.5(c)), amongst other deficiencies, that differ
slightly between TFS issued by the UNSC and domestic designations. Despite these technical
issues, Kuwait has frozen a significant amount of assets related to individuals and entities that
should be designated, and has taken other measures to informally implement TFS, without a legal
basis.

Implementation of UNSCR 1267 and successor resolutions

280. Kuwait's CTC is empowered to take all decisions required to implement TF TFS issued
under UNSCR 1267 and successor resolutions without delay. According to the Resolution, the CTC
must follow a mandatory process to implement TFS in Kuwait that allows Kuwait to use its
discretion in implementing TF TFS (see R.6). In practice, the CTC does not take and has never
taken any such decision using this process. The CTC only forwards emails from the UN Committees
to the supervisors of obliged entities, generally within 24 hours of listing or de-listing. As there is
no decision taken, and the CTC does not follow its own mandatory decision-making process, there
is no legal basis for TFS related to UNSCR 1267 and successor resolutions being implemented in
Kuwait. Obliged entities may follow the email communications to a certain extent, but the freezing
obligations and other legal requirements are wholly unenforceable and lack a legal underpinning
by the terms of domestic law.

281. In parallel, designations by the UNSC made through UNSCR 1267 immediately trigger a
second obligation for FIs and DNFBPs to “implement Security Council Resolution 1267 (1999)
immediately without delay” (Ministerial Resolution 141/2023 Art. 19(1)). This obligation is not
specific enough in that it neither informs nor requires FIs and DNFBPs to implement TFS. This
requirement calls on FIs and DNFBPs to implement UNSCR 1267, but the Resolution only places
obligations on countries, and does not address or bind the private sector in any way.
Implementation by way of custom, fiat, perceived pressure, or fear of being penalised does not
remedy the core problem in the regime. A financial institution, for example, would have grounds
to challenge a penalty issued by Kuwait for non-compliance with TFS. This undermines the goal
of the TF TFS regime, to swiftly and legally freeze assets that could finance terrorism through
coordinated international action.

282. According to Kuwait, there have been two court challenges in cases involving designations
under UNSCR 1267, both outside of the assessment period. This was not acknowledged at the
onsite meeting. Further, no details about these cases were provided to the Assessment Team,
other than the outcome that the challengers did not prevail. Kuwait itself was not aware of the
litigation risk posed by the fact that its regime was operating without legal basis and was therefore
susceptible to serious challenges. The plaintiffs in those cases also could not have been aware that
the basis for implementing the sanctions was infirm because, under the Resolution, the CTC’s
decisions to implement UNSC TFS are non-public. It is unlikely that these challenges dealt with
the issue at the heart of the effectiveness problem in Kuwait. The challenger could not have had
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any inkling that the country was not following the legal process as set out in domestic law to
implement the UN sanctions. It is possible that if they did, the outcome of the challenges may have
been different. It is also possible that these particular cases may have involved a different issue
altogether, such as a claim to access funds for basic expenses. Therefore, these two challenges are
not proof of the legality or enforceability of the TFS system in Kuwait. The assessors do not attach
significant weight to them.*?

283. While there is no legal basis for the country’s implementation of TFS and no enforceable
rule that FIs and DNFBPs must freeze assets, the Kuwaiti TFS regimes operates as though there is
a legal basis for TFS implementation. FIs and DNFBPs generally implement TFS, but some with
delay (see 10.4). This delay could impact FIs’ and DNFBPs’ ability to promptly identify funds
belonging to designated individuals and entities. Supervisors almost always scope examinations
to include TF TFS obligations and they have imposed numerous sanctions on Fls and DNFPBs for
insufficient TFS monitoring and compliance.

284. The CTC maintains a website that FIs and DNFBPs follow that provides a link to the UN
Consolidated List, comprised of all designated natural and legal persons from all relevant UNSCRs.
This list is a link to the UN Consolidated List and is thus immediately updated and current as to all
listings and de-listings. Members of the CTC that are AML/CFT supervisors notify their obliged
entities of changes to the Consolidated List via email within 24 hours. However, as members of
the CTC are not able to send delegates or substitutes to meetings of the CTC, and decisions can
only be communicated through the direct business email of the individual member. This means
there can be some delay in notification to the private sector, at times when the CTC member is
temporarily indisposed, on leave, etc.

285. The scope of the application of TFS would be limited in Kuwait if the sanctions were to be
applied with legal basis. Freezing measures would only apply to the funds and assets of the
designated natural/legal person, and the proceeds that arise from their funds and assets. This
would not include assets of those acting on or behalf of or at the direction of any listed person or
entity, owning or controlling any designated person or entity, directly or indirectly, or assisting in
evasion of sanctions or in violation of the provisions contained in the relevant resolutions. This
limits the effectiveness of the implementation of TFS in Kuwait, if TFS were implemented with a
legal basis.

286. The general prohibition prevents any person from making funds available or providing
financial or other related services, directly or indirectly, in whole or in partnership to or for a
designated natural or legal person. This does not include a prohibition on the provision of other
assets or economic resources. Further, it does not include persons and entities acting on behalf of,
or at the direction of, designated persons or entities. This limits the effectiveness of the
implementation of TFS in Kuwait, if TFS were implemented with a legal basis.

287. Despite these shortcomings, Kuwait has frozen assets as a result of the implementation of
UNSCR 1267 without legal basis. These assets include bank deposits, share certificates and real
estate:

13 Depending on the specific facts, Kuwait may not have been the appropriate venue for the

challenges, as petitions to de-list on grounds that the person or entity no longer meets the
designation criteria should generally be directed to the relevant UN Committee. These
were not challenges related to domestic designations issued under UNSCR 1373, which
may be more substantive in nature.
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Table 4.4. Type and Value (EUR) of assets frozen under UNSCR 1267 regime

Type of Asset 2018 2019 2020 2021
Bank Deposits 488 164.93 632 784.38 723 018.90 810 340.77
Securities 31879.26 32461.23 33199.77 33 680.67
Real Estate 3600.000 4050.000 4290.000 471.000

288. Ministerial Resolution 141/2023 does not put in place a framework to identify targets for
designation. Kuwait has never made a designation proposal to the UN or any of the relevant
committees, and there is no interagency body or individual institution actively examining
potential candidates for designation as one of its objectives. This low number of proposals (0) is
not in line with Kuwait’s TF risk. This risk is exemplified by Kuwait having eight individuals on
the UNSCR 1267 and successors resolutions lists, having frozen over 6,000,000 EUR related to
individuals/entities listed via UNSCR 1267, having prosecuted a number of individuals for TF,
mainly for collection of movements of funds to foreign terrorist organisations, having identified
TF cases where the amounts of funds transferred were worth several millions USD, and sharing a
large land border with Irag, one of the countries most affected by terrorism in the world.

Implementation of UNSCR 1373

289. Regarding domestic designations, in 2014, Kuwait established a consolidated domestic
sanctions list called the National List. At the time of the on-site visit, it comprised 68 natural
persons and six legal persons, all of which were sourced from third party designation requests.

290. The Ministerial Resolution 141/2023 authorises the CTC to make decisions that ensure
Kuwait complies with UNSCR 1373.Natural and legal persons are added to the National List
through decision of the CTC. The CTC issues decisions using its decision-making process for
additions and subtractions to the National List. Decisions by the CTC to include a natural or legal
person on the National List are effective immediately and without delay. The Resolution does not
define the implication of being included on the National List (i.e., it does not specify if the
designated entity subject to asset freezes, or whether persons are prevented from dealing with
them). The CTC’s decisions that have been shared with the assessment team also do not detail the
consequence of being included on the National List. As a result, the assessors conclude that there
is a legal basis for the inclusion of natural or legal persons on the National List, but there is no
legal basis for the application of freezing/prohibition measures for constituents of the National
List. It is a list without practical effect. Therefore, not following the supposed obligations with
respect to the nationally designated persons cannot bind Kuwaiti FIs, DNFBPs, or the general
populace, or carry an enforceable penalty. Accordingly, TFS are not legally implemented in
Kuwait, much less effectively implemented.

291. In practice, FIs and DNFBPs do generally implement freezing and prohibitions measures,
some with delay, as if there were specific, legally enforceable obligations. As members of the CTC
are not able to send substitutes to meetings of the CTC, and decisions can only be communicated
through the direct business email of the individual member, there can be some delay in this
notification in case of the member being temporarily indisposed, on leave, etc. Supervisors almost
always scope examinations to include TF TFS obligations and they have imposed numerous
sanctions on FIs and DNFPBs for insufficient TFS monitoring and compliance.

292. This National List is classified and only shared with competent authorities, Fls, and
DNFBPs. The decisions are communicated by supervisors to their obliged entity population for
immediate (if unspecified) implementation. The general prohibition that exists within Ministerial
Resolution 141/2023, if applied with legal basis, would apply to obliged entities but not more
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broadly than that. This is because all other natural and legal persons cannot be aware of who has
been designated on the National List. This curtails the preventive effect of the national designation
regime.

293. The CTC can consider any potential designation brought forward by the members of the
CTC, which comprises all relevant competent authorities in Kuwait, or from international
partners. In practice, Kuwait has only considered potential designations from international
partners, and does not have interagency body or individual institution actively examining
potential candidates for designation as one of its objectives. Kuwait has not considered a
domestically sourced proposal to trigger a designation on its National List. The low number (0) of
domestic proposals for designation through UNSCR 1373 is not consistent with Kuwait’s TF risk.
There are eight individuals with a Kuwaiti nationality or identification documents on UNSCR 1267
and successor resolution lists. This points to the potential for other individuals in Kuwait to be
considered for designation and indicates that Kuwait is taking a passive approach to TFS, which
is not in line with the TF risk it faces.

294. Kuwait receives designation ‘trigger events’ from two international sources: (a) requests
from an embassy located in Kuwait; or (b) via international cooperation, when the CTC obtains
information on a Kuwaiti person or entity being designated on other TF-related UNSCRs. Kuwait
also receives formal requests for designation by foreign countries. The requests that Kuwait
receives can also include intelligence from the TFTC, a body comprised of GCC countries and the
United States, designed to disrupt terrorist financing networks. The assessment team considered
these international information sources that could lead to a designation together.

Table 4.5. Trigger Events and International Requests for Designation

Requests received and those approved in parentheses.

Trigger Activity 2018 2019 2020 2021 2022 2023
Request from an embassy located
in Kuwait 46(0) 51(0) 65(0) 219(0) 112(0) 0
International Cooperation 23(23) 3(0) 2(0) 0 0 17(0)
Total 69(23) 54(0) 67(0) 219(0) 112(0) 17(0)

295. There have been no designations sourced from the 469 international requests received in
the past 4.5 years (23 individuals and entities were listed from international requests in 2018).
Kuwait has indicated that the requests were not acted upon as they either contained typos, Kuwait
did not hold any additional information that could assist in reaching the threshold for designation,
the individual/entity subject to the request was not in Kuwait or Kuwait requested additional
information from international partners and did not receive a response to allow them to reach the
threshold. It is improbable that not one of the multi-hundred designation ‘trigger events’ and
requests made over numerous years could not allow Kuwait to reach its threshold for designation.
[tis also improbable that one source of information in one year was deemed to reach the threshold
while no instances of other requests were deemed worthy of designation subsequently. Not
considering designation requests where there is a typo demonstrates a lack of effort to correct
minor deficiencies, especially where small clarifications could prevent terrorist and terrorist
financiers from accessing resources. Kuwait participates in the TFTC, amongst other forums,
which provides a forum for cooperation of this nature. Not using TFS to prevent terrorist and
terrorist financiers from accessing resources only because there is no information that they are
not on Kuwaiti territory is not in line with the purpose of TFS.
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296. While Kuwait has received a large number of international requests for designation, they
have not made an outgoing request to an international partner during the time period covered by
the mutual evaluation. This further exemplifies Kuwait’s passive approach to TFS.

297. Despite these shortcomings, Kuwait has frozen assets a result of the implementation of
UNSCR 1373:

Table 4.6. Type and Value (EUR) of assets frozen under domestic UNSCR 1373 regime

Type of Asset 2018 2019 2020 2021 2022 2023
Bank Deposits 59,642.12 576,584.17 650,673.83 708,959.76 771,991.33 844,791.90
Securities 49.88 83.54 144.03 197.81 2 826.51 2 826.51

Implementation of sanctions by FIs and DNFBPs

298. FIs and DNFBPs have an uneven understanding of their obligations related to TF TFS, and
they are not able to demonstrate knowledge or typologies of sanctions evasion. Most Fls,
particularly the larger ones, demonstrated a good understanding of their obligations to implement
TFS in accordance with international requirements and they would likely detect direct asset or
fund ownership by a designated person or entity. Large Fls generally used automated systems
that automatically scan UNSCR lists, and they complemented those screenings by inputting the
Kuwaiti National List manually into their systems. DNFBPs demonstrated a much lower
understanding of their obligations to implement TFS, and those that did implement TF TFS did so
with some delay (one to two days). Some DNFBPs indicated that they would only scan UNSCR lists
and the National List if they were already suspicious of the client for other reasons, while others
did not seem aware of the lists at all.

299. Kuwaiti supervisors have found many deficiencies related to TFS and have administered
numerous remedial actions and fines for failure to comply with TFS requirements. The
supervisors have aggregated all TF TFS and PF PFS deficiencies making it impossible to
disaggregate TFS deficiency statistics. These deficiencies, though, include five instances of Kuwaiti
exchange companies “making funds available or providing financial or other related services,
directly or otherwise, solely or in partnership with others, to an individual, group, or entity
designated on the National List and UN Consolidated List or for their benefit” (see Chapter 5
Preventative Measures for more information). The CBK clarified that these breaches were not for
the actual provision of funds, but for breaches related to automated systems not checking names
of individuals/entities that should be designated, despite the name of the breach indicating a more
serious violation. The Assessment Team notes that the most significant penalties applied to
exchange companies are in the context of these breaches, which would be consistent with a breach
involving the provision of funds.

300. Kuwait takes some productive, if passive, steps to implement TF TFS. The regime is,
however, implemented informally. It lacks legal basis and specific obligations meaning that it can
be challenged not only by persons whose assets are frozen, but any obliged entity being instructed
to implementit. Any fine issued or other sanction for non-compliance could be appealed, for many
reasons, including a lack of enforceability and vagueness. While Kuwaiti authorities state (and
interviews confirmed) that the private sector is following the outlines of a normal TFS regime, the
UNSCRs are not formally implemented. They are informally followed under threat of government
penalty. This exposes both Kuwait’s supervision and enforcement mechanism to challenge, and
risks making available the assets to terrorists as a listed person could successfully challenge the
application of the UN sanctions to them within Kuwait.
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Targeted approach, outreach and oversight of at-risk non-profit
organisations

301. MOSA supervises NPOs in Kuwait. There are established committees, such as the
Committee of Readiness and Preparation for the Periodic Evaluation of the State of Kuwait in
charge of proposing policies and mechanisms for Kuwait to be compliant with FATF
Recommendation 8, and the Committee for Inspection and Periodic Control of the Financial
Activity of Charitable Societies and Philanthropic Associations, in charge of supervising NPO
activities.

302. Kuwait has taken steps to identify those NPOs operating in Kuwait that meet the FATF
definition of NPOs. Those include some charities and Mabarrahs, a type of private foundation that
can only operate within Kuwait. Professional associations do not meet the FATF definition. As of
2020 (cut-off date used in the NPO risk assessment), there were 285 NPOs of which 147 were
professional associations, 51 were charities and 87 were Mabarrah. As of 2023, there are 346
NPOs, of which 178 are professional associations, 78 are charities, and 90 are Mabarrah. Kuwait
considers that there are 168 NPOs at risk of TF abuse, comprised of the 78 charities and 90
Mabarrahs. Accordingly, for this assessment of effectiveness, only charities and Mabarrahs are
considered.

303. Kuwait has conducted a risk assessment of the NPOs that meets the FATF definition as
part of its NRA. This risk assessment explored the TF threats and vulnerabilities to NPOs in Kuwait
through a questionnaire that was sent to all charities. Mabarrahs were not included in the
questionnaire as they operate only inside of Kuwait and were, as a result, automatically
considered by Kuwait to be of low TF risk. Such an exclusion is unjustified given that Kuwait has
domestic TF risk, as can be exemplified by TF prosecutions (see Chapter 4), amongst other factors,
as detailed in Chapter 2.

304. The risk assessment was designed such that the level of TF threat was measured focusing
the assessment of a single factor: jurisdictional risk related to the NPOs’ use the funds. The threat
assessment assessed whether the NPOs engaged in projects outside of Kuwait, and where those
projects were located. The jurisdictional risk factor used for this assessment was the level of
country risk identified in the Global Terrorism Index to attempt to measure the TF threat to
Kuwait’s NPO sector outside of Kuwait. Kuwait did not consider other factors or ascribe any TF
risk level to its own jurisdiction.

305. Solely on the basis of the outward location of Kuwaiti charitable activities, the TF threat
level to NPOs in aggregate was found to be medium. After vulnerability mitigation measures were
taken into account, Kuwait assigned a risk rating to the charities sector of medium risk, i.e,, very
significant mitigation measures described below did not actually meaningfully change the risk
level.

306. MOSA conducts onsite and offsite supervision of charities and Mabarrahs. To enable this
supervision, they have conducted a risk assessment of the entity level risks posed by each of the
NPOs under their purview. MOSA policy sets out five factors that were to be used to assess the
risk of the NPOs. MOSA confirmed while the assessment team was on-site that assessment of
entity risk is driven solely by jurisdictional risk. NPOs with activities solely in Kuwait have
negligible risk, NPOs with activities in countries that the FATF identifies as a High-Risk
Jurisdictions subject to a Call for Action are classified as high risk, and NPOs with activities in
countries that the FATF identifies as Jurisdictions under Increased Monitoring are classified as
medium risk. This entity level risk assessment differs from the one done through the NRA in that
it does not directly assess TF risk.
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307. The assessment team considers Kuwait’s assessment of threat in the aggregate-level of all
NPOs, and the assessment of risk level of individual NPOs, as insufficient as it relies on mostly a
single factor (jurisdictional risk) to be determinant. It also excludes the possibility of TF risk for
NPOs with purely domestic activity and does not consider the source of funds for NPOs (only the
location of their projects). The sectoral and individual risk assessments exclude relevant
considerations and are thus not comprehensive in nature. Such an assessment could lead to the
misapplication of measures to address TF risks within the NPO sector, since it is very limited in
how it considers TF risk.

Mitigating TF Risk

308. Kuwait has implemented a significant number of mitigation measures for its NPO sector.
These mitigation measures are either measures identified by Kuwait to mitigate TF risk, measures
identified by Kuwait to protect the integrity of the NPO sector, a combination of the two or are
measures that do not seem responsive to risk or integrity at all. These measures include (1)
licensing measures and ongoing measures for all NPOs, and (2) some measures responding to the
only major risk factor that Kuwait assessed, jurisdictional risk of TF. In considering whether these
measures disrupt or discourage legitimate NPO activities, the assessment team defined the
discouragement of legitimate NPO activities to mean the creation of barriers to entry that would
keep legitimate prospective NPOs from entering the market. The Assessment Team considered
the disruption of legitimate NPO activities to mean measures that alter or halt the delivery of
legitimate NPO activities once an NPO is already established.

309. On licensing and ongoing measures for all NPOs: All NPOs in Kuwait must be licensed by
MOSA. There are burdensome licensing requirements for prospective NPOs, and ongoing
burdensome requirements put on the normal charitable activities once the NPOs are in operation.
The following are only examples of some of these requirements for all charities and Mabarrahs:

1. The application for a new NPO must be made by a minimum of 50 founders for a charity
and 10 founders for a Mabarrah. These individuals must provide their names, nationality,
occupations, civil IDs, clean criminal records certificates, and phone numbers.

2. The prospective charity must have a minimum 500 square meter independent building
with adequate parking. Prospective Mabarrahs must have a minimum 250 square meters
independent building with a minimum of 20 parking spaces.

3. Prospective Mabarrahs must have a bank certificate reflecting 50,000KD (150,000 EUR)
of initial capital.

4. Charities must be assessed to be providing a new benefit to society.

NPOs are required to maintain journals of their donations, incomes, and expenditures, as
well as records of names of members and their paid subscriptions.

6. NPOs must report quarterly financial statements and present annual audited financial
statements.

7. There must be criminal checks conducted for all workers and employees.
8. The FIU maintains direct oversight of the transactions conducted by all NPOs.
9. Charities cannot advertise charitable campaigns without written instructions from MOSA.

10. NPOs require approval for the activity or project for which the proceeds of the donations
are allocated, the proposed method for collecting them, the period during which they
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request permission to collect them, and the places of collection. Individuals collecting
charitable funds must be identified, have a clean criminal record, and provide a photo ID.

11. NPOs must all have an appointed AML/CFT compliance officer.

12. All NPOs are subject to ongoing onsite and offsite supervision.
310. This supervision administered has significant coverage as there have been numerous
years where the number of inspections was greater than the number of total charities in Kuwait

showing that there were charities which received more than one inspection that year.
Accordingly, the Assessment Team considers that this supervision is not targeted, or risk based.

Table 4.7. Total Number of Inspections (Onsite and Offsite) with Total Number of
NPO in Brackets

Type of NPO 2018 2019 2020 2021 2022 2023
Charity 49(43) 47(48) 60(51) 74(60) 15(69) 12(78)
Mabarrah 19(87) 13(87) 7(87) 17(90) 8(89) 0(90)

311. The above measures are not responsive to TF risk and are applied to the entire population
of charities and Mabarrahs. Certain requirements (such as size of the facility and parking spaces)
are completely unrelated to any risk, including TF risk. [t cannot be known if these measures have
prevented individuals and charities from registering a charity and conducting charitable activities
at all, but the capital required, as well as other requirements such as a large building and parking
spaces, amongst other requirements, are assessed to be significant barriers to entry into the sector
unrelated to mitigation of any foreseeable TF risk. The measures are taxing to legitimate
charitable activity, serve as a significant barrier to entry and discourage legitimate charitable
activity in Kuwait. Kuwait’s position is that that these measures are all designed to protect the
integrity of the NPO sector and are not responsive to TF risk.

312. Kuwait has also put in place measures to respond directly to its primary identified risk for
NPOs to be misused for TF purposes: extra-jurisdictional risk. To send or receive funds from
outside of Kuwait, charities must have the written approval of MOSA. To receive approval from
MOSA, the NPO must:

1. Obtain a prior license from MOSA before implementing the charitable project, provided
that the project is compatible with the objectives stipulated in the association’s articles of
association.

2. Obtain a prior license from MOSA to implement the charitable project, and a code (serial
number) is allocated for each project license.

3. Ensure that fundraising for the licensed project is carried out using authorised legal means
in accordance with the fundraising bylaw (128/a) for the year 2016. These authorised
legal means include those detailed in para 311 above and are applied to all charities.

313. Further, the charity must submit a request to carry out financial transfers for the benefit
of any external parties located outside of Kuwait (i.e., to use the raised funds), and prior approval
must be granted by MOSA, verifying the following:

1. Existence of a contract between the Kuwaiti charity and the external party.

2. Documents supporting the use of the amount to be transferred (i.e., a statement of the
names of the recipients (where relevant), a statement of the needy families, etc.)
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3. That the charity is dealing with one of the external parties accredited by the humanitarian
work system of the Kuwaiti Ministry of Foreign Affairs. (There is a separate process for an
external party to be accredited by the Ministry of Foreign Affairs for Kuwaiti transfers of
funds).

4. Making the transfer of funds to an identified bank account, approved by the Ministry of
Foreign Affairs.

5. Providing MOSA with a notice of the transfer within one week from the date of the transfer.

314. These measures responding to the TF risk are all applied indiscriminately to all
transactions involving jurisdictions outside of Kuwait and do not respond to Kuwait's NPO risk
assessment that identified different jurisdictional risks of TF.

315. In the year before the on-site visit to Kuwait, there were a total of 78 registered charity
transactions blocked by Kuwait totalling 2,919,791 KWD (9,500,000 USD). These were blocked
for being destined for charitable projects that were not registered with the Kuwait Ministry of
Foreign Affairs. This, in essence, imposes an external registration requirement for NPOs operating
outside of Kuwait to receive money from anyone in Kuwait.

316. Some NPOs did acknowledge that these measures disrupt their activities and prevent them
from conducting legitimate charitable fundraising and actions in some cases. Some NPOs indicated
that they would send their funds to established international organisations outside of Kuwait that
had already been approved by Kuwait's MOFA, for further dispersal to NPOs in other jurisdictions
for use that are not on MOFA'’s list. Such activities incur unnecessary cost for the charity and
prohibit timely charitable giving, particularly in time-sensitive scenarios. Some NPOs also
acknowledged that the requirement to request authorisation to carry out financial transfers
outside of the country from MOSA prohibited them entirely from conducting activities in time-
sensitive scenarios. As charities have demonstrated that they take steps to circumvent the
measures to conduct legitimate charitable activity and indicated that some of their legitimate
charitable activities are curtailed (i.e., providing activities in time-sensitive scenarios), it is
assessed that these measures specifically addressing TF risk are disruptive and not proportional
to the TF risk.

Investigation and information gathering

317. As aresult of the mitigation measures applied, MOSA maintains a significant database of
information that is made available to competent authorities. Prior to 2022, the same information
was being collected, but in paper format. MOSA is still in the process of migrating some of the
information on NPOs registered before 2022 into its newly developed database.

318. Competent authorities in Kuwait make use of the MOSA database to progress their
investigations and other activities.
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Table 4.8. Number of Requests Received for Information from the NPO Database

Requesting Authority 2017/2018 2019 2020 2021 2022

MOl 19 15 33 16

CBK 1 - - - -
MOCI 8 9 26 89 56
PPO - - - - 49
Total 28 24 59 105 105

319. If through its activities, MOSA suspects that an NPO is being misused for TF purposes, it
has the authority to share this information with competent authorities. It has not yet used this
authority. There have not been recent cases of registered charities being used for TF in Kuwait,
only cases of unregistered charitable activities.

Outreach

320. MOSA dedicates significant efforts and resources to conduct outreach to its NPO
population. This includes the issuance of nine circulars to NPOs that focus on educating NPOs on
how to conduct international funds transfers in line with the Kuwaiti system, which is responsive
to Kuwait’s only assessed TF risk factor of jurisdictional risk. Kuwait has also conducted sustained
outreach to the NPO sector through workshops and awareness raising campaigns. Many of these
activities were not related to the risk of misuse for TF. However, Kuwaiti authorities have
conducted seven workshops over the past five years for NPOs on mitigating ML/TF risk.

321. Kuwait has taken some steps to understand the TF risks faced by the NPO sector. This
assessment was limited in that it focused on jurisdictional risks, misclassifying the risk exposure
for the sector, and on an NPO-specific basis. Kuwait has implemented licensing measures and
ongoing measures for all NPOs that serve as a barrier to entry and discourages entering the NPO
sector. Kuwait has implemented some measures responding to the only major risk factor that
Kuwait assessed (jurisdictional risk of TF) that can, and have been shown to actually, disrupt
legitimate NPO activity. Kuwait’s supervision of the NPO sector is not targeted or risk based. The
measures imposed by Kuwait disrupt and discourage legitimate NPO activities, and such
disruption and discouragement is the foreseeable consequence of the imposition of these
measures.

Deprivation of TF assets and instrumentalities

322. In total, Kuwait currently holds approximately 7,387,000 USD frozen under UNSCR 1267
measures and approximately 933,960 USD frozen under UNSCR 1373 measures, all without legal
basis. The total amount of frozen funds and assets is 8,350,000 USD. Kuwait does not appear to
prioritise the use of TFS to deprive terrorists, terrorist organisations and financiers of their funds
as they have not made or co-sponsored a designation proposal to the UN, have not made a
domestic designation in their UNSCR 1373 regime in the time period evaluated, have not and given
effect to ‘trigger events’ or requests for designation from international partners over the past 4.5
years despite having received over 400 of them.

323. During the timeframe of the mutual evaluation, Kuwait obtained six confiscation orders
for the proceeds of TF and instrumentalities as follows:
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Table 4.9. Confiscation Orders Obtained in TF Cases

Year Number of Orders Proceeds of TF Instrumentalities

2018/2019 1 0 8,532.00 KWD + 21,000.00 USD
2019/2020 2 1,263,850 KWD 0
2020/2021 1 0 13,190.00 KD + 50,810.00 USD + 4,500.00

Saudi Riyal +20.00 KWD (QOld Currency) +
810.00 Syrian Lyra + 5.00 Bahraini Dinar + 14
Mobile Phones + 1 PC + 7 Laptops + 4 iPads
+ 5 Hard Disks + 33 Rounds of Ammunition +
3 Military Mask + Filters

2021/2022 2 0 668,730.00 KWD + 2 Mobile Phones + 1
Firearm + 448 Rounds of Ammunition + 4

Firearm Magazines + 1 Drone + 1 Laptop + 1

Hard Disk

2022/2023 0 0 0

324. Shortcomings described in Section 4.2 on the effective identification, investigation, and
prosecution of TF cases affects the capacity of Kuwait to take all appropriate measures to prevent
the raising, movement, and use of funds for TF. When Kuwait does pursue TF charges it seeks
confiscation orders to deprive terrorists, terrorist organisations, terrorist financiers of
instrumentalities related to TF activities. All of the above confiscation orders were fully realised
as the confiscation orders were only issued for funds and assets that Kuwait already had frozen
or seized. Financial investigations and the use of financial intelligence is not sufficiently broad to
result in assets not in Kuwait’s possession or direct control (i.e., in a local bank account) to be
traced and seized. If assets leave the country then there is no attempt to trace them. This approach
limits Kuwait’s ability to deprive terrorists, terrorist organisations and terrorist financiers of their
funds. In many cases, the assets involved in the offence had already left Kuwait, and the criminal
processes took place after the funds left the country. There was no attempt to secure these assets
as they were either untraceable or in a place where it would be difficult/impossible to secure
them.

325. Kuwait understands the risks associated with that fact that UN designated individuals are
living freely in Kuwait and are not imprisoned. Kuwait emphasises de-radicalisation in its
approach to addressing this threat and takes administrative actions to mitigate the possibility of
designated individuals accessing their funds, except for living expenses in line with the applicable
UN resolutions.

326. The Assessment Team concludes that Kuwait has deprived terrorists, terrorist
organisations, and terrorist financiers of assets and instrumentalities related to TF activities to
some extent through sanctions-related freezing measures implemented without legal basis and
confiscation in some cases.

Consistency of measures with overall TF risk profile

327. Kuwait has assessed their overall TF risk as low. The Assessment Team considers this risk
to be mis-assessed, due to lack of sources used in the assessment and that the real TF risk facing
Kuwait is likely to be higher thank portrayed in the NRA (see Chapter 2).

328. Kuwait does not appear to prioritise the use of TFS to deprive terrorists of funding in line
with its risk profile. For example, hundreds of third country ‘trigger events’ and requests have not
been given sufficient consideration resulting in zero designations from these requests in 4.5 years.
They represent an untapped resource that Kuwait could use as the basis for TFS, or for opening
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investigations with a view to confiscation. Instead, they are generally rejected on technicalities or
lack of domestically sourced information meeting the legal threshold, and there is no evidence
that the intelligence and leads provided from foreign partners in these requests are followed-up
up upon in a meaningful or timely fashion. This leads to the conclusion that the requests are
undervalued or disregarded as a potential avenue to deprive terrorists of funds or prevent access
to Kuwait’s financial system and that this is not in line with Kuwait’s risk.

329. Kuwaitis also a country that shares borders with conflict zones and states where terrorist
attacks regularly occur. Currently, eight individuals with a place of birth in Kuwait or Kuwait-
issued identification are on the UN Consolidated List. Accordingly, and as described in Chapter 1,
there is TF risk in Kuwait, and Kuwait has been in receipt of hundreds of requests for designation,
but Kuwait has never even considered a domestically sourced designation. Accordingly, Kuwait
may be missing opportunities to use TFS as a means to deprive terrorists of assets and
instrumentalities. The names added to the National List date from 2018, demonstrating a
downward trend in even using foreign-sourced information to make designations under UNSCR
1373. This is not in line with Kuwait’s TF risk profile, indicating that Kuwait is not sufficiently
using intelligence or even criminal information (i.e., from completed and successful TF cases) as
potential grounds for domestic designations.

330. Shortcomings identified in [0.9 contribute to limited instrumentalities and, in particular,
proceeds of TF being successfully traced, seized and confiscated.

331. Measures put in place in the NPO sector are not targeted or responsive to the level of TF
risk. There is no accounting for domestic TF risk pertaining to NPOs and measures put in place to
mitigate TF risk arising from NPOs’ foreign activities are implemented indiscriminately, i.e., with
no regard to the level of TF risk.

332. Kuwait is not taking measures to prevent terrorists, terrorist organisations and terrorist
financiers from raising, moving and using funds in line with its risk profile.
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Overall conclusions on 10.10

Kuwait has a legal framework to implement TF TFS but has not used that framework to legally
implement TFS in Kuwait. Therefore, the measures that are taken related to TFS in Kuwait lack
alegal basis and enforceability. Legal basis is fundamental to taking the actions required of a TFS
regime. The informal nature of the system, vague legal obligations, and other technical gaps
result in a lack of effectiveness and expose the system to a risk of legal and credibility challenge.

Despite this, Kuwait has frozen multi-millions in assets, FIs and DNFBPs generally scan relevant
lists to ensure that they are not doing business with designated individuals or entities and
supervisors monitor TF TFS obligations.

Operationally, Kuwait is not proactive in its approach to TF TFS. The Kuwaiti authorities have
never considered or made a domestically sourced designation for national sanctions under
UNSCR 1373. Kuwait has not proposed any names to relevant UN committees. The authorities
have also received hundreds of third country ‘trigger events’ and requests pursuant to UNSCR
1373, but none have been positively actioned by Kuwait in recent years.

Kuwait has identified its NPO population and conducted a risk assessment of them with limited
factors, focusing on the jurisdiction where the NPO has projects. As a result of this limited
assessment, Kuwait has implemented overly burdensome risk mitigation measures for the NPO
sector that disrupt and discourage legitimate NPO activities. These measures are neither risk-
based nor targeted.

Kuwait has deprived terrorist financiers of assets and instrumentalities related to TF activities
to some extent through sanctions-related freezing measures that lack legal basis and confiscation
in some cases.

These measures are not in line with Kuwait’s TF risk (see 10.1).

Kuwait is rated as having a low level of effectiveness for 10.10.

Immediate Outcome 11 (PF financial sanctions)*

333. Kuwait hosts an embassy for DPRK and maintains a trading relationship with the country.
Historically it permitted approximately 3,000-6,000 workers from DPRK to work in Kuwait. More
recently it has taken steps to reduce and remove DPRK workers from its economy and ceased the
practice of providing permits entirely in 2019.

334. Kuwait has an export control system in place for the exportation of controlled goods and
sensitive technologies related to dual-use products. There is no proliferation financing offence in
Kuwait. If an offence related to the financing of the proliferation of WMD were to take place in
Kuwait, the PPO would use other offences related to the exportation.

14 0On 18 October 2023, the TFS elements of UNSCR 2231 expired. Therefore, assessors did
not assess the implementation of UNSCR 2231.
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Implementation of targeted financial sanctions related to proliferation
financing without delay

335. Kuwait’s current framework to implement TFS was created in 2014 via Ministerial
Decision 1396/2013. This established Kuwait's CTC, the interagency group that is charged with
taking all TF and PF TFS decisions. This Ministerial Decision was re-issued in July 2023 as
Ministerial Resolution 141/2023 to give the CTC more explicit purview over PF TFS. Prior to the
issuance of Ministerial Resolution 141/2023, the CTC was already the competent body to issue
decisions to implement PF TFS in Kuwait. The changes made the authority to issue these decisions
clearer and included new, specific references to UNSCRs 1718 and 2231.

336. Kuwait's CTC is empowered to take all decisions required to implement PF TFS issued
under UNSCRs 1718 without delay. Per the Resolution, the CTC has a mandatory process to follow
to implement all TFS in Kuwait, i.e., the same process applies for both TF and PF TFS (see R.7). In
practice, the CTC does not take any such decision to implement designations for UNSCRs using the
decision-making process. The CTC only forwards emails from the UN Committees to the
supervisors of obliged entities, generally within 24 hours of listing or de-listing. As there is no
decision taken, and the CTC does not follow its own mandatory decision-making process, there is
no legal basis for TFS related to UNSCR 1718 being implemented in Kuwait. Obliged entities, as
will be discussed below, may follow the email communications to a certain extent, but the freezing
obligations and other legal requirements are wholly unenforceable and lack a legal underpinning.

337. Inpractice, Kuwait’'s competent authorities, FIs and DNFBPs operate as though the PF TFS
have a legal basis for implementation in Kuwait. The CTC maintains a website with current links
to the UN lists so FIs and DNFBPs can consult up-to-date information on listings and de-listings
related to UNSCR 1718.

338. In addition, Kuwait's asset freezing framework?®® is deficient, would such a framework be
implemented with legal basis. The Ministerial Decision only indicates that funds and assets of
persons and entities that the CTC decides to list will be frozen. This does not include those acting
for, or on behalf of, or at the direction of, any listed person or entity, owning or controlling any
designated person or entity, directly or indirectly, or assisting in evasion of sanctions or in
violation of the provisions contained in the relevant resolutions. Therefore, the scope of the
freezing requirement is limited to situations where the listed person directly owns assets in his
or her name, or possibly as a BO. This is not sufficient considering the common use of front
persons and nominees for PF.

339. Kuwait’s general prohibition®® on dealing with assets of listed persons does not apply to
PF TFS as the prohibition mechanism specifies that it only applies to the National List (the
domestic TF TFS list) and those listed on the UN Security Council’s counter-terrorism lists. This is
a serious shortcoming as it would allow listed persons to be provided with funds or other assets
through the Kuwaiti financial system, or more informally outside of the financial system.

340. As indicated in [0.10, the implementation of TFS in Kuwait lacks legal basis and specific
obligations meaning that it can be challenged not only by persons whose assets are frozen, but
any obliged entity being instructed to implement it. Any fine issued or other sanction for non-
compliance could be appealed for many reasons, including a lack of enforceable means. While

15 Recommendation 7.2(b)

16 Recommendation 7.2(b)
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Kuwaiti authorities state (and interviews confirmed) that the private sector is following the
outlines of a normal TFS regime, the UNSCRs are not formally implemented. They are informally
followed under threat of government penalty. This exposes both Kuwait's supervision and
enforcement mechanism to challenge, and risks making available assets to persons or entities that
should be designated as they could challenge the application of the UN sanctions to them within
Kuwait. To date, Kuwait’s PF TFS regime has not been challenged or tested in court.

341. Kuwait has created a DPRK Sanctions Committee to ensure that designees under UNSCR
1718 are not unlawfully active in Kuwait. This committee has taken numerous measures to lessen
PF risk in Kuwait such as enhancing lists for use at border check points, providing information to
obliged entities on transactions with DPRK, banning civil aviation operations with DPRK carriers,
guiding customs on trade transactions and deporting DPRK nationals. Kuwait's CBK has guided
their obliged entities not to do any transactions with any DPRK citizens. Kuwait conducts some
activities to detect the unlicensed provision of MVTS, but there was not an indication that there
were any activities conducted to determine or track the remittances from migrant workers in
Kuwait back to DPRK (who now do not have legal grounds to be in the country). This demonstrates
that there may have been financial pathways available that could have been exploited for PF that
were unknown and therefore un-investigated by competent authorities.

342. This committee show that there is some coordination and cooperation between relevant
authorities to prevent sanctions from being evaded, and implement policies to combat PF. This
coordination and cooperation have led to tangible policy efforts to prohibit or curtail civil aviation
activities, access of DPRK’s financial infrastructure and the issuance of migrant visas to citizens of
this country. There have been fewer activities inside of Kuwait to prevent sanctions evasions as
there has not been guidance provided to FIs/DNFBPs or other businesses on sanctions evasion
(there has been guidance to close all accounts related to DPRK), and there was no indication that
this committee has led to enhanced intelligence/information sharing to prevent sanctions
evasion.

Identification of assets and funds held by designated persons/entities and
prohibitions

343. Kuwait’s border authorities are aware of the risks of dual use and sensitive goods. The
shipment of these goods requires an export license. Lists of dual use goods are made available to
customs agents, who make sure that all declarations are properly done and must clear the
shipment of any dual use products with Kuwait’s Ministry of Health before entry/exit. It is unclear
why the Ministry of Health would be the coordinating body for such activity as it is unlikely that
they have the expertise or resources available to address dual use and sensitive goods, or the
potential financing of proliferation of WMD.

344. There is a lesser awareness of whether trade payments for permissible goods are being
used as cover for PF and it is not clear that the export control regime is linked up with the financial
component of counter proliferation financing.

345. Kuwait faces challenges in maintaining accurate and up-to-date BO information (see
Chapter 7 Legal Persons and Arrangements). Legal persons and arrangements could be misused
by proliferators or actors that intend to evade PF-related sanctions.

346. Kuwait has not identified, frozen or seized assets due to PF-related sanctions and has not
received a false positive on any natural or legal persons on the UN-issued lists. There has never
been an STR filed on suspected proliferation financing activity. At the time of the on-site visit,
Kuwait had not made or co-sponsored any listing or delisting proposals to the relevant UN
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Committee. No person who is subject to UN sanctions for proliferation-related activities is
resident in Kuwait.

347. It is not clear whether the MOI and GAC are coordinating on PF effectively and no
information was provided on this during onsite discussions. There have been no regular or
occasional exchanges of intelligence or other forms of information-sharing for investigations
pertaining to PF TFS. Kuwaiti LEAs have never disrupted an attempt to finance or ship
proliferation-related cargo via air or maritime routes. Furthermore, Kuwait has never
investigated a potential case of PF sanctions evasion. Kuwait was not able to demonstrate that it
undertakes any specific activities aimed at identifying funds, assets, or persons that may be
involved in PF activity or engaged in sanctions evasion.

348. Based on these findings, funds or other assets could be detected in Kuwait when directly
owned by a listed natural or legal person. However, the lack of available BO information and
intelligence availability, and an uneven knowledge among FIs and DNFBPs (see below) may
frustrate competent authorities in the detection of assets used in or intended for PF and the
pursuit of potential sanctions evasion.

FIs and DNFBPs understanding of and compliance with obligations

349. Kuwaiti FIs and DNFBPs have not identified any assets or funds held by designated
persons or entities. No funds are frozen, and there have never been false positive cases.

Financial Institutions

350. Larger FIs including those that are part of international groups, had a better
understanding of and compliance with PF TFS obligations and FIs generally showed a good
understanding of their obligations related to TFS. Many FIs interviewed on-site, except currency
exchanges, checked the lists for updates on a routine basis, but they treated all lists essentially the
same way (i.e., no distinction between TF and PF TFS). FIs usually search for potential matches
using third party software designed to scan relevant UN lists as well as other lists such as those
from OFAC, UK (OFSI), EU etc. The screening of names without understanding the nature of the
list, and the types of activities being undertaken to evade sanctions, limits the private sector’s
ability to identify PF activity.

Table 4.10. TFS-Related Inspection Results - Fis

Number of Number of Number of Number of Number of Number of
Bank On-site TFS-related Exchange TFS-related Securities TFS-related
Inspections Breaches Company On- Breaches Companies Breaches
Covering TFS Identified site Identified On-site Identified
(Banks) Inspections (Exchange Inspections (Securities
Covering TFS Companies) Covering TFS Companies)
2019 18 5 38 9 37 5
2020 19 13 36 7 41 0
2021 20 1 18 2 63 2
2022 1 0 35 5 68 27
2023 9 2 26 10 68 13
Total 67 21 153 33 277 47

351. As shown above, the breaches identified in onsite inspections are persistent and
numerous. The above chart depicts those sectors that are (a) the most significant in terms of
potential to be engage in trade finance activity, and (b) those that are, in general, have the best
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compliance regimes in the country. Despite being the strongest performers, there are deficiencies
in the implementation of TFS in approximately 20% of inspections over time. It is positive that
Kuwaiti supervisors are committed to detecting non-compliance, and that they are, demonstrably,
able to do so. It is, however, fair to conclude that compliance is not improving over time, and that
there remain large parts of the Kuwaiti financial system that do not have the appropriate
safeguards in place to prevent PF.

352. Kuwaiti FI supervisors have found many deficiencies related to TFS and have administered
numerous remedial actions and fines for failure to comply with TFS requirements. The
supervisors have aggregated all TF TFS and PF PFS deficiencies, making it impossible to
disaggregate TFS deficiency statistics. Importantly though, these deficiencies include five
instances of Kuwaiti exchange companies making funds available or providing financial or other
related services, directly or otherwise, solely or in partnership with others, to an individual, group,
or entity designated on the National List and UN Consolidated List or for their benefit. The CBK
clarified that these breaches were not for the actual provision of funds, but for breaches related
to automated systems not checking names of individuals/entities that should be designated,
despite the name of the breach indicating a more serious violation. The Assessment Team notes
that the most significant penalties applied to exchange companies are in the context of these
breaches, which would be consistent with a breach involving the provision of funds.

DNFBPs

353. The DNFBPs were, in general, less aware of their obligations in terms of TFS. Some of the
DNFBPs indicated that they implemented TFS with some delay (i.e., one to two days late). Some
DNFBPs indicated that they would only scan UNSCR lists if they were already suspicious of the
client for other reasons, while others did not seem aware of the lists at all. Thus, it cannot be
certain that PF TFS are implemented by some DNFBPs at all.

354. Kuwait’s DNFBP supervisor aggregated all TFS-related deficiencies in their records, so it
is unclear which TFS obligations were specifically breached and the gravity of those violations
(i.e., failure to update list, failure to have adequate policies and procedures, provision of funds to
a listed person/entity). It is also unclear what proportion of the deficiencies are related to
deficiencies in the implementation of PF TFS vs. TF TFS. Lastly, it is unclear what number of these
represent deficiencies among currency exchange organisations, a financial institution, which are
supervised by MOCI.

Table 4.11. TFS-Related Inspection Results - DNFBPs

Year Number of On-site Inspections Covering TFS Number of TFS-related Breaches Identified
2019 38 Not able to disaggregate statistics
2020 210 Not able to disaggregate statistics
2021 306 Not able to disaggregate statistics
2022 1242 306
2023 863 279

355. As with FIs, there remains a significant level of non-compliance with respect to DNFBPs
for failure to implement TFS. As with FI supervisors, MOCI has shown commitment to detecting
and addressing non-compliance, and they have demonstrated that they are competent to do so.
However, there remains a high level of non-compliance in MOCI-supervised obliged entities for
failure to implement TFS. The nature of the breaches is not known so it is difficult to determine
the seriousness of the non-compliance in MOCI’s supervised sectors.

Anti-money laundering and counter-terrorist financing measures in Kuwait |© FATF-MENAFATF 2024



CHAPTER 4. TERRORIST FINANCING AND PROLIFERATION FINANCING | 117

Competent authorities ensuring and monitoring compliance

356. Kuwaiti supervisors communicate to all obliged entities that they must comply with PF
TFS. CBK has issued some useful guidance documents, but, considering that all obliged entities
have continual challenges in implementing PF requirements, further actions are required for all
sectors.

357. The CBK and CMA routinely scope-in compliance with TFS requirements as part of their
on-site inspections. These inspections are guided by supervisory manuals issued by CBK and CMA,
which provide details on how they will approach onsite inspections, including for PF TFS. CBK and
CMA have been successful in implementing their examination programme and have shown
adeptness at detecting breaches in compliance. CBK and CMA engage in on-site inspections over
a large proportion of their sectors, allowing them to routinely test for PF TFS compliance. During
the reporting period, there have been 67 on-site inspections of banks with a TFS element (there
are 22 banks in Kuwait), 153 such inspections of exchange companies (there are 32 exchange
companies in Kuwait) and 277 securities companies (there are 56 securities companies in
Kuwait).

358. Theinsurance sector has not seen meaningful compliance monitoring for the period of the
report due to a lack of adequate supervision for the sector See Chapter 5).

359. MOCI does not have a similar supervisory manual with a focus on TFS, but they do have a
field control process that inquires whether the obliged entity checks international sanctions lists.
Although the inspection process is not particularly in-depth with regard to PF TFS compliance,
MOCI has still shown an ability to detect non-compliance with PF TFS obligations. MOCI’s coverage
of its obliged entities is not as wide when compared to CBK and CMA, but a reasonable number of
on-site inspections are carried out in proportion to the population of MOCI’s obliged entities.
During the review period, there have been 2,659 onsite inspections of MOCI-supervised obliged
entities with a TFS element, out of a total of 5,724 DNFBPs subject to 3641 onsite inspections.

360. As detailed in chapter 6 (Supervision), there have been some small fines that have been
issued for serious non-compliance with CPF measures. However, supervisors have generally
treated this non-compliance with remedial measures, if any measure at all. Given the seriousness
of the breaches to not implement TFS fully in a timely manner, more serious escalation could be
used to ensure a culture of compliance in Kuwait.

361. The Assessment Team cannot come to a definitive conclusion due to the aggregation of
supervisory activities for TF TFS and PF TFS, however, it appears that monitoring compliance for
PF TFS is a strength, and that the significant supervisory coverage of the Kuwaiti supervisors
continually tests and ensures informal compliance with PF TFS obligations.
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Overall conclusion on 10.11

Kuwait has a legal framework to implement PF TFS but has not used that framework to legally
implement TFS in Kuwait. Therefore, the measures that are taken related to TFS in Kuwait lack
a legal basis and enforceability. Despite this, FIs and DNFBPs generally scan relevant lists to
ensure that they are not doing business with designated individuals or entities. Supervisors
monitor PF TFS obligations. There have been some issues that delay this informal
implementation.

The scope of the application of PF TFS is limited in Kuwait. Freezing measures would only apply
to the funds and assets of the designated natural or legal person and the proceeds arising from
them if implemented with legal basis. Those parties required to implement these measures are
meant to be defined in the decisions of the CTC, but are not, so it is not clear if all natural and
legal persons are required to freeze. The general prohibition does not apply to PF TFS.

Funds or other assets could be detected in Kuwait when directly owned by a listed natural or
legal person. No assets have been frozen in connection with PF TFS to date. The lack of available
beneficial ownership information, low level of intelligence availability, and uneven awareness
among FIs and DNFBPs about TFS, may frustrate the detection of assets used in or intended for
PF and the pursuit of potential sanctions evasion.

FIs and DNFBPs have demonstrated an uneven understanding of TFS obligations. There is
persistent non-compliance in the implementation of TFS obligations in all sectors in Kuwait.
Kuwaiti supervisors routinely inspect compliance with TFS obligations in their supervisory
activities. TFS-scoped supervisory activities cover virtually the entire population of obliged
entities. The supervisors have shown an ability to detect non-compliance with TFS obligations.

Kuwait is rated as having a low level of effectiveness for 10.11.
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Key Findings and Recommended Actions
Key Findings

FlIs

1. Banks and larger FIs have a good understanding of their ML risks and
obligations. Understanding of risk in the insurance sector is lower as they have
not had an active supervisor for three years. This understanding is very low in
the currency exchange organisations sector. Understanding of TF risk is lower
across all sectors.

2. FlIs supervised by CBK and CMA (131 of 399 FIs) risk assess their customers in
a consistent manner and apply mitigation measures commensurate with their
assessed risks. Other Fls don’t systematically conduct such activities.

3. Most medium to large size FIs have invested in effective AML/CFT controls in
recent years and these controls are administered at the highest levels of those
Fls.

4. CDD measures are generally implemented but there remain compliance
deficiencies found in a large proportion of onsite inspections. All obliged
entities struggle with their obligations with respect to ascertaining and
verifying beneficial owners.

5. FIs generally apply EDD in cases of higher risk and have automated systems to
identify high risk customers and activities. However, there is a weakness in the
implementation of TF TFS measures that have resulted in listed individuals
being provided funds in Kuwait.

6. Banks are reporting increasing numbers of STRs and exchange companies have
continually reported a lower number of STRs. Reporting of STRs remains low
in some other sectors and some sector participants demonstrated a higher
reporting threshold than ‘reasonable grounds to suspect’. All FIs receive high
quality feedback on the STRs that they report and use the feedback to improve
their reporting.

DNFBPs

1. Understanding of ML risks and obligations are lower and vary amongst
DNFBPs. DNFBPs articulated their ML risk in terms of business risk (i.e.,
solvency) rather than ML risk presented to their business. Understanding of TF
risk is lower across all sectors.
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2. The implementation of mitigation measures for DNFBP sectors is at a less
mature level than FI sectors. There remain considerable compliance
deficiencies in the implementation of these measures.

3. DNFBPs struggle to identify beneficial owners, and in some cases, such as in the
real estate sector, legal persons are only required by real estate agents and
brokers to provide an authorised signatory rather than a beneficial owner.
DNFBPs considered that the AML/CFT measures conducted by Fls lessened
their necessity to do the same.

4. There are significant deficiencies in the implementation of TF TFS. Sector
participants indicated that they would only check TFS lists when conducting
transactions in certain situations, such as when they had a suspicion of ML/TF.

5. STRreporting in DNFBP sectors is very low. It is unclear to DNFBPs where and
how they should report, and sector participants demonstrated a higher
reporting threshold than ‘reasonable grounds to suspect’.

Recommended Actions

1. Kuwait should take steps to increase the knowledge of obliged entities,
particularly those supervised by the MOCI, on their ML risks and how ML can
be conducted through the services they provide. Kuwait should also increase
the knowledge of all obliged entities on their TF risks, and how TF may be
conducted using the services they provide.

2. FIs and DNFBPs should enhance their ML/TF risk mitigation and control
frameworks proportionate to their identified risks, particularly in the areas
identified in recommended action a).

3. Kuwait should conduct outreach activities to increase the knowledge of FIs and
DNFBPs on the concept of beneficial ownership, their obligations in identifying
the ultimate beneficial owner, and how to use the beneficial ownership registry
(once operational).

4. DNFBPs, in particular, should seek to increase their level of STR reporting.
Kuwait should facilitate this increase through ensuring that all obliged entities
understand the STR reporting threshold, and through providing sector-based
indicators of ML/TF in the Kuwaiti context developed with sources of
information beyond ML/TF convictions.

5. Kuwait should take additional measures to ensure the systems in place to
ensure obliged entities receive TFS updates and implement TFS without delay
are effective and obliged entities are adhering to their obligations to implement
TFS.
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362. The relevant Immediate Outcome considered and assessed in this chapter is 10.417. The
Recommendations relevant for the assessment of effectiveness under this section are R.9-23, and
elements of R.1, 6, 15 and 29.

Immediate Outcome 4 (Preventive Measures)

363. Considering the relative materiality and risk in Kuwait, the implementation of preventive
measures by the relevant sectors is weighted as follows:

1. Most heavily weighted: Banks and exchange companies

2. Moderately weighted: Securities companies (all types supervised by CMA), currency
exchange organisations, real estate brokers and agents, and DPMS.

3. Lower weighted: Finance companies, E-payment companies and insurance companies.
Understanding of ML/TF risks and AML/CFT obligations

FIs

364. Ingeneral, banks in Kuwait have a good understanding of ML risks and a relatively better
understanding of TF risks than other FIs in Kuwait. Their understanding is in line with the findings
of the NRA, which assessed the sector as posing 'medium' ML risks. Banks that are part of
international financial groups noted that they take a holistic approach to their risk assessment,
factoring risks relating to the financial group, MENA region, and those that are unique to Kuwait.
They conduct risk assessments of their customers, informed by CBK instructions and
sophisticated risk assessment tools, and use these assessments to assign each customer a risk
rating. Banks revisit customer risk ratings on a regular basis and in light of trigger events and use
these ratings to inform AML/CFT measures. Overall, banks appear to have a good understanding
of their AML/CFT obligations.

365. Exchanges companies and finance companies demonstrated a good level of ML risk
understanding. However, that understanding diminishes as the size of the company gets smaller.
Exchange companies generally agreed with the 'medium-high' risk rating for the sector as
identified in the NRA, citing the cash-intensive nature of their business and their role in
undertaking cross-border transactions as high-risk activities. Exchange companies are sensitive
to ML/TF risks and conduct rigorous customer risk assessments on a regular basis, taking into
consideration factors such as nationality, identification documents presented, transaction
methods, employment and tenure of relationship. Exchange companies seem to be more attuned
to ML risks than TF risks, with some specifically citing challenges in detecting TF activity.
Exchange companies seem to have a relatively good understanding of their AML/CFT obligations.

366. Securities companies in Kuwait have relatively good understanding of the ML/TF risks in
the securities sector and consider the NRA's 'medium' risk rating for the securities sector to be
appropriate. Their risk assessment process for customers, however, does not appear to be as
rigorous as that adopted by banks and exchange companies. They were not able to meaningfully

17 When assessing effectiveness under Immediate Outcome 4, assessors should take into

consideration the risk, context and materiality of the country being assessed. Assessors
should clearly explain these factors in Chapter One of the mutual evaluation report under
the heading of Financial Institutions, DNFBPs and VASPs, as required in the instructions
under that heading in the Methodology.
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distinguish between the ML and TF risks they face. Securities firms exhibit a generally good
understanding of their AML/CFT obligations.

367. Only a few firms in Kuwait provide life insurance products, and these are typically related
to employee life insurance plans. Accordingly, insurance companies generally considered their
ML/TF risks to be relatively low, and it generally agreed with the medium-low sectoral risk rating
in the NRA. Insurance companies, which were previously under MOCI's supervision and fully
transitioned to IRU's supervision in 2021, continue to improve their understanding of ML/TF risks
and AML/CFT obligations. This understanding has been impacted by the fact they have been
without a fully functional supervisor guiding them for approximately two years.

368. Among Fls, currency exchange organisations, which are supervised by MOCI, appear to
have the least developed understanding of ML/TF risks and their obligations. Currency exchange
organisations understanding of their ML/TF risks and processes for assessing customer-level
risks raise significant concerns. Representatives did not seem familiar with the results of the NRA
and were not able to cite any specific ML/TF risks relating to the sector. These organisations
generally follow guidance provided by MOCI, but do not have a mature understanding of their
AML/CFT obligations.

DNFBPs

369. DNFBPs understanding of the ML/TF risks they face is poor. DNFBP representatives met
during the onsite were not able to distinguish between ML and TF risks affecting their sector, risks
affecting their business and risks posed by certain customers. DNFBPs generally linked risks of
ML/TF to listed names on ‘prohibited customers’ list. However, they were not able to identify why
customers were prohibited. Some DNFBPs participated in workshops with supervisors that
included NRA results, however, none was able to relate the NRA’s general findings, nor the risk
rating assigned to the relevant sector. TF risks in particular are not understood.

370. DNFBPs, generally, do not have a clear understanding of their AML/CFT obligations. For
example, DPMS indicated that they have reported suspicious transactions to MOCI, the supervisor,
rather than the KwFIU. DNFBPs in some instances indicated that they were unaware of the
UNSCRs lists and National List, while indicated in other instances that they would only consult
these lists if they had other suspicions regarding the customer.

Application of risk mitigating measures

Financial Institutions

371. Banks and other larger FIs have implemented policies and controls designed to mitigate
the ML/TF risks identified in their risk assessments. These are broadly risk-based and effective.
They have invested resources to develop mitigating measures for higher-risk scenarios, including
for cash-intensive activities and activities involving higher-risk countries and customers.
Currency exchange organisations and other smaller FIs appear to have fewer, less sophisticated
measures in place.

372. Banks and exchange companies, as well as securities companies rely on technology to
implement their dynamic risk assessment models to classify customers as high-risk, medium-risk
and low-risk based on a number of factors (e.g., activity type, nationality of customer, visa
category, occupation, cross-border nature of transactions, volume of transactions, etc). These risk
classifications inform the mitigation measures they apply to each customer - both in terms of
intensity and frequency of imposition of risk mitigation measures. For example, banks, exchange
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companies and finance companies generally update customer information annually for high-risk
clients, every two years for medium risk clients and every three years for low-risk clients. Such
processes do not seem to be undertaken in the currency exchange sector, and only to a certain
extent in the insurance sector.

373. All FIs have implemented restrictions on high levels of cash transactions (i.e., limited to
KWD 3 000 approx. USD 9 700) and do not conduct transactions using VAs as risk mitigation
measures, in line with Kuwait’s VA prohibition. The insurance sector has banned cash transactions
for life insurance policies.

DNFBPs

374. DNFBPs have less sophisticated systems to implement mitigation measures but do
generally have some policies and procedures responsive to risk. These mitigation measures
appear more transaction specific for DNFBPs, seeing risk through the lens of single factors, and
do not seem to represent risk-based policies and procedures.

375. DNFBPs do implement some risk-based measures, including DPMS and real estate brokers
restricting the use of cash. DPMS do not accept cash above 3000 KWD (approx. USD 9700) and
transactions should be done via electronic means. Transactions for real estate should be done
either via cheques or wire transfers, while the downpayment could be done in cash. Real estate
brokers verify the authenticity of documents relating to the sale of real estate via MOJ] website by
searching for the number of the previous sale contract.

376. DNFBPs reported that the supervisor, MOCI, offers guidance and on-site visits to assist
them in implementing risk-based mitigation measures. MOCI has provided basic templates for
businesses to use to implement such frameworks.

Application of CDD and record-keeping requirements

FIs

377. MostFIs met during the onsite visit were able to demonstrate a very strong understanding
of CDD and record-keeping measures, with sufficient ongoing monitoring procedures. However,
this understanding does not appear to be well applied in practice, as supervisors continue to
identify a significant number of deficiencies relative to the number of inspections year-over-year
across sectors, during the majority of FI inspections (see table 5.1).
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Table 5.1. Deficiencies related to CDD/EDD, by year

2018 2019 2020 2021 2022 2023 Total
Central Bank of Kuwait

Banks 4 15 26 370 14 96

Exchange Companies 5 9 18 8 22 13 75
Finance Companies - - - - 1 - 1
E-payment Companies - - - - 5 - 5
Total 9 24 44 45 28 27 177

Capital Markets Authority

Securities companies 1" 16 21 10 72 64 194
Brokerage Companies - 2 - 1 44 30 77
Other Companies 2 2 - - 1 4 19
Total 13 20 21 1 127 98 290

Insurance Regulatory Unit
Insurance Companies
Ministry of Commerce and Industry

Currency Exchange - 12 28 102 113 47 302
Organisations

Real Estate Agents and Brokers - 11 36 135 258 78 518
DPMS - 16 139 980 511 390 2036
Total - 39 203 1217 882 515 2 856

378. Fls, generally, have effective processes in place for onboarding customers and carrying out
CDD. FIs undertake their own CDD processes and do not rely on third-party CDD information.
Larger banks appear to have the most robust CDD measures. If Fls require updated information
and a customer does not respond in a timely manner to a CDD inquiry, and CDD file is not
completed, most FIs do not proceed with a transaction or provision of service. In some cases, STRs
related to non-cooperative clients have been submitted. Most Fls interviewed also shared that
they undertake source of funds checks for most, if not all, clients as part of their CDD processes,
and that they have more rigorous identification and verification processes for foreign persons.

379. The Assessment Team identified gaps in some FIs' understanding of what constitutes a BO,
and gaps in the process for identifying and verifying BOs in all FlIs. Banks have made
improvements in identifying and maintaining BO information relating to their clients. Exchange
companies, however, still need to improve their processes to ensure that BO identification and
verification processes comply with AML/CFT law requirements. CMA has also identified
deficiencies in securities companies' BO identification and verification processes.

380. Fls rely on the Chamber of Commerce's database to verify information they receive from
clients, including BO information. This Chamber of Commerce database, however, is comprised
mainly of information maintained by MOCI, which at present does not maintain complete, reliable
BO information (see Chapter 7 for details). As a result, it is unlikely that the Chamber of Commerce
database contains adequate, accurate, and current information regarding legal persons' beneficial
owners - leading to gaps in FIs’ understanding of the BOs behind their customers.

381. CMA inspections have revealed a significant number of deficiencies in securities
companies’ implementation of CDD over the reporting period - particularly in 2022 (and part of
2023 covered under the reporting period), when it identified 44 deficiencies (63 securities
companies) relating to general provisions on CDD procedures, 16 relating to simplified due
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diligence, 14 for ongoing CDD and unusual transactions, 21 for know your customer (KYC)
information updates, and 11 for record-keeping requirements.

382. Currency exchange organisations have least robust CDD measures in place. The currency
exchange organisation met during the onsite shared that it relies on a KYC form, the template for
which has been developed by MOCI, and conducts some basic checks on the clients. These checks
are largely manual and do not include any verification of the information provided by the clients.
This is consistent with MOCI's own findings, which has identified deficiencies relating to
verification processes.

DNFBPs

383. Most DNFBPs understand CDD as identifying the customer and checking the presence of
documents. However, most DNFBPs see this collection and recording of CDD information as part
of their business to retain and upsell customers, rather than comply with their AML/CFT
obligations. As a result, they have only been collecting a subset of the information that they require
to conduct their AML/CFT CDD obligations. Most DNFBPs assume that banks’ CDD processes are
more advanced and the CDD the DNFBPs duplicates that of the banks. This results in DNFBPs
taking the minimum level of information and steps to conduct their business, rather than be
guided by customer risk.

384. Regarding BO information, DPMS rarely deal with legal persons and do not seem to seek
BO information in instances where they do. Real estate brokers deal with legal persons and
require only identifying those individuals that possess signing authority for the legal person.

385. The majority of inspections of DNFBPs uncover deficiencies in CDD or record keeping
requirements.

Application of EDD measures

FIs

386. Fls generally have a good understanding of when to apply EDD measures and specific
requirements relating to EDD, but implementation varies depending on the size and international
exposure of the FI and particularly with respect to TF TFS requirements.

387. Larger banks and exchange companies have more sophisticated systems for screening
clients. Most FIs reported having their systems linked to reputable and reliable third-party
solutions that consolidate various lists to identify foreign PEPs and designated persons. These FIs
are able to screen clients more frequently (e.g., on a daily basis and before and after transactions)
and also have more resources to dedicate to incorporating the National List and identifying
changes (through news and other channels) in real-time.

388. Regarding PEPs, most FIs apply EDD measures, such as requiring additional
documentation and information (e.g., relating to source of funds and wealth). These individuals
are classified as high-risk customers and therefore, transaction monitoring thresholds for these
individuals are lower, resulting in more alerts which require further scrutiny. In addition, FIs met
during the onsite highlighted that management approval is required before conducting business
with a PEP (either establishing a business relationship or carrying out occasional transactions).
Both CBK and CMA inspections, however, have identified deficiencies relating to EDD measures
for PEPs and high-risk customers during the reporting period, particularly among banks and
securities companies in 2021 and 2022 respectively.
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389. Kuwaiti Fls, generally, consider any jurisdiction to be higher risk than Kuwait, and do not
take a nuanced approach to country risk. FIs rely on FATF lists and supervisory authorities for
guidance on high-risk countries. A couple of banks and exchange companies met during the onsite
noted taking into consideration the Basel AML index and the Corruption Perception Index, and
other factors unique to their business when identifying additional high-risk countries.

390. With respect to correspondent banking, when establishing a correspondent relationship,
banks conduct due diligence on the correspondent bank, checking in which countries it operates,
adverse news, and risks relating to its products and services. One bank highlighted that it does not
establish correspondent banking relationship in higher risk countries. Based on information
provided, CBK has not identified any deficiencies relating to correspondent banking relationships
and banks take adequate steps to screen the correspondent bank and have adequate processes
and controls in place.

391. With respect to wire transfers, FIs reported few instances of missing information. When
information is missing, FIs do not process the transaction. Based on information provided, CBK
inspections have not identified any significant deficiencies relating to wire transfer requirements,
and have revealed that banks, in particular, have in place automated systems for generating
transaction alerts and implementing systemic measures to comply with the wire transfer
requirements.

392. For TFS, most FIs met during the onsite shared that they rely on third-party solutions such
as World Check and Dow Jones for screening. Banks, in particular, highlighted that their systems
screen against the UN, OFAC, and UK Treasury lists, and run updates daily. While the process
involving UN lists seems fairly consistent and automated across FIs, the procedures relating to the
National List are less clear and consistent across Fls. Fls reported different processes for how they
receive the National List from Kuwaiti authorities, and how quickly they are expected to
incorporate these lists into their systems. For example, one bank reported having 48 hours, while
an exchange company reported 24 hours. All FIs reported manual processes for incorporating the
National List into their systems. These factors, coupled with on-site inspections findings, raise
concerns about the timeliness and accuracy of TF TFS measures across Fls.

393. Specifically, CBK inspections reveal that while larger banks have established automatic
screening solutions to identify and flag any sanctioned individuals or entities during customer
onboarding and transaction processing, smaller banks face challenges in implementing effective
screening processes due to limited resources and use of manual processes. With respect to
exchange companies, CBK identified some inadequate screening solutions and lack of periodic
screening of customer data. In some cases, CBK also observed exchange companies focusing their
screening on parties directly involved in transactions, rather than extending the scope to all
parties in a business relationship and found instances of provisions of funds to listed individuals.

394. With respect to securities companies' TFS measures, CMA observed that in general, larger
securities firms rely on third-party solutions to conduct screening activities while smaller ones
opt for their compliance officers manually screening customer databases. These manual processes
have led to delays following changes to the relevant lists. Significantly, in 2022, CMA identified a
number of deficiencies with respect to securities companies' compliance with TFS requirements.
These deficiencies generally related to periodic screening of customer data against sanctions lists
updates, lack of screening process for the BOs, and internal policies and procedures that did not
address TFS compliance processes within the institution.

395. As with CDD measures, currency exchange organisations have weakest EDD measures in
place, particularly with respect to TFS requirements. During interviews, the sector showed a weak
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understanding of the procedures in place to screen customers. Sector participants were able to
indicate that there was a private list to review but it was unclear which list they were referring to
and what specific procedures are in place to screen against this list.

Table 5.2. Deficiencies related to TFS, by year

2018 2019 2020 2021 2022 2023 Total

Central Bank of Kuwait
Banks 0 5 13 1 0 2 21
Exchange Companies 12 9 7 2 5 10 45
Finance Companies
E-payment Service Provider
Total 12 14 20 3 5 12 66
Capital Markets Authority
Securities companies 3 5 - 2 21 9 40
Brokerage Companies - - - - 5 3
Other Companies - - - - 1 1
Total 3 5 - 2 27 13 50
Insurance Regulatory Unit
Insurance Companies
Ministry of Commerce and Industry
Currency Exchange - 16 27 57 62 43 205
Organisations
Real Estate Agents and - 19 25 65 96 44 249
Brokers
DPMS - 29 65 372 398 246 1110
Total - 64 117 494 556 333 1564

DNFBPs

396. Implementation of EDD measures by DNFBPs largely relates to PEPs. DNFBPs have a
generally good understanding of domestic PEPs and the procedures for dealing with them.
DNFBPs indicated that foreign business would be considered higher risk and subject to EDD or
outright refused.

397. DNFBPs have weak understanding and their obligations with respect to TF TFS. Some
DPMS mentioned that they check the list provided by MOCI once every two weeks, while others
had a procedure to only check customers against the list when they had a suspicion about the
client or when conducting very large transaction. Small DNFBPs do not screen any customers, and
screening would be triggered only upon suspicion. Real estate brokers indicated that they would
generally rely on banks’ transactions monitoring as they handle the financial part of real estate
transactions.

Reporting obligations and tipping off

Fls

398. The AML/CFT Law obliges FIs to notify the KwFIU without delay if they suspect or have
reasonable grounds to suspect that a transaction involves proceeds of crime or funds related or
linked to or to be used for ML or TF. The reporting obligation applies to all transactions, including
attempted transactions, and regardless of their value.
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399. To enable compliance, the KwFIU has developed various guidance materials to help FIs
understand their obligations and to identify indicators of suspicious activity. This guidance
appears to be effective with respect to banks and, to some degree, exchange companies, which
report significantly more STRs than other Fls, with a clear increase the number of STRs submitted
by banks during the reporting period (see table 5.3). STRs remains extremely low among other
FIs, and the quality and timeliness of the reporting require further improvements across the
board.

Table 5.3. STRs reported by sector, by year

2019 2020 2021 2022 2023 Total
Banks 996 713 1623 1440 1583 6355
Exchange Companies 659 338 776 870 640 3283
Finance Companies 1 - - 1 - 2
E-payment Service
Provider
Total 1656 1051 2399 2311 2223 9640
Securities companies - 2 14 1 - 17
Brokerage Companies 8 6 1 2 17
Other Companies - - - 2 - 2
Total 8 8 14 4 2 36
Insurance Companies
Currency Exchange
Organisations
Real Estate Agents and 18 - - - - 18
Brokers
DPMS 5 - - 4 4 13
Total 23 - - 4 4 3

400. CBK on-site inspections indicate that banks generally have more robust transaction
monitoring systems than exchange companies. This allows them to detect and report more
suspicious transactions. The improvements observed in banks transaction monitoring systems
can be attributed, in part, to the sanctions imposed by CBK in 2018 in response to serious breaches
identified in one institution's transaction monitoring process, where the staff did not properly
investigate alerts generated, and STRs were not filed as required. As a result, the compliance
officer responsible for overseeing AML/CFT compliance was suspended.

401. With respect to exchange companies, even though exchange companies have submitted
more STRs than other sectors during the reporting period, CBK continues to identify deficiencies
in exchange companies' transaction monitoring processes, identifying more than two times the
deficiencies compared to banks over the reporting period (see table 5.4), and only a gradual
increase in the STRs over the reporting period when compared to banks.
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Table 5.4. Transaction Monitoring Deficiencies Identified by CBK

2018 2019 2020 2021 2022 2023 Total
Central Bank of Kuwait
Banks 5 4 8 1 1 6 35
Exchange 8 17 13 8 19 14 79

Companies

402. Based on onsite interviews with FIs, banks appear to have more comprehensive STR
policies and procedures than exchange companies, including but not limited to their transaction
monitoring systems. Both sectors aim to report within 48 hours, although some cases can take up
to two weeks, depending on the complexity of the activity and analysis required. Onsite meetings
also revealed that some banks and exchange companies apply higher threshold than required for
reporting.

403. When asked about indicators and typologies, both FIs and exchanges noted challenges in
detecting suspected TF activity relative to ML and were not able to demonstrate that they could
detect suspected TF activity. This is also the case for other obliged entities. Banks mainly
highlighted common typologies relating to VAs, fraud, PEPs, and corruption, and exchange
companies highlighted one-to-many and many-to-one activity as leading indicators. In all cases,
the banks and exchange companies reported receiving helpful feedback from the FIU on the STRs
submitted, including follow-up requests and updates on the status of the STRs (e.g., whether it is
referred to PPO). They also reported getting requests from PPOs in the course of their
investigations.

404. The securities companies and the currency exchange organisation that the assessment
team met did not report any STRs during the reporting period. The assessment team does not
consider this an appropriate level of reporting. With respect to securities companies, CMA’s
inspections have identified several deficiencies contributing to low levels of reporting, including
e.g., transaction monitoring system weaknesses, lack of clarity into the STR processes, and
insufficiency of analysis conducted on flagged transactions.

DNFBPs

405. All DNFBPs have the same requirements for STR reporting. There are only four STRs per
year reported by DPMS in 2021/2022 and 2022 /2023 while no STRs are reported in these years
for other DNFBPs. Reporting levels of DNFBPs are low compared to their size, importance and
reach.

406. DNFBPs did not demonstrate any policies or procedures for reporting STRs and indicated
to the assessment team that financial institutions largely have purview over the transactions they
conduct. Some DNFBPs indicated that they would not enter into a relationship or business
transaction with a prospective client they see as suspicious, but would not tip off clients if they
were planning on reporting an STR.

407. DNFBPs benefit from red flag indicators in the workshops organised by MOCI. A small
number of DNFBPs developed their own indicators based on their experience with customers and
did not rely on the indicators prepared by KwFIU or MOCI. DNFBPs report a very limited amount
of STRs and thus, these indicators may not be effective in detecting potential ML/TF. The
indicators that DNFBPs used were all with respect to money laundering, and none involving
terrorist financing.
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408. All obliged entities are generally aware of their responsibilities to report STRs, and not tip
off the subjects of the report. Most obliged entities could describe at least some scenarios
suspicious of money laundering that could lead to reporting, but there was very little knowledge
on suspicions of TF that could lead to filing an STR. Some obliged entities demonstrated to the
Assessment Team that they have a higher threshold than ‘reasonable grounds to suspect’ to
submit an STR.

409. KwkFIU indicated to the assessment team that all STR reports were of high quality.

Internal controls and legal/regulatory requirements impending
implementation

FIs

410. FIs in Kuwait are required to implement internal policies, procedures, systems, and
controls against ML/TF, including appropriate compliance management arrangements and
adequate screening procedures to ensure high standards when hiring employees. These programs
must also include ongoing employee training program and an independent audit function to verify
AML/CFT compliance.

411. Most FIs that the Assessment Team met with demonstrated that they have appropriate
internal control policies, banks in particular. This is also consistent with the findings of
supervisors' on-site inspections during the reporting period which show fewer deficiencies
relating to internal controls than other AML/CFT obligations. For example, CBK's inspections
indicate that most FIs have designated compliance officers, their AML/CFT policies are approved
at the board level, their internal audit functions consistently examine the AML/CFT controls, and
they have training programs. In addition, CBK has seen a shift from manual to automatic controls.
That said, CBK have also observed that some FIs, smaller ones in particular, have not fully
developed comprehensive policies and controls.

412. The banks, exchange companies, and securities companies that the Assessment Team met
during the onsite reported having rigorous hiring processes to ensure that the AML/CFT
compliance staff are qualified and with a clean criminal record. Some FlIs even noted ongoing
screening processes for more high-risk roles. In particular, FIs reported rigorous screening
processes for compliance officers, including fit and proper checks with supervisors. Fls shared
that compliance officers report directly to Flleadership (i.e., CEO, General Manager, or equivalent)
and relevant committees of the board of directors (i.e., Risk and Compliance Committee or
equivalent) and are required to report on AML/CFT activities on a regular basis, in some cases,
monthly.

413. Most FIs that the assessment team met during the onsite reported having their own
internal, independent audit function, which reviews the AML/CFT measures annually and reports
its findings to FI leadership and relevant board committees. With respect to securities companies,
CMA approves external auditors of supervised entities in order to ensure that the auditors possess
the necessary expertise and qualifications to comprehensively assess the supervised entities'
internal controls, risk management practices, and compliance with AML/CFT regulations.

414. In general, CMA has observed that while securities companies have implemented
AML/CFT policies and controls, the effectiveness and consistency of these controls varies, with
some exhibiting deficiencies related to their compliance function.
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415. Finally, FIs that are part of a cross-border financial group did not report any barriers to
implementing group-wide programmes and noted that they tailor their AML/CFT as needed to
Kuwait's specific requirements and context.

DNFBPs

416. DNFBPs implement basic internal policies, procedures, and controls against ML /TFs. This
includes the appointment of a compliance officer, who is subject to criminal background checks
and mandatory training. The application and effectiveness of these internal policies, procedures,
and controls was commensurate with the size of the DNFBP.

417. DNFBPs did not demonstrate that their AML/CFT programmes provided employees with
an ongoing employee training program or an independent audit function to verify AML/CFT
compliance.

418. MOCI supports DNFBPs in implementing these requirements by providing templates,
training material and guidance to assist DNFBPs and all of their appointed compliance officers in
implementing required controls and procedures. This interaction was well received by DNFBPs,
and those that have participated indicated that their compliance programme improved once
having met with MOCI.

419. There are no legal or regulatory requirements that impede the implementation of obliged
entities AML/CFT compliance programme.

Overall conclusions on 10.4

Understanding of AML/CFT risks and obligations varies across FI and DNFBP sectors. This is
generally high for banks and large/international FIs, but lower for DNFBPs and smaller FIs.
Understanding of TF risks is lower across all sectors.

Identification of BOs is difficult for most obliged entities and there is no credible source to verify
information. This can lead to an incomplete understanding of customers and their BOs. CDD and
EDD measures are generally applied with the exception of those related to TF TFS. There remains
a significant number of ongoing compliance deficiencies, and some obliged entities do not either
screen against TFS lists or update lists in a timely manner. This has resulted in instances where
listed individuals were provided funds in Kuwait.

Detection of suspicious transactions is improving in the banking sector but does not show a
positive trend in other sectors, particularly DNFBPs where very few STRs are reported. Some
obliged entities demonstrated that they have a higher threshold than ‘reasonable grounds to
suspect’ to submit an STR. Generally, obliged entities demonstrated difficulties detecting
suspected TF activity.

Kuwait is rated as having a moderate level of effectiveness for 10.4.
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Key Findings and Recommended Actions
Key Findings

FlIs

1. Kuwait's FI supervisors implement a fairly robust licensing framework and
ongoing checks, beyond the usually prescribed fit and proper requirements to
prevent criminals and their associates from holding a significant or controlling
interest or a management function. All supervisors have issues in identifying
and verifying BOs as part of market entry procedures.

2. Kuwait recognises the presence of some unlicensed MVTS activity and takes
some successful measures to detect and sanction such activity but needs to
further refine its processes to identify unlicensed hawala activity in particular
given the country’s context and risk profile.

3. CBK, CMA and IRU have a good understanding of ML/TF risk that’s sourced
from a data-driven process, engagement with their supervised population and
questionnaires.

4. CBK and CMA conduct risk-based supervision that features a very significant
coverage of the sectors they supervise. Risk informs frequency, but it is not
clear that intensity of supervisory coverage is driven by risk. There is a gap in
CMA supervision where 11 securities entities licensed by CBK are not covered
in CMA’s supervision.

5. The insurance sector has not had a fully functional supervisor for three years.
The IRU became its operational supervisor in 2021 and has put in place the
foundational elements to a successful risk-based AML/CFT supervisor,
however, they had only conducted some pilot inspections at the time of the
onsite.

6. Supervisors have demonstrated their capabilities by finding significant number
of instances of non-compliance in all FI sectors, except for MOCI with respect
to currency exchange organisations. All supervisors demonstrated a
commitment to using remedial measures to amend compliance deficiencies.
However, they rely to a large degree on remedial measures and small fines that
are not proportionate to the deficiencies or dissuasive. This has led to continual
non-compliance.

7. All supervisors produce a range of guidance and conduct outreach to
supervised sectors and supervisory action has had some positive effect on
entity-level compliance.
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DNFBPs

1. MOCI is responsible for licensing of all commercial activities in Kuwait, in
addition to being an AML/CFT supervisor for all DNFBP sectors. MOCI employs
a quality market entry procedure, but that procedure does not
comprehensively identify and verify ultimate beneficial owners as part of
licensing.

2. MOCI has a developing understanding of ML/TF risk that could benefit from
the consideration of other factors beyond a small number of ML and TF
convictions.

3. MOCI has a dedicated team and has digitised its processes but is in the process
of developing a risk understanding of its supervised population at the entity
level. As this process has only just begun, MOCI conducts event-driven
supervision rather than risk-based supervision.

4. MOCI applies a wide range of remedial measures and sanctions. However, their
policy to aggregate and not increase the severity of remedial
measure/sanctions can allow very serious non-compliance to be treated with
inappropriate measures.

Recommended Actions

FIs

1. CBKand CMA should ensure that the frequency and, in particular, the intensity
of their supervisory activities is dictated by the risk presented by the obliged
entities they supervise.

2. CBK should take measures to enhance its monitoring of unlicensed MVTS
providers operating in Kuwait, especially hawalas, and enhance cooperation
with LEAs to ensure that all available tools are used to discontinue such
unlicensed activity.

3. CBK should conduct appropriate fit and proper controls for its new e-payment
service provider sector as planned.

4. CBK should amend its remedial action/sanctions policy to ensure that all non-
compliance is considered at the obligation level, rather than capping scoring
for deficiencies at the ‘instruction’ level.

5. IRU should conduct risk-based supervision which considers the sectoral, and
individual entity-level ML/TF risks presented by the obliged entities they
supervise.
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DNFBPs

1. MOCI should enhance its understanding of ML/TF risk, especially TF risk, in the
sectors it supervises. MOCI should apply this understanding to determine the
entity-level ML/TF risk presented by its supervised population.

2. MOCI should be given sufficient resources and develop appropriate expertise
to conduct their AML/CFT supervision.

3. MOCI should fully implement risk-based supervision by creating their
supervisory plans in response to the ML/TF risks presented in the sectors it
supervises, and the obliged entities that make up those sectors. Supervisory
plans should be comprised of supervisory activities where the frequency and
intensity are tailored based on the risk presented.

FIs and DNFBPs

1. Supervisors should systematically cover beneficial owners as part of licensing
processes (including where legal persons exist in an ownership chain), and
ensure that a consistent, complete set of crimes are codified to be considered
for all applicants as part of the licensing process.

2. Supervisory authorities should put in place enforcement policies that enable
the application of proportionate and dissuasive measures. This should include
escalatory measures for continued non-compliance and ensuring that all
remedial actions/sanctions are available in first instances. Supervisory
authorities should consider publishing sanctions to increase their dissuasive
effect.

420. The relevant Immediate Outcome considered and assessed in this chapter is 10.3. The
Recommendations relevant for the assessment of effectiveness under this section are R.14, 15, 26-
28, 34, 35 and elements of R.1 and 40.

421. There are four AML/CFT supervisors in Kuwait. CBK supervises banks, exchange
companies (provider of MVTS), finance companies and e-payment companies. CMA supervises all
securities companies, which includes investment companies, securities brokerage companies,
financial brokerage companies, underwriters, asset managers, mutual funds, and custodians. IRU
supervises all providers of insurance. MOCI supervises currency exchange organisations (an FI),
real estate brokers and agents and DPMS (analysis below has in places aggregated these three
sectors as they have the identical supervisor following identical processes). Lawyers and
accountants do not conduct the triggering activity for their coverage by the FATF Standards and
are not supervised in Kuwait. TCSPs do not exist in Kuwait. Notaries are all employed by the
government of the State of Kuwait. VASPs and casinos are prohibited in Kuwait. Licensing is a
partnership between MOCI, who licenses all business activity in Kuwait, and the supervisor
responsible for the obliged entity. See Chapter 1 for the description for each supervisor and their
responsibilities, as well as the ranking of each sector in terms of Kuwait’s risks, context and
materiality.
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Table 6. 1. Number of FIs and DNFBPs by Supervisor

Supervisor Type of Obliged Entity Number
CBK Banks 22
CBK Exchange Companies 32
CBK Finance Companies 2
CBK E-Payment Companies 12
Total CBK 68
CMA Investment Companies 42
CMA Brokerage Companies 12
CMA Other Companies 9
Total CMA 63
IRU Insurance Companies 1818
Total IRU 18
MocCI Currency Exchange Organisations 250
MocCI Real Estate Agents and Brokers 4191
MocCI DPMS 1283
Total MOCI 5724

Immediate Outcome 3 (Supervision)

Licensing, registration and controls preventing criminals and associates from
entering the market

Financial Institutions

422. Kuwait has a robust process for the licensing of FIs, and most technical deficiencies in
licensing are rectified through licensing processes that are more stringent than the technical
requirements set out.

423. Fls seeking to engage in financial services in Kuwait must submit a licensing application
to MOCI, who licenses all commercial activities in Kuwait. MOCI refers the application and
supporting documentation to relevant supervisory authorities (itself for sectors it supervises) for
approval before granting a commercial license, once both MOCI and the supervisor are satisfied.

424. When MOCI receives an FI's application, it conducts preliminary checks to ensure that the
application includes information about the company, its legal status, its founders and their
identification information and criminal record certification before referring the application to the
appropriate supervisor authorities for approval. Applications are not referred if information is
incomplete, or if individuals proposed for the management functions of the applicant have a
criminal record.

425. Upon receiving licensing applications, FI supervisors apply fit and proper tests to key
persons identified in the application, including management functions (e.g., directors) and certain
shareholders. These tests appear to be generally effective in preventing criminals from being legal
owners and controllers of an FI, however, supervisors do not consistently identify and screen all

18 Thirty-four insurance companies total, of which 18 offer life insurance products.
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BOs of an FI, leaving the possibility of criminals hiding behind nominee shareholders and
directors.

426. CBK s well resourced to evaluate licensing applications, has stringent requirements for
licensing and performs rigorous checks on most key persons. MOCI reviews key persons’
qualifications and background, requires a clean criminal background, consults MOI to ensure that
applicants are not suspected of crimes and screens names against UN and Kuwait’s National List.
Key persons include those filing the application, founders, directors, managers, board members
and shareholders who own 5% or more. While these persons may be BOs of the applicant, it is not
clear what measures CBK has in place to verify the applicant’s BO information and identify any
nominee arrangements. When there is a legal person listed as a founder or shareholder, CBK
reviews that entity’s business activities and legal status, and it seeks to identify the individuals
behind the legal person, but, as discussed above, it is not clear if this includes all BOs of the legal
person.

427. Over the reporting period, CBK received 19 applications for banks, exchange companies
and finance companies. 11 of these are for digital banks that are still being evaluated as this sector
does not yet exist in Kuwait. Of the remaining eight, CBK only approved one application for a
finance company and refused seven due to activities to be conducted by the applicant being
considered too risky (transactions with high-risk jurisdictions); a determination made by the CBK
that the applicant’s senior management do not meet fit and proper requirements; and based on a
failure by the applicant to provide complete information and documents as required.

428. Inaddition to banks, exchange companies, and finance companies, CBK also supervises 12
electronic payment service providers. These entities were initially licensed by MOCI but were not
deemed obliged entities, serving only as financial intermediaries to certain banks, which
themselves were responsible for assessing risks related to these entities and their activities.
However, in 2018, under a new set of regulations relating to e-payment service providers, these
entities became subject to CBK supervision, including for AML/CFT obligations. CBK initially
relied on MOCI’s licensing procedures and banks’ policies and procedures with respect to these
entities when accepting these entities and did not conduct its own fit and proper tests. However,
under updated regulations, issued in May 2023, CBK will be reassessing the fitness and propriety
of all 12 entities, applying the same rigorous procedures it applies to other obliged entities when
renewing licenses, but at the time of the onsite, they were operating without the rigour of CBK’s
fit and proper tests. During the onsite, CBK shared that in addition to reviewing the 12 existing
entities, it is also reviewing 19 new licensing applications for e-payment service providers.
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Table 6.2. Licensing Applications Received and Rejected, Total for 2018-2023

Received Approved Refused

CBK

Banks 4
Exchange Companies 3 3
Finance Companies 1 1 0
E-payment Service Providers 12 12 0
Digital Banking* (under consideration) 11 0 0
Total 31 13 7
CMA

Investment Companies 17 13 3
Brokerage Companies 6 4 0
Other Companies 8 8 0
Total 3 25 3
IRU

Insurance Companies19 39 34 5
Total 39 34 5
Mocli

Currency Exchange Organisations 47 46 1
Real Estate Agents and Brokers 1676 1652 24
DPMS 516 511 5
Total 2239 2209 30

429. Similar to CBK, CMA is well resourced for evaluating licensing applications and checks
with MOI to ensure key persons do not have a criminal record. It also reviews their qualifications
and background. It is not clear, however, whether CMA screens names against UN and Kuwait’s
National List to ensure that the persons are not designated. Key persons include management
functions, members of the board, and shareholders who own 5% or more of the entity. However,
as with other supervisors, there are no clear measures in place to verify the applicant’s BO
information and identify any nominee arrangements. Over the reporting period, CMA received 31
applications, approved 25, and refused three. The entities to which the CMA refused to grant
license failed to demonstrate a sound business plan, presented AML/CFT deficiencies in their
applications (e.g., the entities did not provide adequate AML/CFT procedures, failed to
demonstrate the fitness of the AML/CFT responsible person linked to higher risk geography), or
their key persons failed the fit and proper test.

430. In Kuwait, CBK and CMA are collectively responsible for licensing securities companies
and CMA is responsible for AML/CFT supervision. CBK has licensed 53 securities companies, but
CMA has only licensed and supervises 42 securities companies. Kuwait was not able to
substantiate who is responsible for the AML/CFT supervision of the 11 securities companies that
are not reflected in the CMA'’s total count.

431. The IRU is a new supervisor that was established during the reporting period to oversee
Kuwait’s insurance sector. While it was established in 2019, it did not enter into operations until
2021. Since then, it has licensed 34 insurance companies, majority of which were renewals of

19 Includes all insurance companies, and not only those applying to sell life insurance

products.
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licenses previously granted by MOCI (the former supervisor). It did not renew three licenses that
were previously issued by MOCI and refused two new applicants. These licenses were denied
based on the determination that the applicants lacked sufficient resources or technical expertise,
that its key functions lacked necessary competencies, and/or non-compliance with other key
requirements. As a part of a renewal process for entities previously licensed with MOCI, IRU
performed fit and proper tests on all key persons to ensure consistency across applications.

432. Although a newer supervisor, the IRU’s licensing requirements and procedures are fairly
robust with qualified personnel responsible for reviewing applications. It reviews key persons’
qualifications and background. It requires certification from the key persons that they do not have
a criminal record. If key persons include legal persons, they are also required to submit a
certificate confirming there are no criminal orders against them and provide information on its
BOs. All persons are screened through World Check to identify any designated persons. However,
World Check does not have access to Kuwait’s National List. Key persons include managers and
all shareholders. As with CBK and CMA4, it is not clear what specific measures IRU takes to verify
the applicant’s BO information and identify any nominee arrangements during the licensing
process.

DNFBPs

433. MOCIlicenses and supervises DPMS and real estate brokers and agents as well as currency
exchange organisations (which are FIs). The licensing department in MOCI is staffed with 100
employees who are well resourced to process applications in 1-2 weeks. All applications for
commercial activity in these sectors are submitted through MOCI’s electronic portal. All
individuals listed on the application, whether as part of a management function, shareholder or
director, must submit a criminal record check and, in some instances, MOCI may allow an
individual with a criminal record to conduct commerecial activity in Kuwait, including activity that
would designate them as a FI/DNFBP, if authorised on a case-by-case basis by their legal
department. This ability to override the clean criminal record requirement can also include BOs.
As with other supervisors, there is currently no ability to verify this information. These individuals
are also screened against UN lists and Kuwait’s National List. Fit and proper checks are done for
key persons, including the appointed compliance officer of the obliged entity, who must also pass
a MOCI AML/CFT test.

434. All supervisors have in place processes to ensure the fitness and propriety of key persons
on an ongoing basis. They also have processes in place to evaluate the appropriateness of
AML/CFT compliance officers. Licensed entities are required to notify supervisors of any changes
to key persons and compliance officer and seek their approval before proceeding. Licenses are
valid for three years, at which point entities must go through a renewal process, which, among
other assessments, includes supervisors performing fit and proper tests on key persons again.

435. All supervisors also have in place processes to identify unlicensed activities. These
processes seem to be generally effective, though some concerns remain with respect to the
authorities’ ability to effectively identify unlicensed hawala schemes in particular given Kuwait’s
context and risk profile relating to TF. FI supervisors interviewed noted that they learn about
unlicensed activity through social media, customer complaints, business activity (including
transaction activity), onsite inspections, etc. MOCI has put in place software to scrub social media
for indicators of unlicensed commercial activity, including transactions in VAs and activity that
would make the person/entity an obliged entity. Supervisors shared that when they do identify
unlicensed activity, they notify the MOI and other competent authorities as appropriate. CBK
highlighted that during inspections it ensures that FIs are not engaging with shell banks and also
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monitors for any unlicensed hawala schemes. CMA highlighted that when it identifies any
unlicensed activity, it consults with its legal department, then notifies the MOI as appropriate. It
noted that relevant competent authorities then form a team or taskforce to investigate the activity
further and block the activity.

VASPs

436. InJuly 2023, MOCI, the registrant for all commercial activities in Kuwait, as well as all FI
and DNFBP supervisors issued an identical circular prohibiting: 1) the use of VAs as a payment or
investment instrument, 2) the issuance of business licenses to VASPs, and 3) VA mining activities.
Supervisors interviewed noted that prior to the circular, there was an informal prohibition on
such activity and that obliged entities generally took a risk-sensitive approach to VAs and VASPs.
Since the circular, supervisors have advised obliged entities to update their policies and
procedures, review their risk assessments, and ensure that they have sufficient measures in place
to detect and report unauthorised VASP activity. Supervisors shared that they monitor for
unauthorised VASP activity in the same way as for any other unauthorised activity (e.g., through
social media and customer complaints). In general, it appears that the 2023 prohibition has been
effective in preventing VASP activities in Kuwait.

437. As VASPs are prohibited in Kuwait, they will not be detailed further in this immediate
outcome.

Supervisors’ understanding and identification of ML/TF risks

FIs

438. CBKhas arobust understanding of sectoral and entity-level risks, informed by a rigorous,
dynamic risk assessment methodology. CMA also demonstrates a good understanding of entity-
level risks since establishing a risk assessment model in 2019. The IRU, as a new supervisor, is
still assessing the risks faced by the entities it supervises, but its risk assessment methodology
appears to be sound and detailed. MOCI’s understanding of ML/TF risks remains under
development, which is concerning given the number of entities it supervises. Across the board,
supervisors’ understanding of ML risks appears to be more developed than TF risks generally, and
in terms of the risks associated with the specific entities they supervise.

439. CBK participated in the most recent NRA process, informing the process based on its
entity-level risk assessments. CBK has not conducted its own formal sectoral risk assessments for
banks, exchange companies, finance companies or e-payment service providers, but CBK agreed
with the outcomes of the NRA, having informed this process.

440. CBKuses a robust risk assessment model to identify entity-level ML/TF risks. The model
was initially developed in 2014 but has been refined over the years based on new observations
and developments. The model incorporates several inherent risks data points for each entity,
including those relating to customers, BOs, NPO customers and transaction volumes, PEPs, high-
risk jurisdictions, foreign branches, products and services, correspondents in high-risk
jurisdictions, wire transfers to high-risk jurisdictions, transaction volumes, transaction
monitoring systems, STRs, deficiencies identified by internal and external audits, and AML/CFT
staff. The model also considers several AML/CFT controls implemented by each entity, including
internal policies and procedures in line with AML/CFT requirements, CDD/EDD controls in place
to monitor and control ML/TF risks, automated systems and controls to monitor transactions, TFS
screening system, STR process and procedures, the internal/external audit in relation to the
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internal control systems, and the AML/CFT training program. CBK updates the model on an
ongoing basis, working with senior employees of the team with expertise in risk assessments.

441. Entity risk ratings are updated annually and based on trigger events. These ratings can
also be adjusted based on analyses of data produced by the Transaction Reporting System (TRS).
CBK introduced this system in July 2022 to enhance its risk model and deepen the analysis of
transactional risks and geographic exposure. Through TRS, CBK can collect information on cash
deposits in banks and incoming/outgoing wire and money transfers on a daily basis from
supervised entities. Specifically, TRS enables CBK to receive the following data on each
transaction: the nationality of the customer, customer ID information, information on the receiver
bank, receiver country, the purpose of the transaction, amount and currency of the transaction.
TRS runs scenario analysis on this transaction data, which CBK’s AML/CFT section then analyses
to identify any issue, areas or trends and advise entities on how to improve their AML/CFT
procedures.

Box 6.1. CBK’s Transaction Reporting System

Based on the analyses of transactions through the TRS, CBK identified a pattern across FIs where
certain FIs did not specify transaction purpose and instead list “other” as purpose. Based on this
observation, CBK developed a TRS manual, which provides pre-determined transaction
purposes to ensure transparency and consistency across transaction details and information.

442. Based on this risk assessment model and other key factors (e.g., information from entities
in response to ad-hoc requests, entities’ engagement with CBK, FIU, and other competent
authorities, and open-source information), CBK assigns risk ratings to each obliged entity.
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Table 6.3. Supervisors’ risk ratings as of 2023

High Med-High Medium Med-Low Low Total
CBK
Banks 6 6 9 22
Exchange Companies 3 1 10 9 32
Finance Companies - - - - 1 1
E-Payment Service Providers - - - - - -
Total 3 7 16 10 19 55
CMA
Investment Companies 6 11 17 4 5 43
Brokerage Companies - - 6 6 - 12
Other Companies 1 - - 3 4 8
Total 7 11 23 13 9 63
IRU
Insurance Companies - - 7 - 11 18
MOCI
Currency Exchange Organisations - - 1 - 3 4
Real Estate Agents and Brokers - 1 10 2 27 40
DPMS 2 2 3 4 7 18
Total 3 14 6 37 62

Note: (1) there is one new finance company that has not yet received a risk rating, (2) e-payment service
providers are a new obliged entity sector and have not yet rated, (3) MOCI remains in the process of
assigning entity-level risk ratings to its supervised population.

443. CMA also participated in the NRA process starting in 2019 when its AML/CFT section was
established. Like CBK, CMA has not conducted its own formal sectoral risk assessments, but it
agrees with the findings of the NRA which assessed securities companies to pose medium risk for
ML for a number of reasons including that shares are the only tradable product for investment
purposes, securities providers do not accept cash as a payment method and all funds related to
the investment have to be processed via bank transfers. In addition, there is a low volume of
foreign investment, limited prevalence of high-risk customers, and the sector’s non-resident
customers represent 2% of the total number of customers.

444. Since the establishment of its AML/CFT section in 2019, CMA has developed a risk
assessment model to identify entity-level ML/TF risks. The model is informed by data that CMA
collects on each entity through annual questionnaires, capturing many of the same inherent risks
data points as CBK’s model, but also incorporating data on customers investing in collective
investment schemes, customers onboarded non-face-to-face, and customers using the electronic
trading platform, total assets, size managed funds (specifically for investment companies). Like
CBK, CMA also considers various AML/CFT controls implemented by each entity. CMA applies
different weighting to various factors to ensure it has a good understanding of entities with higher
inherent risk exposure and/or weaknesses in their AML/CFT framework.

445. Based on this risk assessment model and consideration of other key factors, such as
previous violations and disciplinary board decisions, CMA assigns risk ratings to each obliged
entity. CMA re-evaluates each supervised entity's risk annually. This process involves a review of
key documentation and the entity’s responses to CMA’s annual AML/CFT questionnaire. Entities’
risk rating is also reconsidered after an onsite inspection and as a result of trigger events, such as
a media report, information from another authority, or customer complaints.
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446. Since the IRU did not become operational until 2022, the NRA'’s findings relating to the
insurance sector were informed by information from the sector’s previous supervisor, MOCI. The
NRA assessed that the insurance sector poses medium-low ML risks. The IRU, like other
supervisors, has not conducted a formal sectoral risk assessment of the insurance sector, but it
has developed an entity-level risk assessment process, which includes a questionnaire to obtain
information about each entity’s inherent risks, covering many of the same risks as those captured
by CBK and CMA, but also more sector specific components - e.g., number of life insurance policies
and volume, number of group life insurance packages, number of policies in force, number of
terminated policies, and number of beneficiaries and high-risk beneficiaries. Its risk methodology
also considers several controls, similar to those that CBK and CMA considers.

447. Based on the initial set of responses to the questionnaires, the IRU has determined that
out of 34 insurance companies, only 18 entities offer life insurance services. It has also identified
entities where the highest number of life insurance policies have been issued.

DNFBPs

448. MOCI understanding of ML/TF risk is more limited. MOCI participated in the NRA and
agrees with its outcomes and has not conducted separate sectoral risk assessments. MOCI
identified that there was more limited information considered as part of the NRA risk assessment
for sectors under their purview, primarily focused on convictions of ML/TF. The assessment of
riskin the real estate sector was limited considering investigations involving the real estate sector,
and, as a result the risk understanding was limited to typologies related to fraud using the real
estate sector and not, for instance, money laundering through real estate.

449. MOCI understanding of the risks of DPMS is also limited but mirrored the NRA results. This
understanding is based on some convictions for unlicensed DPMS activity which involved the sale
of gold products on social media platforms without a license for online sale. Currency exchange
organisations were identified by Kuwait as low risk as there were no ML cases involving these
obliged entities.

450. MOCI has begun assessing its obliged entities to make an entity-level determination of
ML/TF risk. This is encouraging but MOCI is only at the beginning stage of this process, and this
could not be assessed as contributing to its understanding of ML/TF risk at the time of the onsite.

Risk-based supervision of compliance with AML/CFT requirements

451. CBK and CMA conduct risk-based supervision and have sufficient resources for their
supervisory activities. CBK’s supervision seems particularly intensive, especially for banks. The
IRU has not yet begun a fully operational risk-based supervision programme since its purview
began over the insurance sector in 2022. MOCI does not yet conduct risk-based supervision, and
this is unlikely to be the case in most sectors for some time. All supervisors have significant
supervisory coverage, with most FlIs being inspected annually.

Fls

452. CBK’s supervisory measures including onsite inspection plans are informed by entity-level
risk assessments. Entities’ risk ratings inform the intensity of inspections as well as the
frequency/timing. CBK inspects all entities every year, but priority is given to higher-risk entities.
After conducting onsite inspections of all high-risk entities, CBK then focuses on medium-risk
entities, followed by lower-risk (and if there are some low-risk entities that are not inspected in a
given year, those are pushed to the following year). The scope and intensity of these inspections
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naturally also inform the duration of these inspections, which based on private sector interviews,
can take several months for banks and several weeks for exchange companies. CBK also conducts
ad-hoc and thematic inspections based on trigger events or other factors.

453. Prior to conducting onsite inspections, CBK’s AML/CFT section and inspection teams
engage in offsite review of key documents, information, and data to inform their understanding
and scope of their onsite inspections. After inspections, CBK produces detailed inspection reports,
describing all findings and providing an action plan for deficiencies identified with specified
timeframes for by when the actions must be completed. CBK follows up with entities to ensure
that they adequately implement the required remediated actions within the specified timeframes
and prepares follow-up reports based on the information received. These reports are presented
to CBK leadership.

454. CBKis well resourced for its AML/CFT supervisory efforts. lts AML/CFT section consists
of 17 FTEs, and is also supported by CBK’s inspections department, which has 35 FTEs. These
employees are trained with respect to AML/CFT obligations and are provided with guidance on
how to conduct inspections. It is not clear, however, that CBK allocates these significant resources
on a risk basis dedicating more resources to inspections of higher-risk entities, and fewer
resources to inspections of lower-risk entities.

Table 6.4. Supervisors’ onsite inspections covering AML/CFT, by year

2018 2019 2020 2021 2022 2023 Total
CBK
Banks 21 22 20 22 2 9 96
Exchange 37 40 38 21 35 26 197
Companies
Finance Companies 1 1 1 1 1 -
E-Payment Service - - - - 6 -
Providers
Total 59 63 59 44 44 35 304
CMA
Investment 11 27 34 38 48 50 208
Companies
Brokerage 13 5 3 3 12 8 44
Companies
Other Companies 1 2 - - 3 10 16
Total 25 34 37 41 63 68 268
IRU
Insurance 1 7 10 - - 6 24
Companies (Note
inspections done by
MOCI 2018-2020)
MOCI
Currency Exchange 5 72 76 181 80 88 502
Organisations
Real Estate Agents 32 49 61 246 270 338 996
and Brokers
DPMS 1 82 159 815 513 573 2143
Total 38 203 296 1242 863 999 3641

Anti-money laundering and counter-terrorist financing measures in Kuwait |© FATF-MENAFATF 2024



CHAPTER 6. SUPERVISION | 145

455. Inaddition to onsite inspections, CBK engages in continuous off-site monitoring activities.
This includes analysis and review of data received from TRS as discussed in the previous section,
as well as responses to questionnaires. CBK reviews and takes supervisory measures (e.g.,
information requests and ad-hoc inspections) based on adverse media, organisational changes
within supervised entities, analysis of information provided by the prudential supervisory
department within the CBK or by external authorities where relevant, e.g., KwFIU, and customer
complaints related to potential ML/TF risks, among others.

456. Since adopting a risk assessment model in 2019, CMA’s supervisory measures are
informed by entity-level risk assessments. In particular, entities’ risk ratings inform the frequency
of CMA’s inspections. During the onsite interview, CMA shared that it inspects very high-risk
entities almost yearly and medium-risk entities every two years. Based on the inspection data
provide, CMA has increased its inspections over the reporting period, targeting investment
companies in particular, which CMA views as being higher risk. It also shared that in the past, its
onsite inspections would last two weeks but now they typically last three weeks, allowing for
more robust inspections. It is not clear how precisely entities’ risk ratings impact the scope and
intensity of onsite inspections since they’re all of identical length. CMA conducts onsite
inspections consisting of both full-scope inspections and ad-hoc and thematic inspections,
informed by trigger events or other factors.

457. Prior to conducting onsite inspections, CMA conducts offsite desk review of entities’
responses to the annual questionnaire. After inspections, CMA produces inspection reports,
summarising the findings, including violations identified, and specifying remedial actions; each
entity has 10 working days to respond to the report. Depending on the nature of the violations
identified and remedial actions proposed, CMA conducts follow-up AML/CFT inspections to
determine whether appropriate actions have been taken to address deficiencies.

458. The IRU became responsible for the insurance sector in 2021 and it has not yet fully
implemented a full risk-based supervision programme. The Unit is in the process of establishing
a framework for risk-based supervision and will commence full-scope, risk-based inspections in
2024. To prepare for these inspections, the IRU has conducted six ‘pilot’ inspections to gather
samples of life insurance policies and develop an initial understanding of insurance companies’
deficiencies. During the pilot inspections, the IRU made productive findings and was able to refer
files to the KwFIU, which resulted in an insurance company suspension. The IRU is taking positive
steps to building a risk-based supervisory programme, but it was not fully in place at the time of
the onsite visit to Kuwait.

459. Given the transition from MOCI to IRU for supervision of the insurance sector, it appears
that the sector has not been subject to supervision for at least 3 years.

DNFBPs

460. MOCI has a significant AML/CFT department comprised of 71 FTE across three divisions
(financial and data analysis, onsite supervision and awareness raising). MOCI is in the process of
implementing an entity-level risk analysis tool to better understand the risk of the obliged entities
under its purview. Data has begun to be collected, and some obliged entities (<1% of total) have
been assigned risk ratings. MOCI is putting in place the fundamental building blocks to a quality
risk-based supervisory programme, but it is not in place yet.

461. MOCI has responded to the risk ratings that have been assigned to its sectors from the
NRA. For instance, MOCI has been dedicating more resources and conducting more inspections to
the DPMS sector than the real estate sector given its higher risk rating in the NRA.
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462. While inspections are not done on a risk sensitive basis, MOCI does conduct a reasonably
high number of onsite inspections considering the vast obliged entity population it supervises.
Supervision is largely event driven and often rooted in raising awareness. As an example, all newly
licensed obliged entities receive an onsite inspection visit six months after licensing to ensure that
required compliance programme elements have been implemented from the obliged entity
commencing its activities. Other events that would lead to an inspection include the receipt of a
complaint against an obliged entity or request from other competent authorities.

Remedial actions and effective, proportionate, and dissuasive sanctions

463. Upon identifying deficiencies and violations, FI supervisors specify remedial actions for
FIs. These remedial actions are frequent and can have a positive effect on obliged entity-specific
deficiencies. However, sanctions do not appear dissuasive and there is a heavy reliance on
warning letters. MOCI has gradually become more likely to fine obliged entities for significant non-
compliance, but also relies on written warnings.

FIs

464. CBK'’s enforcement powers are defined in the AML Law. The CBK is authorised to impose
the following sanctions: a written warning; an order to comply with specific instructions; an order
to provide regular reports on the measures taken to rectify the concerned violation; imposition of
a monetary penalty of up to KWD 500,000 (approximately USD 1.6 million); restricting the
perpetrator of the breach from working in the relevant sector for a period specified by the
supervisory bodies; and limiting the mandate of the board of directors members, members of the
executive or supervisory management, their managers and controlling owners, including the
appointment of a temporary controller. It is also authorised to impose sanctions on financial
institutions, directors, board members, and executive management for violations of AML/CFT
Law requirements and Executive regulations or Ministerial decisions. Where an individual is
culpable in serious non-compliance by an entity, consideration is also given to imposing a
regulatory sanction on both the entity and the individual.

465. CBK uses a standardised process to determine the severity of the deficiencies identified
and the appropriate course of action. The process considers various factors and uses weighted
scores to arrive at a final score, which informs the decisions about specific penalties to be applied.

Box 6.2. CBK’s Severity Matrix

The severity matrix that CBK has developed for this purpose has five categories of level of
seriousness of the violation, where the first category is the lowest in terms of weight and score,
and the fifth category is the highest in terms of severity. The factors considered include: nature
of the violation (e.g., whether it is an omission or error, failure due to technical reasons, or failure
due to poor management); damage to customers; revenue generated by the specific activity
subject to violations; time between the date of the violation and detection; active cooperation
and development of the remedial action plan by the supervised entity; number of enforcement
actions against the supervised entity during the past three years; number of identified violations
of the same type and number of violations in total; and whether the violation has been identified
as a one-time event or it is a continuous violation over a certain period of time.
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466. One severity matrix is filled for deficiencies related to a single ‘instruction’ given to the
obliged entity. Instructions are a grouping of obligations that the obliged entity has to comply with
(i-e., all measures related to CDD/EDD could be found in a single instruction). The final score is
used to determine the penalty based on a separate penalty matrix, which specifies penalties for
different score ranges.

467. While these matrices that CBK uses demonstrate a commitment to creating a formal and
consistent process for imposing sanctions, the process seems to mostly result in scores of less
than 175 points, which correspond to the issuance of written warnings as the remedial measure.
This raises concerns about the scoring methodology, particularly the practice that deficiencies are
aggregated to those that are found in a single instruction to the obliged entity, and whether the
matrix assigns appropriate weights to different violations and factors.

468. Duringthe reporting period, CBK implemented a variety of remedial actions and sanctions.
CBK issued 100 warning letters, imposed administrative fines in 93 cases, suspended/banned
individuals from working in four cases, and revoked licenses in three cases for AML/CFT
violations. With respect to the administrative fines, based on the data provided, during the
reporting period, CBK imposed fines with total value of KWD 4.3 million (approximately USD 11
million), with the largest fine for KWD 500,000 (approximately USD 1.6 million) imposed on an FI
which failed to apply EDD measures on high-risk customers. While these fines demonstrate that
CBK does increasingly apply monetary penalties, the fines are not proportionate and dissuasive.
The average fine imposed by CBK is approximately KWD 36,500 (USD 118,000).
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Table 6.5. Remedial actions and sanctions by supervisors, by year

Supervisor Action 2018 2019 2020 2021 2022 2023 Total
CBK Warning Letter 12 18 17 15 17 21 100
Financial Penalty 16 19 22 15 14 7 93
Employee - 2 2 0 - - 4
banned/suspended
Oblige entity to - 1 - - - - 1

take immediate
and specific action

(bank)
Revocation of - - - 3 - - 3
license
CMA Warning 18 18 9 17 41 23 126
Disciplinary board 0 2 1 0 0 2 5
warning
Disciplinary board 2 4 3 3 19 13 44
decision
IRU Written Warning - - - - - 3 3
MOCI Written Warning 137 307 392 480 246 132 1694
Order to Comply 466 579 208 81 197 89 1620
with Specific
Requirement
Order to Comply 23 115 39 45 5 3 230
with Remedial
Actions and
Provide Regular
Reports
Imposition of Fine - - - 40 115 36 191
Suspend of 8 33 4 50 27 3 162
License

469. CBK does not publicly announce the sanctions it imposes but requires that supervised
entities share information about the sanctions imposed with their respective board and
shareholders. This also raises questions about the dissuasive nature of the sanctions and the wider
deterrent affect they have.

470. CMA is authorised to impose the same sanctions available to CBK as provided under the
AML/CFT law. The CBK has an enforcement framework in place, informed by the Enforcement
Module, but this module does not specify measures with respect to AML/CFT deficiencies and
violations specifically. CMA’s legal department reviews inspection reports and in cases where it
identifies AML/CFT breaches, CMA either issues warning letters or depending on the severity of
the violation, escalates the case to the Executive Director and the Disciplinary Board for decision
regarding sanctions. CMA’s AML/CFT supervision team has no insight into or influence on
decisions that the Disciplinary Board imposes. The process appears to be highly bureaucratic and
raises questions about the Disciplinary Board’s understanding of ML/TF risks and its process for
imposing sanctions.

471. During the reporting period, CMA issued 126 warning letters, five Disciplinary Board
warnings, and 44 Disciplinary Board Decisions. The 44 Disciplinary Board Decisions all resulted
in administrative fines with a total value of KWD 215,000 (approximately USD 698,000). While
these fines have increased in the last two years, the fines do not appear to be proportionate for
the types of violations identified during inspections i.e., ongoing deficiencies relating to CDD
measures, know your customer (KYC) and TFS. They also do not appear to be dissuasive, on
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average, amounting to roughly KWD 4,800 (USD 15,500) per fine. CMA does, however, make its
sanctions public, publishing them on its website, which can generally have a dissuasive effect.

472. Since the IRU has not fully operationalised its risk-based supervision programme, it has
not yet imposed any sanctions on insurance companies. It did establish a Disciplinary Council on
January 15, 2023 to decide on the disciplinary actions referred to it. In addition, it has rejected a
compliance officer during the licensing process and has issued three warnings. MOCI did not
impose any sanctions against insurance companies under its supervision prior to IRU assuming
the role.

DNFBPs

473. MOCI can apply sanctions in the event of significant non-compliance. It has the following
remedial actions and sanctions at its disposal: written warnings, orders to comply with specific
requirements, orders to comply and report on compliance, fines, and license suspension. MOCI
policy in its application of remedial actions and sanctions is to take a graduated approach
regardless of the nature and severity of the non-compliance (i.e.,, an obliged entity must first
receive a written warning, then receive and order to comply etc.). As a result, MOCI mostly issues
written warnings as they must always be the first outcome in instances of non-compliance.

474. Fines imposed to date range from KWD 200 - 1 000 (USD 650-3 500), Such fines are not
proportionate or dissuasive. However, MOCI has suspended 162 licenses from its covered sectors
for repeat violations, such as the refusal to appoint a qualified compliance officer, which has some
dissuasive effect.

Impact of supervisory actions on compliance

FIs

475. CBKand CMA view their actions as having a positive effect on obliged entities' AML/CFT
compliance. They routinely meet with their supervised population, provide guidance and
feedback on compliance programmes. Interviews with obliged entities also suggest this where, for
example, many have increased their number of compliance staff or acquired screening technology
in recent years as a result of CBK/CMA’s actions.

476. While FI supervisors have observed improvements with respect to specific entities (e.g.,
sanctioned entities addressing the deficiencies that resulted in the sanctions), the data provided
for the reporting period shows ongoing deficiencies on key AML/CFT obligations (e.g., KYC, CDD,
EDD, transaction monitoring, and TFS) across the different sectors. As CBK, and to a lesser extent
CMA, conduct onsite inspection of every obliged entity every year, the trend in deficiencies is
informative as it shows whether the same obliged entities are improving their AML/CFT
compliance behaviour. Sectors generally show a consistent number of deficiencies and that
suggests that the compliance activities do not have a material effect on compliance at the sector
level. In addition, the STR data for the reporting period does not entirely corroborate the assertion
that there has been an increase in STRs across sectors. While there was a meaningful increase in
STRs from banks starting in 2021, the number of STRs filed by exchange companies has fluctuated
and remains low for other FIs (see table 5.3 in previous chapter).

477. The IRU has not conducted enough supervisory activities or done so for a long enough
period to demonstrate the impact of their actions on compliance.
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DNFBPs

478. MOCI has indicated to the assessment team that their supervisory actions have positively
contributed to AML/CFT compliance. They meet in-person with each new licensee in their sectors
and ensure that they have the fundamental building blocks of a compliance regime in place. Where
there is significant non-compliance, where able, they will order obliged entities to comply with
their requirements and escalate these files where necessary. MOCI indicated such processes fix
compliance issues that are found as part of onsite inspections. Interviews with obliged entities
suggest this where, for example, sole proprietors would not have known how to develop a
compliance regime without MOCI’s tools, templates and initial meetings.

479. However, MOCI's onsite inspections continue to find a significant number of violations.
For instance, in 2022 and 2023, MOCI conducted 1862 onsite inspections. 1397 of those
inspections found non-compliance with CDD/EDD measures, and 889 found non-compliance with
TFS measures. STRs are rarely submitted from the sectors that MOCI covers. Only 8 STRs have
been submitted between 2020-2023.

Promoting a clear understanding of AML/CFT obligations and ML/TF risks

480. FI supervisors provide guidance and undertake varying outreach activities to obliged
entities to assist them in complying with their AML/CFT obligations. The guidance covers
different AML/CFT areas, including risk assessments, CDD, EDD and BO. They also hold meetings
and workshops to discuss ML/TF risks and AML/CFT obligations and conduct trainings.

481. CBK provides circulars and instructions to obliged entities on both general AML/CFT
obligations and specific requirements e.g., relating to the implementation of Security Council
Resolutions issued under Chapter VII of the UN Charter. Over the reporting period, CBK issued at
least six circulars relating to AML/CFT issues. It has also provided guidance in response to
questions or issued raised by obliged entities. For example, it developed guidance on KYC
procedures for exchange companies, as well as on when to apply simplified due diligence. It also
makes itself available to obliged entities for more specific, time-sensitive issues, communicating
via exchange letters, email, and phone conversations. Significantly, CBK conducts annual meetings
with each sector to provide feedback, detailing breaches identified during inspections and
discussing case studies and expected remedial actions to address the shortcomings. Finally, it
engages in awareness raising campaigns (e.g., relating to cybercrimes) via social media accounts.

482. CMA issues circulars and annual reports, conducts trainings, and engages with obliged
entities through its website, electronic portal and social media activity to improve securities
companies understanding of ML/TF risks and obligations. Circulars and guidance materials are
typically informed by issues or inquiries that entities raise, deficiencies identified during
inspections, or developments in the domestic AML/CFT regime. For example, in 2023, CMA issued
a circular on beneficial ownership following Ministerial Resolution 4/2023, and it is currently
working on issuing a project through its online portal, establishing a CDD form for securities
companies to use in response to deficiencies identified during inspections. This was not complete
at the time of the onsite visit. Over the reporting period, CMA has conducted at least three
workshops on AML/CFT issues, including on the NRA findings and onsite inspection observations.
Through its electronic portal, CMA directly communicates with obliged entities on annual reports,
questionnaires, and other inquiries. Finally, its awareness campaigns, including through social
media, cover a range of issues, recently covering risks and concerns relating to virtual assets.

483. While a new